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Tema 2. OCHOBHbIE TUMbI YrPO3

6e3onacHoctn OC 1 nyTn nx
peanusauunu.




» B
'MnaH

m OCHOBHbIe onpeaeneHus
m Knaccndukauyms yrpos besonacHoctn OC
m ATaku Ha b6e3onacHocTb OC



" A
OcHOBHbIe onpeaeneHns

[Mog yepos3ou ©GesonacHoctn OC bygem noHuMmaTtb cobbiTne wunu
OencTBme, KOTopoe MOXET Bbl3BaTb U3MEHEHME (PYHKLUMOHNUPOBAHUS
OC, cBA3aHHOE C HapyLleHMEM 3alunLLEHHOCTU obpabaTbiBaeMon B
Hen MHdopMaunu.

Ysa3eumocme UHGhoOpMauuu — 3TO BO3MOXXHOCTb BO3HMKHOBEHUA Ha
KakoM-nnmbdo aTtane XusHeHHoro umkna OC Takoro ee COCTOSAHUS,
NpyM KOTOPOM CO3JalTCA YCrnoBUS ONs  peanusauum  yrpos
6e3onacHoCTU MHopMaL .

Amakou Ha OC Oygoem HasbiBaTb OeWCTBME, npeanpuHMMaemoe
HapyLwuTenem, KOTOpoe 3akfovaeTcd B MOUCKE U MCNONb30BaHUK
TON UIIN MHOW YA3BUMOCTU. MHade roeBopsd, ataka Ha 6e3onacHOCTb
OC gaBngaetca peanusaumen yrposbl 6e3onacHocTn MHdopmMaumn B
HEeW.



" A
Knaccudukauma yrpos 6esonacHoctun OC

YHunBepcanbHOW Knaccuukaumm yrpos He cyliecTtsyeT. Bo3MOXHO, 3TO
CBA3aHO C TEeM, 4YTO HET npegerna TBOPYECKUM CMOCOOHOCTAM
4yernoBeka, N Kaxabl AeHb MPUMEHSIIOTCS HOBblE CNOCODbI HE3AaKOHHOIO
npoHukHoBeHMss B OC, paspabartbiBaloTCsl HOBble cpeacTsa
MOHUTOPMHIra CeTeBOro Tpaduka, MOABMATCA HOBble BUPYCHI,
HaxoOATCA HOBble WU3bSHbl B CYLLUECTBYHOLUMX MPOrpaMMHbIX U
annapartHbIX npoaykTax. B oTBeT Ha 9T0 pas3pabaTbiBaloTcs Bce bonee
N3OLLPEHHbIE CpeacTBa 3alluTbl, KOTOPbIE CTaBAT rnperpagy Ha nyTu
MHOIMMX TUMNOB Yrpo3, HO 3aTeM CaMu CTaHOBSATCH HOBbIMU OObEKTaMU
aTak. TeM He MeHee, nonbiTaeMcsl caenaTtb HEKOTOpPble 06006LLEHUS.



" A
Knaccudukauma yrpos 6esonacHoctun OC

Knaccudpukauums yrpos rno uesnu amaku:.
BEHECAHKUMOHNPOBAHHOE YTEHNE I/IHCbOpMaLI,I/II/I;
mHECaHKLMOHNUPOBAHHOE N3MEHEHME MHJOPMaLINK;

EHECaHKUMOHUPOBaAHHOE YHNYTOXEHUNE I/IHCbOpMaLI,I/IVI;

EMOSIHOE UMM YacTUYHOE paspyLleHne onepauuoHHOW cuctembl (nog
paspyLlleHrnemM ornepalmoHHON CUCTEMbl MOHUMAETCA LEenbi KOMMSIEKC
paspyLlaloLnx BO3OeNCTBUN OT KPaTKOBPEMEHHOro BbiBO4A M3 CTPOA
(«3aBeluMBaHUA») OTAENbHbIX MPOrpaMMHbIX MOAYIENn CUCTEMbl A0
dom3nYeCcKoro CTMpaHus ¢ gMcka CUCTEMHbIX doannos).



" A
Knaccudukauma yrpos 6esonacHoctun OC

Knaccundomnkauus yrpos o npuHyuriy eo3oetucmasusi Ha OC:

E/CIMOSIb30BaHME U3BECTHLIX (NnerarnbHbIX) KaHaroB  MOSyYeHUs
nHpopmauun, Hanpumep, Yyrpo3a HeCaHKUMOHUPOBAHHOIO YTEHUd
doanna, gocTyn nonb3oBaTenen K KOTOpoMy onpeneneH HeEKOPPEKTHO —
paspelleH [OOCTyn nosfb3oBaTtenio, KOTOPOMY, COrfacHO MnonuTuke
6esonacHOCTU, 4OCTYN OOSMKEH ObITh 3anpeLleH;

E/CMNOJIb30OBaHNE CKPbITbIX KaHalioB NnoJsmy4veHn4d l/IHCbOpMaLI,I/II/I,
HanpumMmep, yrposa NCMNOJ1b30BaHUNA 3JTIOYMbIWJTIEHHNKOM
HEOQOKYMEHTUPOBAHHDbIX BO3MOXXHOCTEN OI'IGp8LI,I/IOHHOI7I CUNCTEMDbI,

ECO3[]aHME HOBbIX KaHaroB MOMy4YeHus uHdopmMaumum C MOMOLLbLO
NPOrpamMMHbIX 3aKnaaok.



" A
Knaccudukauma yrpos 6esonacHoctun OC

Knaccudpukauus yrpos rno murny ucriofib3yemou
3/10YyMbIWMEHHUKOM ys38UMOCMU 3aWiumei.

mHeaJekBaTHasi nonutuka ©0e3onacHOCTW, B TOM 4ucre N OLMDKK
AdAMNHNCTPAaTopa CUCTEMBbI,

EOLUNOKN N HEeOOKYMEHTUPOBAHHbIE BO3MOXHOCTM MNPOrpamMmmMHOro
obecrieyeHnss onepauymoHHOM CUCTEMbI, B TOM 4uCre U Tak
HasblBaeMble JIHOKM — Cry4yanHO WUnu rnpeaHamMepeHHO BCTPOEHHLIE B
CUCTEMY «CNnYyXeOHble BXOoAbl», MNO3BONSALWME OOXOOAUTb CUCTEMY
3aWmnTbl; OObLIMHO JIOKM co3aalTcsa paspaboTynkamm NporpamMmmMmHOro
obecrnevyeHns onst TeECTUPOBaAHUS U OTMadKu, U MHOrga pas3paboTymKu
3abbIBalOT NX yOaanuTb UK OCTaBMAKT crieumnanbHo;

mpaHee BHegpeHHas nporpaMmMHas 3aknajka.



" A
Knaccudukauma yrpos 6esonacHoctun OC

Knaccudomnkauus yrpos rno xapakmepy e6o030eucmeus Ha
OC.:

WAKTMBHOE BO3OENCTBME —  HECAHKUMOHWPOBAHHbIE  [OENCTBUS
3MTI0YMbILLMIEHHMKA B CUCTEME,;
EMACCMBHOE BO3OENCTBUE — HECaHKUMOHMPOBAHHOE HabntogeHue

3NoyMbILUSIEHHUKA 3a npoueccamu, NPoucxoasnmMm B cUCTemMe, N UX
nocreayoLwumn aHanums.

Knaccundomnkauus yrpos rno criocoby oeucmeuu
3/10yMbIWIIEHHUKa (Hapywumeris):

BB WUHTEPAKTUBHOM pexmme (BPY4YHYH0);

mB NakeTHOM pexume (C NOMOLLbI CcreumanbHO  HanMCaHHOW
nporpamMmbl, KOTOpasi BbIMOMHSAET HeraTuBHble BO3AENCTBUS Ha
ornepauuoHHyl0  cuctemy  6e3  HenocpedcTBEHHOro  yyacTus
nonb3oBaTtensi-HapyLwmnTens).



" A
Knaccudukauma yrpos 6esonacHoctun OC

Knaccudomnkaums yrpos rno criocoby eo30elcmeus Ha
obbekm amaku:.

mHEenocpeacTBeHHoe BO3AENUCTBUE,;

mfipeBbllUEHUNE NOoJib3oBarterieM CBONX I'IOJ'IHOMO‘-IVII7I;

-pa60Ta OT MMEHWN APYroro noJjib3oBartesid,

E/CMONb30BaHME  pe3ynbratoB  paboTbl  Apyroro  nosib3oBaTtens
(Hanpumep, HEeCaHKUMOHMPOBAHHbLIA nepexBaT MHM(OPMAaLMOHHbIX
MOTOKOB, MHULIMMPOBAHHbIX APYIMM NMONb30BaTeENEM).



" A
Knaccudukauma yrpos 6esonacHoctun OC

Knaccundomnkauus yrpos 1o ucrosib3yembiM cpedcmeam
amaku

mlUTaTHble CcpeacTBa OnepaumoHHOM cuUcTeMbl 0e3 KCMNOob30BaHUA
OOMNOMHUTENBHOIO NPorpaMmMHoro obecnevyeHus;

mrporpaMMHoe obecnedyeHne TpeTbmx upmMm (K 3TOMy Knaccy
nporpamMmMHOro obecneyeHns OTHOCATCA KaK KOMIMbIOTEPHbLIE BUPYCHI U
Opyrve BpedoHOCHble nporpammbl (exploits), KoTopble MOXHO erko
Hantu B Internet, Tak n nporpammHoe obecnevyeHne, u3Ha4YanbHO
pa3paboTaHHOe Ons ApYyrux uernen: oTrnagyvku, ceTeBble MOHUTOPHI,
CKaHepbl U T.4.);

mcneymanbHo paspabdboTaHHoe nporpamMmMHoe obecneyeHme.



" A
Knaccudukauma yrpos 6esonacHoctun OC

Knaccundukaums yrpos rno cocmosiHUr amakyemMoz20o
obbekma OC Ha MOMeHmM amaku.

mXpPaHeHue;

mrepenaya;

mobpaboTka.

[lpuBeaeHHaa Knaccudukaums He npeteHayeT HWU  Ha
CTPOroCTb, HM Ha MOMNHOTYy. EOMHCTBEHHaAs ee uUenb —

NMoKkasaTb BeCb CMNEeKTP BO3MOXHbIX Yrpo3 ©esonacHocTu
OC.



" A
ATaku Ha 6e3onacHocTb OC

OnepaumoHHas cuctema MOXeT NOABEPrHYTLCS CreayHLLINM
TUNUYHbIM aTakaM:

mHeCcaHKUUOHUpOB8aHHbIU docmyn. HecaHkunoHmpoBaHHbin goctyn (HCL) —
Hanbornee pacnpoCTpaHEHHbIN BWO  KOMMbIOTEPHLIX  HapyweHun. OH
3aKsitovaeTcd B NosfiydeHnn nosib3oBaTenieM OocTtyna K 0ObekTy, Ha KOTOpbIn Y
Hero HeT paspelleHnst B COOTBETCTBUMN C NPUHATON B OpraHn3auum nosimTUKOU
besonacHocTn. OBObLIMHO camasl rnaBHada npobnema — onpeaennTb, KTO U K
Kakum Habopam JaHHbIX OOSMKEH UMETb AOCTYIT;

mHe3aKOHHOe ucriosib308aHue npueusneaudu. 3I10YMbILLSIEHHUKN,
NPUMeHsoWMe OaHHbIM  crnocob artaky, O0ObIMHO UCMONb3YKT  LTAaTHOEe
nporpaMmmHoe obecrieyeHne, QYHKUMOHMPYIOLWEEe B HELTATHOM pexume.
He3akoOHHbIN 3axBaT nNpuBUNErMin BO3MOXeEH NUBO npu Hanuymm owmnbok B
caMmou cucteme 3awmTbl (4TO, HANpUMep, okasanoCb BO3MOXHbLIM B OOHOW U3
Bepcun UNIX), nnbo B criydae xanaTtHOCTU NpU ynpaBreHUM CUCTEMOU, U
npusunernssMm B 4acTHocTU. OB6bIMHO 3TO [OocTUraeTcs nyTem 3anycka
nporpamMmbl OT UMeHU gpyroro nosib3osarensd. Ctporoe cobniogeHne npaBus
ynpaBreHuss CUCTeMOM  3aluuTbl, coOnaeHVe npuHUMna MUHMMYMa
NpUBUIIErNI NO3BONSIET N30EXaTb TakUX HapyLUEHUN;



" A
ATaku Ha 6e3onacHocTb OC

B CKaHupoeaHue ¢hausnoeoll cucmemMsbl. 3NOYMbILNEHHUK NpoCcMaTpuBaeT
doannoByo cUCTEMY KOMMNbLIOTEPA U MbITAETCA NPOYECTb (MM CKONMMPOBaTh)
Bce dhannbl nogpsa. PaHo unm no3gHo obHapyxuBaeTca XoTa Obl ogHa
owmnbka agMuHUcTpaTopa. B pesynbraTte 3f10yMbILLNIEHHWK NOMyYaeT 4OCTYN
K MHpbopmauum, OOCTYN K KOTOPbIN OOSMKEH ObiTb eMYy 3anpeLLeH;

m r1006op naposisi. CywecTBYeT HECKONbKO METOAoB noabopa naponeu
nonb3oBaTesien:
TOoTanbHbIN Nepedop;

TOTanbHbIN Nepebop, ONTUMU3NPOBAHHbLIA MO CTAaTUCTUKE BCTPEYaeMOCTM CUMMBOSIOB WUNK C
NOMOLLbIO CNoBapew;

nonbop napons ¢ UCnonb3oBaHMEM 3HaHUIW O Mnorb3oBaTtene (ero UMeHu, damunuu, aathbl
pOXaeHus1, Homepa TenedoHa n T. 4.);

B Kpaxa Krsiroyeeol uUuHgopmayuu. 3N0OYyMbILLIIEHHUK MOXET MOoACMOTPETb
naponb, Habupaembl nonb3oBaTenem, UM BOCCTAHOBUTb Habupaembli
nonb3oBartenemM naponb Nno ABMXEHUAM ero pyk Ha knasuatype. Hocutens ¢
KrtoueBon nHopmaumen (cmapt-kapta, Touch Memory 1 T. 4.) MOXeT bbITb
NPOCTO YKpaOeH;



" A
ATaku Ha 6e3onacHocTb OC

m cbopka Mmycopa. [locne oOkOH4YaHuMsa paboTbl obpabaTbiBaemas
nHpopmMmauns He Bcerga nNOMHOCTLID yaoansetrca wu3 namatu. [aHHble
XPaHATCA Ha HOCUTene 0 rnepesanncun Un YHUYTOXEHUS; MPWU BbINONTHEHNN
9TUX OEeNCTBUM Ha ocBobOAMBLLUEMCHA MPOCTPAHCTBE AMCKA HaxXoOATCA WX
OCTaTKU. XOTHA MPU MCKaXXeHWU 3arofioBka dpamna mx npodnTtatb TPYOHO,
O[HaKO, UCMonb3yd cneunanbHble nporpaMmmbl U obopydoBaHWE, BCE Xe
BO3MOXHO. TakoW npoLecc, KOTOPbIN MOXET MNPMBECTU K YyTeYyke BaXKHOW
NHOpMaLUUN, NPUHATO HasbiBaTb "cbopkon mycopa". [Ona 3awuTol
NCNONb3YKTCH cneuuanbHble MexaHu3Mmbl. [lpumepamn Taknmx MexaHU3mMoB
SIBMAKTCA CTMpatowmm obpasel, 1 MeTKa NOSTHOTLI;



" A
ATaku Ha 6e3onacHocTb OC

B [108MOPHOe ucnosib3oeaHue o06bekmos. [1oBTOpHOE WCMNOMb30BaHUE
obObeKkToB (object reutilization) — cOCTOUT B BOCCTAHOBSIEHUM U NMOBTOPHOM
MCNonb30BaHNN yaareHHbIX 0OBLEKTOB cuctembl. [Npumepom peanusaumnu
nogobHOro 3noynoTpebneHnss cnyxuTt yoaneHne gannos onepaumoHHOM
cuctemon. Korga OC BbligaeT coobLleHne, YTo HEKOTOPLIW hann yaarneH, To
9TO He O3HayaeT, 4YTo MH(opMauuda, codepxalasaca B OaHHOM dhaune,
YHUYTOXEHa B NPsIMOM CMbIcne cnosa. [JaHHoe coobuleHne o3Ha4vaerT, vTo
cuctema nomeTuna Onoku namsTh, paHee COCTaBMsBLUME COOEPXUMOE
danna, cneuyuanbHbiM naxkKkoMm, roBOpsilliUM O TOM, YTO AaHHbIA ONOK He
BXOAWUT B COCTaB Kakoro-nnmbo damna nm MoxeT O6blTb MCNoNb30oBaH AN
pasMmelleHna B HeMm gpyron nHgpopmauum. Ho nHgpopmauma, kotopas obina
B AaHHOM Oroke, HMKyaa He ucdesaeT 40 MOMEHTa 3arnucu Ha 3TO MEeCTOo
apyron nHgopmaunun. Takum obpasom, ecrnm NpoyecTb cogepxaHne bnoka,
MOXHO NOny4nTb OOCTYN K "yaaneHHon" nHdpopmaunu;



" A
ATaku Ha 6e3onacHocTb OC

m siroku. JIiokn, wnn trap door, — He OnucaHHble B OOKYMeHTauuu
BO3MOXHOCTM  paboTbl C  nporpaMmMHbiM  npogayktomM.  CyLHOCTb
NCMOSIb30BaHNA  JIIOKOB COCTOMT B TOM, 4YTO Npu  peanusaumu
nonb3oBaTesieM He OMUCaHHbIX B OOKYMeHTauuu OEWUCTBUM OH nosy4vaer
OOCTYN K pecypcaM WU OaHHbIM, KOTOpble B OObIYHLIX YCMOBUSIX ONA HEro

3aKpbiTbl (B 4aCTHOCTW, BXO4 B  MPUBUNETNPOBAHHbLIA  PEXUM
obcnyXxusaHug).

JTlokn vawe Bcero SABNAKTCA pesynbratom 3abblBUMBOCTU paspaboTymkoB. B npouecce
pa3paboTkM nporpamMmbl CO30AlOTCS BPEMEHHbIE MEXaHu3Mbl, obneryawwmne BegeHune
OTNagKM 3a CYET NPsIMOro AocTtyna K npoAaykty (Hanpumep, sBupyc Moppuca B8 OC UNUX).

Jlokm moryT obpasoBaTbCs Takke B pesynbrate 4acTo MPakTUKYEeMOM TEeXHOMormm
pa3paboTkM nNporpaMMHbIX NPOAYKTOB CBEPXY BHM3. [1pn 3TOM nporpaMmmMuUCT NpUCTYyNaeT K
HanucaHui  ynpaeBnsawoLWeENn MporpaMmmbl, 3aMeHaAd npegnonaraemble B Oyayuwem
nognporpamMmbl Tak HasblBaeMbIMU 3arnyLllkamy — rpynnamu Komadg, UMUTUPYIOLWUMU UK
obo3HavaLWnMn MecTo npucoegnHeHus éyayuwmnx nognporpamm. B npouecce paboTbl 3Tu
3arnyLlKn 3aMeHSITCA pearbHbIMU nognporpammamMn. Ha MOMeEHT 3ameHbl nocregHen
3arnyLKkn peanbHOW nognporpaMmmMmon nporpamMma CHMTaeTcs 3akoHYeHHoOW. Ho Ha npakTuke
nogobHasa 3aMeHa BbIMOMHAETCS He BCeraa;



" A
ATaku Ha 6e3onacHocTb OC

B omka3bl 8 obcnyxueaHuu. HeCaHKUMOHNPOBAHHOE WCMNOSb30BaHNE
KOMMNbLIOTEPHON CUCTEMbI B CBOMX ULendax (Hanpumep, onsa becnnatHoro
pelleHns cBoux 3agad), Nnbo OrnokupoBaHWe CUCTEMbI OnS OTKasa B
obcnyxmBaHMn  Opyrum  nonb3oBatensam. [Onsa  peanusaumm  Takoro
3MnoynoTpebrieHnss  MCnonb3yrTCcs NporpamMmbl, CrnocobHble 3axBaTUTb
MOHOIMOMNbLHO ONpeAeneHHbI Pecypc cUCTeMbl (NpU4yemM HeobAsaTenbHO
LeHTparnbHbIN npoueccop). B nocnegHee BpemMs bonbLioe
pacnpocTpaHeHMne MNoMyyYunu atakm knacca "oTkas B obcnyxmpaHun", Tak
HasblBaeMble pacripedesieHHble amaku, npusogswne Kk Tomy, yto Web-
cepBepbl KpeauTHO-OUHAHCOBLIX yupexgeHum OKasblBaloTCH
Neperpy>eHHbIM1  JIOXKHBbIMW ~ 3anpocamMm W He MoryT obcnyXueaTtb
KnmeHToB. B nocnegHee BpeMsa 9T atakm npuobpenn OonbLlyto
NONyNsAPHOCTb. 3IIOYMbLILUNEHHUK MOXET pearnim3oBaTb MOCbIIKY 60MbLIOoro
obbemMa [aHHbIX cpa3y M3 BCeX Y3rnoB, KOTOpble 3a4elCcTBOBaHbl B
pacnpegeneHHon atake. B atom cnyyae atakyembln y3en 3axsiebHetcd
OrPOMHbBIM  TpadMKOM W HE CMOXeT obpabaTbiBaTb 3anpocbl OT
HOpMarsibHbIX NOfb30oBaTeNewu;



" A
ATaku Ha 6e3onacHocTb OC

m paboma mexdy cmpok. Pabota wmexagy cTpok (between lines) -
NOOKMNIYEHNE K NUHUAM CBSA3M U BHEOPEHME B KOMIMbIOTEPHYIO CUCTEMY C
NCMNONb30BaHNEM MPOMEXYTKOB B [AEWUCTBUSAX 3aKOHHOro Mofb3oBaTens.
[Mp uvHTepakTMBHOM paboTe nonb3oBaTenda obpa3syTca cBoeobpasHble
OKHa (Hanpumep, OTKIUK CUCTEMbl OnepexaeTr OeNCTBUA Mnosib3oBartens,
KOTOpOMY HeobxogMmo BpemMsa Ans  obaymbiBaHUA  NOCNeaytoLwmnx
OENCTBUN). OTU OKHa BMOSIHE MOryT OblTb MCMNOMb30BaHbl HapyLUUTEnem
ans paboTbl C CMCTEMOWN MO, MacKon Nnonb3oBaTens;

m aHanuiz  mpaguka. AHanms  Tpadmka (trafic ~ analysis) —
cneunanu3npoBaHHaa rMporpaMmMma aHanusnpyet npoxoaswnm no CceTu
TpaduK N OEeKoONPYET ero, B pesynbraTte Yero MOXHO Nony4ynTtb 6onbLion
obbeM MHoOpMaLMK: TOMOSOINMI0 CETU, O Nofb3oBaTensix, paborawLlmx B
HaACTOSILLMA MOMEHT B CETU, Naposin nonb3oBaTtenen n 1.4.;



" A
ATaku Ha 6e3onacHocTb OC

"nodknadbieaHue ceuHbu": "lNogknagbiBaHMe CBUHLW" (piggback) —
HapyLWTENb NOAKNIYAETCS K JIMHUSAM CBA3N U UMUTUPYET paboTy cuctembl
C LEenbio OCYLLECTBNEHUS HE3AKOHHbIX MaHUNynaumMi. Hanpumep, oH MoXeT
MMUTMPOBATL CEAHC CBA3N W MOMyYUTb AaHHble NMOA4 BWOOM NeranbHOro
nonb3oBatens. [lonb3oBaTtenb, He nogo3peBas 006 aToM, nepenaet
WHopMaumo U1 (Mnu) nonyyvyaetr ee. Takum obpasom  MOXeT
OCYLLECTBNATLCA HE TOSbKO LUMNMOHAX, HO U Ae3nHdopMmaums, YTO Takke
oTpuuaTenbHO CkasblBaeTcs Ha paboTe cucTteMbl U OObeKTa ynpasneHnsa B
Llernom.



" A
ATaku Ha 6e3onacHocTb OC

B nocnegoHee Bpemsa  y4yacTUnMCb  cCliydaum  BO3OEUCTBUA  Ha
BblMMCINUTESIbHYIO CUCTEMY [MPU MOMOLLUM creumnarnbHO CO34aHHbIX
nporpamm. [na o0603Ha4yeHMss Bcex nporpaMMm Takoro poga Obin
npeanoXxeH TepMuH "BpeaAOHOCHbIe nporpamMmbl» (malicious software).
31K nporpaMmMbl MPAMO UIU KOCBEHHO Ae30praHnsytoT npouecc obpaboTku
MHOpPMaALMM UMM CMOCOOCTBYIOT  yTEYKE  UNU  UCKaXEHUIO
nHdpopmaumm. PaccmMoTpum camMble  pacrpoCTpPaHEHHbIE  BuAbl
NoOoOHbIX NporpamMmm.

mBupyc (viruses) — 310 nporpamma, koTtopasi cnocobHa 3apaxaTtb apyrue
nporpamMmmbl, MOONMUUMPYS WUX Tak, 4YTOObl OHW BKMOYann B cebs Konuko
Bupyca. Korga takon UCNofHAeMbI KO, 3arpyXaeTcsa B ornepaTtuBHYIO NaMsaTb
AnAa BbIMNOJNIHEHUNA, BMEeCTe C HUM nonydaetr BO3MOXHOCTb WCMOJIHUTbL CBOMU
BpeanTerbCKmne D,GI7ICTBVIFI BUPYyC. BVIpbeI MOTYT NpMBECTU K NOBPEXKOEHNIO UITA
Oaxke NornHown ytpaTte nHgpopmauuu.

m"Yepesku" (worms) — 9TO nporpammbl, KOTOPbLIE pPaChpPOCTPaHATCA B
cuctemMax M CeTsax No JIMHUAM CBA3W. Takne nporpamMmbl NogobHbI BUpycam B
TOM, YTO 3apaxaloT Apyrve nporpaMmmbl, a OTIIMYAKOTCA OT HUX TEM, YTO He
CNOCOOHbLI CaMOBOCMPOM3BOANTLCA.



" A
ATaku Ha 6e3onacHocTb OC

"TposiHckul KoHb" (Trojan horses) — 310 nporpamMmma, Kotopasa NpuBoAUT K
HeoXnaaHHbIM (0ObIMHO HexenaTesnibHbiM) pesynbrataMm. OCcobeHHOCTbIO
9TUX nporpamMm 4BMSIETCA TO, YTO NOfb3oBaTenb obpallaeTca K 3Tou
nporpamme, cymtaa ee nonesHon. [lporpamma-"TPOSAHCKMA KOHb Bceraa
MacKMpyeTCcsl Mo KaKylo-HUOyab MOMesHy YyTUNuUTY unn  urpy, a
npon3BoaMT [OEUCTBUSA, paspyllarouwme cuctemy. "TpOAHCKME  KOHK"
CNOCOOHLI pacKpbliTb, UBMEHUTb UMW YHUYTOXUTb AaHHble Unu dannbl. Ux
BCTpamBalT B MNporpaMmMbl LUIMPOKOro MOfb30BaHWA, Harnpuvep B
nporpamMmmbl  ODCRyXXMBaAHUS CETU, ONEKTPOHHOM nouyTbl. Peanunsauus
OOMOSNMHUTENBbHBLIX  OYHKUWW  BbINOMHAETCS CKPbITbIM  OT  NOfb30BaTens
MOAYJ1IEM, KOTOPbIN MOXET BCTpamBaTbCs B CUCTEMHOE W MNpUKNagHoe
nporpammMmHoe obecnedeHue. lNpu peanusaunm nopaxkKeHHOW nporpaMmmel
"TPOAHCKMM KOHBL" norfy4yaeT OOCTYyN K pecypcamM BMeCTe C Monb3oBaTernem.
KoMnbloTEPHbIE  CUCTEMbLI, WUCMOSMb3YOWMA  OECKPUNTOPHbLIE  MeToAabl
ynpaBneHns [ocTtynoMm (B TOM 4uUCne TakMe, Kak MOFIHOMOYMSA, CrUCKU
ynpaBneHns OOCTYNoM W Ap.), CTAaHOBATCA NpakTuyecku Oes3alinTHbIMU

NPOTUB NMporpamMm Tmna "TPOSAHCKUN KOHb".
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m J)XaOHble npo2paMMbl —  3TO  NpoOrpaMmmbl,  NpeaHaMepeHHO
3axBaTbiBalOLlMEe 3HAYMTENbHYKD 4YacTb PECYPCOB KOMMbKOTEpPA, B
pesynsrate 4ero Apyrme nporpammbl He MOTyT BbIMOMHATBCA UMK
BbIMOMHAOTCA KpahHe MeanieHHo. 3anyck >XaaHoW nporpaMmbl MOXET
NPUBECTU K Kpaxy onepaLnoHHON CUCTEMBI.

m  "Bakmepusi” (bacteria) — nporpamma, KoTopas genaeT Konum camoun ceba u
CTaHOBMTCS NapasvToM, Nneperpyxast naMaTb U NpoLeccop.

m Pennukamopbl — MOryT co3gaBaTb OfHy wunvM Oonee CBOMX KOMUA B
KOMMNbIOTEPHOM cucteme. IOTO NPUBOAUT K ObICTPOMY NEPENONHEHUIO
NamMATU KOMMblOTEPA, HO [aHHble AeNCTBUS MOryT ObiTb OOHapyKeHbl
ONbITHLIM MONb30BaATENEM M [OCTATOMHO NErko YCTPaHeHbl. YCTpaHeHue
nporpamMmMbl pPennmuKaTopa YCNoXHAETCA B TeX Clydasix, Koraa pennukauums
BbIMOMHSAETCA C MoAuUKaLMEN WUCXOOHOro TekcTa MporpamMmmbl, YTO
3aTpyaHsIeT pacrno3HaBaHMe ee HOBbIX KOonui. PennukaTopHble nporpamMmmbi
CTaHOBSATCA OCOOEHHO onacHbIMU, Koraa K (yHKUMM pasMHOXeHust byayT
nobaBneHbl Apyrue paspylualmlme Bo3nencTBus.
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"3axeam4uk naposieu” (password grabber) — nporpamMmmbl, crneunanbHO
npegHasHadeHHble AOna  NofydeHns uaeHTUAUKaAToOpoB U naponeu
nonb3oBartenien. [lporpaMmmbl  OTKPbLITUA  Maponen nocnegoBaTesibHO
reHepupyroT BCE BO3MOXHbLIE BapuaHTbl Naposns U BblAalT UX CUCTEME A0
Tex nop, noka He Oyaetr onpegerneH Heobxogumbln naponb. [laponu
SIBMAIOTCA OCHOBHbIM CpPedcTBOM UMAeHTUdMKauuM nornb3oBaTtenen B
MHOrOMONbL30BaTENbCKUX KOMMbLIOTEPHbBIX CUCTEMAX, N OTKPbITUE Napons u
BXOOHOIO WMMEHW ronb3oBaTeNns MO3BOMAET OpraHM3oBaTb AOCTyn K
KOHKpPEeTHOM WHpopmaunun. [lporpammbl 3axBaTa Maposien UMUTUPYIOT
pasnuyHble cobbituss B WC, Hanpumep cuctemMHbln cbon B pabote
KOMnbloTepa (nepesarpys3ky onepauyvoOHHOW CUCTEMbI, OTKIHOYEHUE CETU U
ap.), v 3anpawmBaloT y nofib3oBaTensa naeHTuukaTop u naporsib, nocre
4yero nepenatoTt ynpasrneHne paboyen nporpamme, onepaunmoHHON cuctTemMe
nnn gpyrum nporpamMmanm.
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"Jloecudeckue 6om6bI" (logic bombs) — nporpamma, KoTopasi NpUBOAUT K
nospexgeHuto dannos mnn OC (0T UCKaXeHMA OaHHbIX 00 MOSIHOro
YHUYTOXEHUS OaHHbIX). "Jlorndeckyto 6oMby" BCTaBnsAOT, Kak npasumnio, BO
BpeMsi paspaboTkm nporpammbl, a cpabatblBaeT OHa MpPU BbINOHEHUU
HEKOTOPOro ycrnosua (Bpemsi, aara, kogooe cnoso). "llornyeckne 6ombbI",
B KOTOPbIX cpabaTbiBaHME CKPbITOrO MOAYNS ornpeaensieTcs BPEMEHEM
(Tekywien partomn), HasbiBaloT 6omMbamMm C 4acoBbiM MexaHU3MoM (time
bomb). T[logobHble nporpammbl peann3ylT CBOM MexaHuU3M Mocre
KOHKPETHOrO YmMcna WUCMOMHEHUN MPU HanMynmm unu, HaobopoT, OTCYTCTBUM
onpegeneHHoro dpanna, a Takke COOTBETCTBYKLIEN 3anucun B dauvne. B
CBA3M C TEM 4YTO NOAOOHbIE NMPOrpamMmbl UMEKT OrPaHUYEHHbIN OOCTYN K
pecypcamM CUCTEMbI, paspylnTernbHbin 3PdEKT OCTaeTcsa OOCTaTO4YHO
HM3KMM. ONacHOCTb MOXET 3HAYMTENLHO YBENUYUTLCA, €Cnn "norndeckas
bomba" Gymer BCTpoOeHa B CUCTEMHOE nporpamMmHoe obecnedeHune, 4TO
npuvBedeT K YHUYTOXEHUO dhannoB, nepedopmMaTMpoBaHMIO MaLUMHHbIX
HOCUTENEN NN K ApPYrum paspyLiatowmm nocneactensam. OCHOBHOW LENbIO
dYHKUMOHNPOBAHMA NporpamMm Tuna norndeckon 6omObl cnegyet cyutatb
HapyLeHne HopMarbHoM paboTbl KOMMNLIOTEPHON CUCTEMBI.
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m [Ipo2pamMMHbIe 3ak/ialku — CKPbITHO BHedpEHHas B 3allMLLEHHYIO
cuctemy  nporpamma, Jnmbo  HaMepeHHO  U3MEHEHHbIN  doparMeHT
nporpammel, KOTOpPbIN Nno3BonseT 3MNOYMbILLSTEHHUKY

OCYLLIECTBUTb HECaHKLMOHMPOBAHHLIN A0CTYN K pecypcam CUCTEMbI Ha
OCHOBE W3MEHEHWSI CBOWCTB CUCTEMbl 3allUuTbl. 3aknagka MOXeT OblTb
BHeApeHa caMuMm pas3paboTYMKOM MporpaMmMHOro obecnedyeHusi. YacTto
nporpaMMHble 3aknagku BbINOMHAT POflb MEepexBaTyMKoOB Maposnen,
Tpaduka, a Takke CnyaT B KadecTBe MNPOBOAHWKOB OS1si KOMMbIOTEPHbIX
BUpYycoB. [MporpamMmHble 3aknagku HEBO3MOXHO OOHaPYXXWUTb MPX MOMOLLM
CTaHAAPTHbIX AHTUBUPYCHbIX CPEACTB, WX BbISIBNEHNE BO3MOXHO TOMbKO
crneumanbHbIMU TECTOBbIMUK NporpamMmamMin. [JaHHble nporpaMmbl AOCTYMHbI

B cneymanu3npoBaHHbIX KOMMaHUsIX, KOTOpble 3aHMMaloTCcs
cepTupukaumen w CcraHgapTmMs3aumen KOMIMbITEPHOro NpPOrpamMmmHoOro
obecne4veHuns.

HeobxoaMmo OTMETUTb, 4YTO nNPWU NfaHMpoBaHUM U paspaboTke
3rnoynoTpedneHnn HapywuTensmMm MOryT cosgaBaTbCs HOBble, He
npuBedEHHbIE B [JaHHOM Knaccuukauum, a TakKkKe NPUMEHATLCS
nodble codeTaHNs ONUCaHHbIX 3NoynoTpebrieHun.



