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[TnaH
m OOwune ceeaeHUs

m AyteHTndukaumsa B UNIX
m AyTeHTUdpmkaumna B Windows



" JE
Oowume ceBeaeHus

m MOeHmucbukayusi cybbekTta OocCTyna 3akfvaeTcsl B TOM, YTO CyObekT

cooblaeT cucteme uoeHmuguKkayuoHHy0 UHgopmauuto o cebe, n Taknum
obpasom ngeHTndnumpyet cebq.

AymeHnmuccbukayusi cybbekta OoCcTyna 3akrovaeTcd B TOM, YTO CyObekT
npenocTaBnseTr cucteme NoOMMmMo MOeHTUPUKauMoHHON nHdopmaummn elle
N aymeHmuuKauUuoHHYy0 UHGOopMayuo, NOATBEPXOAKLLY0, 4YTO OH
OENCTBUTENBHO ABMSIETCS TEM CYObEKTOM O0CTyna, K KOTOPOMY OTHOCUTCS
noeHTudunkaLmMoHHasa nHdopmauus.

Aemopusayusi cybbekta gocTyna npoucxoauT  nocre  ycnewHom
naoeHtTndukaumm mn ayteHtudpukaumn. lNpu asTtopusaumm cybbekta OC
BbINOSTHAET AENCTBUSA, HeobxoanmMble ANst TOro, YTobbl CyObEKT MOIr HavaTb
paboty B cucTemMe — 3arpyxaet wuHAuBMAyarnbHble  HACTPOWMKU
nonb3oBarens, 3anyckaeT nporpamMmmy-o060M0o4Ky 1 T.0.



"
Oowume ceBeaeHus

AyTeHTudunkauma MOXET OCYLLECTBNATbLCA Kak ans donanyeckmnx
nonb3oBartenen, Tak M Ona ncesgononb3oBaTenen. OaHako, HambonbLnmn

MHTHPEC C TOYKM 3peHuns obecnedeHns uHopmMauMoHHOM 6e30MacHOCTU
npeacTaBnseT ayTeHTUPUKauns purusnyecknx nonb3oBaTerneun.

B cucteme ¢ agekBaTtHOM NonmMTuUkon 6e3onacHocT m3nyecknii Nnonb3oBaTtesib
NPOCTO HE MOXET BOMNTU B CUCTEMY OT MMEHU rncesgononb3osaTend. [1oaTomy B
OanbHenwem Mbl byoem paccmatpuBaTb ayTEHTUAUKALUIO TONMbKO OObIYHbIX
nonb3oBaTenen.

O6blyHO noacuctema ayTeHTUdpukaumm OC cTpouTcss NO OOHOWM M3 Tpex
cneayroLwwmx CXem:

mraporibHaga ayTeHTudunkaums;
mayTeHTUPUKaLMA C UCMOSb30BaHMEM BHELLHNX HOCUTENEN NHopMaLunu;
mOnomeTpuyeckasa ayTeHTUpUKaums.



" A
OOLwue cBepgeHus

NMaponbHaa ayTeHTUUKaUuma

mlivMa nonb3oBaTens — Kak NpaBwuIio, HasHa4aeTcss eMy aaMUHUCTPaTOpPOM
CUCTEMBI.

lI'Iaponb — TEKCTOBAaA CTPOKa, N3BECTHAA TOJIbKO MOJIb30BATESIIO.

mAOMUHUCTPATOP He [OOMMKEeH 3HaTb Mnaporb Mnonb3oBaTens. OTO MOXET
NPUBECTU K KOMMPOMETAaLMM NOoNb30BaTenNsl, YTO HeAONyCTMMO B 3allMLLEHHOWN
cucTeme.

ml/13 3TOro crieayert, YTO Naporib He OOMKEH XPaHUTLCA B CUCTEME B OTKPbITOM
BUae.



" A
OOLwue cBepgeHus

NMaponbHaa ayTeHTUPUKaUma

Ob6bIvHO ana wWwudpoBaHUS Maporien B CNUCKe Monb3oBaTenen MNpUMEHSIOT
OOHY M3 U3BECTHbIX Kpurnmozpaguyecku cmouKkux Xxew-yHKuuUu — PyHKUUN,
obnapgatowmx cnegyrowmmm TpemMsi CBOMCTBaAMM:

BCIOXHOCTb Bbl4MCIieHNA yHKUnK h(X) NMHENHO 3aBUCUT OT pa3MepPHOCTU BXOAa;

BCINOXHOCTb BbIYMCMEHUss obpaTHon dyHkuun h'(Y) akcnoHeHUManbHO 3aBUCUT OT
pa3MepHOCTU BXOAA;

EBCE 3Ha4YeHUd (byHKLI,I/II/I paBHOMEPHO pacnpenerneHbl, HET aHOMallbHbIX 3Ha4YeHUn,
BCTpe4alLnXcAa MHOIo pexe uin MHOro 4aile, 4em apyrume.

[Mpy npumeHeHun ONA WKWEPPOBAHMA MaApPOSiEN KpunTorpaduyeckn CTOUKOU
Xew-gyHKUNEN B CMNCKE Nonb3oBaTenen XxpaHnTca He cam naposb X, a obpa3s
naporss h(X).

OpgHoHanpaeBreHHOCTb XeL-PyHKUMN He MO3BOSIIET BOCCTAHOBUTL Maposb Mo
obpasy napons, HO MO3BOSISET, BbIYMCINB Xew-QPYyHKUUO, nonyvnte obpas
BBEOEHHOro rnosib3oBaTesieM naposnid U, CpaBHMB €ro C 3TanoOHHbIM 0Opa3oMm
naposid, NPoOBepPUTb NPaBUITbHOCTbL BBEAEHUA Mapons.



" A
OOLwue cBepgeHus

NMaponbHaa ayTeHTUPUKaUnA

HecmoTpa Ha Kpuntorpaduyeckyro CTOMKOCTb oObpasoB naponen, obpasbl
naponen He OOMMKHbl BbITb 00LWenocTynHbl. XpaHeHMe obpasoB naporen B
danne mnn 6ase AaHHbIX, K KOTOPOM MMEKT OOCTYN TOMbKO CUCTEMHbIE
npouecchl, co3gaeT AOMONHUTENbHbIM peayT 3aWuTbl, KOTOPbIM He crneayet
npeHebperaTb.

B npouenype reHepauun obpasa napons obssartenbHO OOMMKEH ydacTBOBaTb
MapkaHm (Kpurimoepagbudyeckasi corflib) — faHHble, reHepupyemMble CriydanHbIM
obpasom, He SABNSALWMECS CEKPETOM U XpaHALLMECS B OTKPLITOM BUAE BMECTE
c obpasom napons. Hpyrumu crioBamu, Bmecto h(X) B cucteme OOSMKHA
xpaHutbcsa napa (M, h(X, M)). 31o Heobxogmmo Ans Toro, YToObl OANHAKOBLIM
napofiaM pasHbIX Morb3oBaTenen COOTBETCTBOBANM pa3sHble obpasbl U, KpoMe
TOro, 9TO 3aTPYAHSET aTaKy Ha Naposib No CroBapto.



" A
OOLwue cBepgeHus

NMaponbHaa ayTeHTUPUKaUnA

Mpumep.
[OnnHa cnyyanHou cTpoku (conu) - 8 cumeonoB (DykBbl NTaTMHCKOro andasuTa
(52) n undppsl (10)).

Bo ckonbko pa3s yBenuuuTcs pasmep crioBapsi Ans XpaHeHUs Xell-3HavyeHuUn U
ncxogHbix cnos? B 628 = 218340105584896 pas.

[onyctnum, ncxogHoln cnosapb 3aHuman 1 'b guckoBoro npoctpaHcTea. [pu
MCMNOSIb30BaHNN COMKN NOHAA0bUTCSA pa3Mmep AMCKOBOro NpOCTpaHCTBa

218340105584896 * 1024 *1024 * 1024 = 2.344 * 1023 GauT.

Ecnn mbl pacnonaraem TexHonornen cosgaHna auckos pasmepom B 1 16 (1015
6anT), Ham NoHagobuUTCA TakMxX AUCKOB B KONnyecTse bonee 4em 2 MUnNmMoHal



" A
OOLwue cBepgeHus

NMaponbHaa ayTeHTUPUKaUnA

Ecnu nonb3oBaTenb, BXOASLLWUA B CUCTEMY, HEMPaBUIbHO BBENT CBOE MMS U
naponb, cUcTeMa JoMKHa BblaaTb eMy cooblleHne o6 ownbke, He ykasbiBas,
Kakas WMeHHO MWHdopMaUus HekoppekTHa. B npotmBHOM cnydae noabop
napons CyLecTBEHHO YNpoLLaeTcs.

[Ona cuctembl MaponbHOW ayTeHTudukaumm CcyulectByeT [OBe OCHOBHbIe
Yrposbi:

mKOMMpoMeTauus napons,
mnoabop naponsi.



" A
OOLwue cBepgeHus

NMaponbHaa ayTeHTUPUKaUma

Ona obecneyeHna HagexkHoOW 3aWmTbl OT KOMNpPOMETauum naponeu
nogcucTemMa OoSmKHa yOOBMETBOPATL crieaylowmm TpedboBaHNAM:

mMaposb, BBOAUMbIN NONb3oBaTeneM, He OTobpaXkaeTcsl Ha 9KpaHe KOMMbITepa;
mBBO/] Napons U3 KOMaHAHOW CTPOKM HEAOMYCTUM.

Kpome Toro, nonb3oBaTtenu A0MKHbl ObITb MPOMHCTPYKTUPOBAHbI O:

mHeobXxoaMMocCTu XpaHeHNA MNaposid B TanHe OT Apyrux nonb3oBaTtenen, BKIoYasd
AMNHNCTPAaTopa CUCTEMBbI,

mHeobX0AUMOCTN HeMeAIEHHOW CMeHbI Naporisi NOcre ero KOMNPoOMeTaLuu;
mHe0oOX0AUMOCTU PErynsipHON CMeHbI Napons;
mHEeO0MNyCTMMOCTM 3anucK naponsi Ha dymary unv B doann.



" A
OOLwue cBepgeHus

NMaponbHaa ayTeHTUPUKaUnA

UTo Kacaetca nogbopa naposien, npexae Yem nepenTtu K onncaHuio CpeacTts
3alnTbl OT 3TOM Yrpo3bl, CHadana paccMoTpum Ooree nogpobHO MeToadbl
nogbopa naponen.

Uawe Bcero nNpuMMeEHsieTcss  Tak  HasblBaemMbll  odpdonanH-nogbop,
OCYLLECTBIIAEMbIN BHE aTtakyemMou cuctembl. B aTOM cnydae HapyluuTenb

OOSKEeH npeaBapuUTEnbHO MOMYYUTb M3 aTtakyeMom CUCTEMbI Xell-0bpasbl
noabupaemMblix naponen.

[Mpn odpdnanH-nogbope naponen NPUMEHAIOTCS cregyrowmne MeToabl:

mTOTanbHbI Nnepedop (brute force — metopg rpydomn cusbl);
mrnoa06op napond no crosapto;

mrnoa06op napons ¢ UCNosib3oBaHWEe 3HaHWU O NOSIb30BaTENE;
mnogodop obpasa napons.



" A
OOLwue cBepgeHus

NMaponbHaa ayTeHTUPUKaUnA

Cnncok HEKOTOPbIX BPYTEpPOB:

mJohn the Ripper (http://www.openwall.com/john/),
mMDCrack (http://c3rb3r.openwall.net/mdcrack/),
mMD5Inside (http://www.insidepro.com/),
mPasswordsPro (http://www.insidepro.com/),
mUDC (http://the-udc.com/).



http://www.openwall.com/john/),
http://c3rb3r.openwall.net/mdcrack/
http://www.insidepro.com/
http://the-udc.com/

" A
OOLwue cBepgeHus

NMaponbHaa ayTeHTUPUKaUnA

CyllecTByeT Uenbln psg MEeTodoB, MO3BOSISAOWMX HECKOSIbKO YMEHbLUUTb
yrpo3y KomnpomeTtauum n nogbopa naponen nornb3oBaTtenen. BoT HEKoTopble
N3 HUX:

mOrpaHn4YeHne cpoka AencTema napons,

mOrpaHnYeHns Ha naporsb (anmMHa, Habop CMMBOSOB U T.4.),
mOnokMpoBka TepMuHana,

mOfOKMpPOBKa Y4ETHOM 3anncu Nosib3oBaTtens,

mOrpaHNYEHNs Ha PEXMM BXOAa B CUCTEMY MONb3oBaTenen, Nonb3YLWMXCS MIoXMMin
naponsmu,

mreHepauus naponen cCUCcTeMon,
EHEKOTOpPbIE N3 NEePEYNCNEHHbIX METOA0B MOTrYT MPUMEHATLCSA B COBOKYMNMHOCTH.



" A
OOLwue cBepgeHus

NMaponbHaa ayTeHTUPUKaUunaA
OLI,eHI/IM KakoW OOJTKHa ObITb oNTMManbHas ANMnHa naporn4.

[ns Hadana npeanosioxXnm, 41O UCIMONb3YyETCA Maposib B 10 CMMBONOB U MHOXECTBO
A0MNyCTUMbIX CUMBOJIOB BKJTHOHaeT 6yKBbI JITATUHCKOIO aﬂd)aBI/ITa, LI,I/I(*)pr n 10
crneunarnibHbIX CAMBOJIOB.

[anee 6yoem cuntaTb, YTO HA OOHOM KOMMbLIOTEPE Mbl MOXEM noacynTatb 3a 1 cekyHay
10° xelwu-3HaveHuin. Torga npu ToTanbHOM nepebope Mbl MOXeM onpedenuTb naponb 3a
Bpems 7270/ 109 B cekyHaax. B nepecyeTe Ha OHW Mbl NMONMYYUM CNEOYIOLLYIO OLIEHKY:

7210/ 10°/ 3600 / 24 = 43332.25 fHe.

Ecnn  3noymblwneHHnK ©OygeTr ucnosnb3oBaTb OOTHET K3, Hanpumep, 100000
KOMMbIOTEPOB, TO HA B31IOM Naponsd ynaeT MeHbLUe O4HOro HS.

YBenuumm gnuHy napond Ha 2 cumBsona. Torga Bpems B3noma napons Bo3pacTteT OO0
224634374.55 pHen ansa ogHoro Komnbtotepa, a ana cetm u3 100000 komnbrOTEPOB
noHagobutca npumepHo 2246 aHsa. [axe ecnu npegnonoXuTb, YTO C BEPOATHOCTbIO
50% naponb 6ypeTr HanmgeH 3a nonosBuHy BpemMeHwn (1123 AOHA), BpS4 Nn 9TO YCTPOUT
3r10yMbILUITEHHUKA.

MoOXHO Takke 3amMeTUTb, 4YTO B MNOCRegHMe rodbl MOMy4YunM  pacnpocTpaHeHue
MCKYCCTBEHHO YCINOXHEHHble XelU-PyHKUMW, [Onsi KOTOPbIX BbIYUCIIEHME  KaXAOoro
3Ha4YeHUs 3aHMMaeT Ha COBPEMEHHbIX MpoLeccopax HEeCKONbKO MUIIIMCEKYHA UMK Oaxe
CeKyHa.



" A
OOLwue cBepgeHus

AyTeHTUdMKaumMa C UCNONb30OBaHMEM BHELWIHUX HoOcUTeneun
nHdopmauumn

[Mpn Takom cnocobe ayTeHTUdmKaumm ayTeHTudunkaunoHHaa nHopmauma XpaHnTcs Ha
BHELWHeM HocuTene MHgopmaumn (nnactukosas kapTta, touch memory, 3neKkTpOHHbIN
KNy 1 T.4.)

I'Ip|/| BXOoAde B CUCTEMY MNOJib3oBaTellb MOAKITHYaeT K KOMIMbKOTEPY 3TOT HOCUTESb, U
cncremMma CiNTbIBA€T C HEero VI,EI,eHTI/IC*)I/IKaLI,I/IOHHyI-O 7 ayTeHTI/ICbI/IKaLI,I/IOHHyI-O
Mchopmau,mo nonb3oBatenda. [lanee ayTeHTI/IC*)I/IKaLI,I/IFI OCYyLlEeCTBIIAETCA, Kak ObIno
OfNMncaHo BblLLE.

AyTeHTI/Id)I/IKaLI,I/IOHHbIIZ KoYy ropasao alimHHee, 4eM naporsib, NnosTomy FIO,EI,O6paTb Takomn
KITHOY NMpakTn4eCkn HEBO3MOXKHO.

OpaHako yrposa KomnpomMeTauum ayTeHTUPUKALMOHHbLIX AaHHbIX NO-NPEeXHEMY OCTaeTcs
aKTyasibHOM.

OnucbiBaeMblli  MexXaHuU3M ayTeHTUdUuKauMM, Kak npaBuno, WCMNONb3yeTca B
COBOKYMHOCTM C npeablaywum. MNpu aTom nonb3oBaTenb, BXOAS B CUCTEMY, JOIMKEH He
TONbKO MNPEeabSBUTbL KOMMbIOTEPY HOCUTENb, HO U BBECTU COOTBETCTBYIOLLUUA 3TOMY
HOCUTENO Naponb (Hanpumep, YACIOBOW NUH-KOA).



" A
OOLwue cBepgeHus

AyTeHTUdMKaumMa C UCNONb30OBaHMEM BHELWIHUX HoOcUTeneun
nHdopmauumn

OcHoBHOW prO3OI7I npn MCNosfib3oBaHMM OMMCbIBAeMOro mMexaHun3ma ayTeHTVICbI/IKaLI,I/II/I
ABIAETCA Yyrpo3a KpaXm HOCUTENA ayTeHTI/I(bI/IKaLI,I/IOHHbIX AdaHHbIX C nocrneayrowmm ero
KOrnnpoBaHmnem “ I'IO,EI,60pOM napon4d Ha AOCTYIM K KITHo4Y.

Ecnu ayTeHTUdUKaLMOHHbIE AaHHbIe BbIOMpalOTCa cnyYyanHo 1 dopMaT X XpaHeHust Ha
HOCUTENE He COOEpPXWUT MPOBEPOYHLIX MOMEN (KOHTPONbHbLIX CYyMM M T.N.), oddnans-
noabop napons Ha AOCTYN K HOCUTENH ayTeHTUMUKALMOHHbLIX AaHHbIX HEBO3MOXEH —
HapylUUTENb MPOCTO HE CMOXET ChOopMynmMpoBaTb KPUTEPUIA, NO3BOMSOWMIA OTNIMYUTL
NpaBuUMbHO pacluMpPOBaHHblE ayTeHTUMUKALMOHHbIE [daHHble OT HenpaBUIbHO
paclngpoBaHHbIX, U, crieaoBaTenbHO, NPaBUNbHbIN NAPOnb OT HENPAaBUITLHOTO.

Bo MHormx pearim3aumndax TakKoro mMexaHu3ma ayTeHTI/I(bI/IKaLI,VII/I NMPUMEHAIOTCAH
cneanywwimne gonosiHnuTeribHble Mepbl 3allUThbl.

E3allNTa Kno4eBoro HOCUTENIA OT KOMNMMPOBaHUA,

mONOKMPOBKA WNN  YHUYTOXEHWE WHGOPMaUMM NOocre OMNpeaeneHHOro KonmMyecTBa HeyaauHbIX
NONbITOK BBOAA NMH-KoAa (Mapons) Ha JOCTYN K KIouy.

OagHako aTu Mepbl 3aWuThbl HE Bcerga npumeHnmbl (Hanpumep, ans touch memory nnm
06bl4HbIX Memory Card). Ansa Smart Card Takon npobnemMbl HE CyLECTBYET.



" A
OOLwue cBepgeHus

AyTeHTUdMKaumMa C UCNONb30OBaHMEM BHELWIHUX HoOcUTeneun
nHdopmauumn

B uenom wncnonb3oBaHue Ond ayTeHTUduKauum nornb3oBaTerie He TOmnbKo
napornen, HO N elWe N BHELWHNX HocuTenem nHgpopmaumm no3BonsieT 3aMeETHO
noBbICUTb 3awneHHocTb OC.

Ho, ¢ apyror CTOPOHbI, NMpyM 3TOM Yy agMWHUCTPATOPOB W MONb30BaTenemn
BO3HMKAET LienbI psag npodnem:

mrpobnemMa reHepaunn Knoyen;
mrpobrnema pacchbIfiku Krnoyew;
mrpobrnema cMeHbl Knoven;
mrpobrnema noTepsHHbIX KIoYen.



"
OOwume cBegeHus
BbunomMmeTpuyeckasa ayteHTUdmKauma

Kaxaobin yenosek obrnagaer cBOMM HENOBTOPUMBLIM HaboOpoM OUOMETPUYEKUX
XapaKTeEPUCTUK, K KOTOPbIM OTHOCSTCS:

mOTNEeYaTKM NarnbLeB.;
mreomeTpudeckasa opma pyku;

my30p pagykHon 06onoyku rnasa;

EPUCYHOK CETYaTKU rnasa;

mreomeTpuyeckas doopma 1 paamepbl nNuua;
mTemMObp ronoca;

mreoMeTpudeckas copma m pasmepsbl yxa u ap.

[Mlpn Takonm cxeme ayTeHTUdMKauuM Yyrposbl KOMMApomeTauum un nogbopa
ayTeHTUPMKALUMOHHBIX OaHHbIX NepectalT ObiTb akTyanbHbiMM — nogdenartb
BromMeTpryecKne xapakTePUCTUKM YEenoBeKa, Kak NpaBuio, HAacTOSbKO CIOXHO
N OOPOro, YTo 3aTpaTthbl 3I0YMbILLUIIEHHUKA Ha NPOHUKHOBEHME B 3aLUULLIEHHYIO
CUCTEMY MPEBLICAT BbIrOAbl OT TaKOro MPOHMKHOBEHUS. Takum o0bpasom,
OaHHbIN MexaHU3M ayTeHTUdUKauMM co3gaeT MpakTUYeCcKn HenpeonosiuMyro
3almTy Ha aTare ayTeHTUdUKaunu.



"
OOwume cBegeHus
BbunomMmeTpuyeckasa ayteHTudmKauma
OCHOBHble  OOCTOMHCTBA  ayTeHTUdMKauuu  nonb3oBatenien no  ux
BMoOMeTPUYECKNM XapaKTEPUCTUKAM:
mTPYAHOCTb (hanbcndmkaumm aTuxX nNpPU3HaKkos;

EBbICOKaA OCTOBEPHOCTb ayTeHTI/I(bVIKaLI,VII/I N3-3a YHUKAlIbHOCTU TaKUX NPU3HAKOB,
EHEeOTAEeJIMMOCTb 6VIOMeTpVILIeCKI/IX NPU3HAKOB OT JINYHOCTU MNOJ1b30BAaTErA.

[na cpaBHeHUsA ayTeHTUdUKauMn nonb3oBaTerie Ha OCHOBE TeEX WIIN UHbIX
ONOMETPUYECKNX XapaKTEPUCTUK NPUMEHSAIOTCS OLIEHKM BEPOATHOCTEN OLLUNDOK

NepBoOro n BTOPOro poaa.

BeposaTHOCTb owmnbKkM nepBoro poga (oTkas gOCTyna B CUCTEMY feranbHOro
nonb3oBatens) coctasnser 10-5— 10-3.

BeposaTHOCTe oOwKMOKM BTOpOro poga (gonycka K pabote B cucteme
He3aperncTpupoBaHHOro  nosfb3oBaTens) B COBPEMEHHbLIX  cucTeMax
6ruomeTpuyeckon ayteHTudunkaumm coctaenset 105 — 102,

OOLWKIN HeJocTaToK TakMX cUcTeM — Goriee BbICOKas CTOMMOCTb MO CPaBHEHUIO
C APYrMMN MexaHu3MaMn ayTeHTUduKauuu.,



"
OOwume cBegeHus
BbunomMmeTpuyeckasa ayteHTudmKauma

Hapsgy ¢ 9TuM, npakTuyeckas peanusauus [aHHOro  MexaHusma
ayTeHTUdUKaLMM Hen30eXHO co3naeT psa NPodnemM, K OCHOBHbIM U3 KOTOPbIX
OTHOCSATCSA crneayoLLne:

m/19 NCceBaononbL3oBaTeNnen gomKeH nogaepxXmBaTtbCA aﬂbTepHaTMBHbIVI MEXaHUN3M;,

mrpu ABYyX MocrenoBaTenbHbIX BXO4ax B CUCTEMY OOHOMO M TOTO e 4eroBeka ero
OuoMeTpuYeckme XxapakTepUCTUKM HUKorga B TOYHOCTM He coBragalT (oTcioaa
MPOUCTEKAIOT OLLIMGKN NepBOro 1 BTOPOro poaa);

mOONbLIMHCTBO 6VIOMeTpI/I‘-IeCKI/IX XapakKTepnuctuk 4ernoBeKka MnocrteneHHo MeHAKTCA CO
BpEMEHEM,

I6I/IOMeTpVILIeCKI/Ie XapaKTepncTtukumn yerioBeKka MOTyT UCMNbITbIBATb pe3Kkne
KpaTKoBpeMEeHHbIE USMEHEHUA.
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AyteHTdpukauma B UNIX

Knaccuueckumn nogxop (go 1995 r.)

NHuymanusauuma
CUCTeMbl

getty

Beoa nmMeHn nonb3oBaTena

logi HeBepHbIn
ogin : > naposb

MNpasuibHbLIN Naponb

HeBepHbI
napons.,
N nonbITOK

Bbixon 13 cuctemb
ﬂpaB'd cynepnone3oBaTtens

bash

/etc/password

root:1ZTBOKTrSKy8M:0:0:root:/root:/bin/sh useradd
daemon:x:1:1:daemon:/usr/sbin:/bin/false userdel
bin:x:2:2:bin:/bin:/bin/false usermod
<..> groupadd
john:H5ned8EV1vank:101:101::/home/john:/usr/bin/csh groupdel
bill:7geFjndagetzk:102:102::/home/bill:/bin/sh groupmod

/etc/shadow

root:13$/Xhw3kaR$vVif2djTL4aQshu8akKfk1l0/:12545:0:99999:7:::
daemon:*:12545:0:99999:7:::

bin:*:12545:0:99999:7:::

<.>
john:13$8011AVB5$6AdyTstdHpsSTsewiac801:13283:0:31:3:14:13514:
bill:13SUdKpet5.$ssoFdtbe21qd.FL1gj19/0:13286:0:31:3:14:13514:



"
AyteHTdpukauma B UNIX
Pluggable Authentication Modules (PAM)

B 1995 rogy komnaHuen SUN Obina npeanoxeHa nges otaenutb NporpamMmmel
OT MexaHum3Ma ayTeHTudukauuum. IATa cuctema nosnyduna HasaHne PAM
(Pluggable Authentication Modules), 4to no-pycckn o3Hadvaet [loarpyxaemsblie
Moaynu AyTeHTndpumkaumu.

B kadyectBe aBTOHOMHOW MHGpPaCTPYKTypbl PAM Bnepsbie nossunca B Linux-
PAM, paspabotaHHon B Red Hat Linux 3.0.4 B aBrycte 1996 roga. B
HacTodauwee Bpemsa PAM nogaoepxmnsaetcs B criegytowmx UNIX-like cncremax:

mAIlX,
mFreeBSD,
mDragonBSD,
mNetBSD,
mHP-UX,
mLinux,
mMacOS X,
mSolaris.
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Bubnuotexka PAM Hu3koyposHesie

Mpunoxerne [ | ) “unie M
ne ‘ i )
(06wme 06beKTsI) (pam_unixw . 4.)

A

[ @ann kondurypaumm /etc/pam.d I

Tenepb ecnu nporpamma (B 4YacTHOCTWU login) enaet npou3BecTu ayTeHTUdUKaumio
nonb3oBatenss oHa 6onblwe He 3aHMMaetrcs 9TuM, a obpawaetca k PAM'y c
COOTBETCTBYHOLLEN npocbbon. lMocneaHun BbINOMHSAET BCE MPOBEPKU M AOKMNadblBaeT
BbI3BaBLLUEMY €ro 0 pesysrisTatax - nyckaTb UiKn He nyckaTb nonb3oBartens B cuctemy. Bee

3ab00Tbl O BblOOpe anropuTMa U OCODEHHOCTSAX ayTeHTUdUKauuu Ternepb nexaTr Ha
PAM’e.

[MporpammMHble Moaynu, Bxogsiwne B nogcnuctemy ayteHtudpukaumm UNIX-cuctemsl,
AEeNnAaTCA Ha TPU OCHOBHbIE Ipynhbl.

BKNWEHTbI (NPUOXEHU U AeMOHbI), nonb3ytowmeca yenyramm PAM (login, sshd, passwd, rlogin,
telnetd, ftpd u T. n.);

mrporpaMmmMmHble Moaynu (pam_*.so), npegoctasnstowme yenyrn PAM. OBbl4HO 3T Mogynu
npeacTaBnsaoT cobon bubnunotekn, pasmelaemole B anpektopun /lib/security;

mdpannbl-cueHapum (pacnonaratorcs B /etc/pam.d ) ana ncnons3oBaHust PAM 13 KOHKPETHbIX
nporpamm. Ima dpamnna-cueHapma coBnagaeTt ¢ MMeHeM NporpaMmmbl, €ro MCNosib3yHLLEN.

*
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[ToMmnumo pannoB-cLueHapueB A9 HEKOTOPbIX MOoAynen MOryT UCMONb3oBaThCS

OonosniHUTeNbHble hansnbl KoHUrypauun. Bce oHM pacnosnioxeHbl B Kartarnore
letc/security n kaxgbin dann npegHasHadeH aOn9 KOHKPETHOWM  rpynnbl
HaCTpOeK:

mtime.conf,
mpam_env.conf,
mlimits.conf,
maccess.conf,
mgroup.conf,
mconsole.perms.
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C TOYKM 3peHUst KINMeHTa ayTeHTudukaumm ero B3ammogencrteve c¢ PAM
peannayetcd NnocpeacTBOM TaK HasbiBaemblx npumutuesos — PAM API
BbI30BOB, NepefarwLmx yrnpasrneHme cCooTBETCTBYOLWUM Mmoaynam PAM.

[ToonepxunBarTcs LWECTb OCHOBHbLIX NMPUMUTUBOB, CIPYNMMPOBAHHbLIX B YeTbipe
noacucTemMbl.
mpam_authenticate (nogcucrema auth) — ayteHTMdmumpoBaTb nonb3oBaTens;

mpam_setcred (nogcuctema auth) — aBTopmsoBaThb nonb3oBaTens (ycraHosutb UID,
noeHTuukaTopbl rpynn, KBOTbl PECYPCOB U T. 4.);

mpam_acct_mgmt (nogcncrtema account) — npoBepuTb, AOCTYMNHA NU y4eTHadA 3anmcb
nonb3oBartens ans asropusaumm (He yctapen nm napornb, He 3abnokMpoBaHa N y4yeTHas
3anncb N T. N.);

mpam_open_session (nogcucremMa session) — HadaTb ceaHC paboTbl Nob30BaTeNs C
ornepaunoHHOW CUCTEMOW,

mpam_close_session (nogcucrema session) — 3aBepLUNTbL ceaHC paboTbl Nofb3oBaTenNs
C onepaumoHHOW CUCTEMOW;

mpam_chauthtok (nogcuctema password) — Ha3Ha4YUTb NONbL30OBATENIO HOBbIE
ayTeHTUUKaLUMOHHbIE OaHHbIE.
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KnuneHtckmne nporpammel, obpawatowmeca kK PAM, MoryT He 3HaTb O TOM, Kakou MEeToA
Obln MCNOMb30BaH MNpU ayTEHTUMUKALMN HEKOTOPOro KOHKPETHOro nosib3oBartens. Bcs
TexHn4yeckas peannsaumns npoueaypobl ayTeHTudukaumn nonb3oBaTens
MHKancynuposaHa BHyTpu PAM wmoaynsi, KNWeHTy BblgaeTca nuwb camasa obuiad
nHpopmauma o pesynesrarax BbinonHeHna PAM moaynsa Toro nim MHoro npuMmnTumBa.

Kaxaobin mogyne PAM gorkeH cogepaTtb (PyHKUNMM-06paboTymkm NpUMUTUBOB XOTS Obl
ogHon nogcuctembl. Korga KnueHTckada nporpaMmma Bbi3blBaeT TOT UM MHOW MPUMUTUB,
PAM obpawaetca K dyHKUMaAM-06paboTymkam [JaHHOro MNpUMUTMBA OOHOrMo UM
HEeCKOJNbKMUX CBOUX MOLYIEN.

BaxHO oOTMeTuUTb, 4YTO BCA 3Hadnmmas QyHKumMoHanbHocTte PAM cocpepnoToyeHa B
moaynsix, cama cuctema PAM He BbINOMHAET HUKaKMX [OEWUCTBUMA, CBA3aHHLIX C
ayTeHTU(ukaumen, a BCero nNub BbI3bIBAET B ONpeaerieHHoM nocrienoBaTesibHOCTU
3ajaHHble QYHKUMM 3afaHHbIX Moaynen W NpUHUMAaeET peLleHMe Ha OCHOBaHUU
BO3BpalWaeMbIX UMUK pesynbraTtoB. KOHKPETHbIN MOPSOOK TOro, Kakme (YHKUMW KaKux
MOAYSeN AOOSMKHbI BbI3blBATbCA WM KaK OOMKHbl MHTEPNPETUPOBATLCA pesynbraTbl KX
BbI30Ba, onpeaenserca cogepxumoim annos-cueHapues PAM.
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Ctpykrypa chamnna-cueHapusa

B kaxgom (baVIﬂe-CLleHapMVI coadepXKUTCA nocrieaoBarteribHOCTb CTPOK, onpeaenAaroLnx,
Kakmne PAM-MO,EI,yJ'II/I OOJTKHbI UCNOMNb30BaTbCA KITMEHTOM N KakKUM 06pa30M 39TO AOJ1XKHO

ocywectenaTbcsa. KoHdurypauns PAM, ncnonbsyemasi KINMEHTCKUMWU nporpamMmmamu no
YMOMN4aHu1Io, onucbliBaeTcs B panne-cueHapum /etc/pam.d/other.

Paccmotpum havn-cueHapun aOna npunoxeHua login, Haxogdawmnucsa  no  agpecy
letc/pam.d/login. Ero cogepXXnmoe MOXeT BbirmaaeTb, Hanpumep, Tak:

#%$PAM-1.0

auth requisite /lib/security/pam unix.so nullok #set secrpc

auth required /lib/security/pam securetty.so

auth required /lib/security/pam env.so

auth required /lib/security/pam mail.so

account required /lib/security/pam unix.so

password required /lib/security/pam unix.so strict=false

session required /lib/security/pam unix.so none # debug or trace

session required /lib/security/pam limits.so
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Ctpykrypa chamnna-cueHapusa
Kaxxgaa ctpoka gpanna cootseTcTByeT ogHomy moaysro PAM n nmeet sua:

type control path arguments.

m[lone type onuceiBaet Tn moaynd. Kaxgon nogcucreme npumutneos PAM cooTBeTCTBYET NMOXOXWUIN
no umenn tmn mogyna PAM. lNpu BbI3OBE KNWMEHTCKOM MporpamMmMon npuMuMTUBA, NpUHagnexaliero
onpegeneHHon nogcucteme, 0OyaoyT nocnefoBaTenibHO Bbi3BaHbl  COOTBETCTBYHOLIME  (PYHKUUK-
obpabotumkn n3 Bcex moaynen PAM cooTBeTCTBYIOLLErO TUMNa, NpyM 3TOM NOpsAaoK Bbi3oBa (OYHKLNNA
COOTBETCTBYET MNOPSAKY nepeyncrieHnss mogynen B channe-cueHapun. Tun mogynsa LOMmKeH ObiTb
OLHUM 13 crnefyoLwmx:

auth: Mogynb npoBepsieT HanuMuyme Nonb3oBaTens B CUCTEME, CMpallMBaET €ro Ums, paspeluaeT Ui Het
AOCTYN B TY UMW MHYytO rpynny (He3aBMcuMMO OT 3anucen B canne /etc/groups) n Boobuye cnocobeH gaBatb
npuBunernm (KOHeYHO cneunanbHO nNpegHasHayYeHHble Ang aT1oro).

account: Moaynb He 3aHuMMaeTca ayTeHTUMKauuen, a Mo3BONSET KOHTPONMpOBaTb pacrnpeneneHue
PECYPCOB CUCTEMbI AS15 TEX UIM MHbIX NONb30BaTENbCKNX BIO4KETOB.

session: Moaynb cBsi3aH C COObITUAMMW, KOTOpPble MOryT MPOMCXOAUTb NEped TeM Kak Monb3oBaTeslb
Nony4nT AOCTYN K TOW N nHon cnyxte. Hanpumep BegeHne 3anncen B CUCTEMHbIX XXypHanax.

password: Moaynb, Kak criegyeT U3 Ha3BaHUsl, 3aHVMMAaeTCsl HEernocpenCTBEHHO MPOBEPKON Mnaporei Ha
NOANMHHOCTL, Ha crnabocTb 1 T.4.
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Ctpykrypa channa-cueHapus

mllone control onucbiBaeT nopagok uHTepnpetaumm cuctemon PAM pesynbrata obpalieHust K

AaHHomy moaynt. Ecnn dyHkums-obpaboTtumk Bosepallaet 3HadeHne PAM.SUCCESS, cuutaertcs,

4YTO MOAynb oTpaboTan ycnewHo, B MPOTUBHOM CIlydae CYMTaeTCs, YTO MOAySb coobuimn ob owmnbke.

OTn ceefeHnsa obpabaTbiBalOTCA B 3aBMCUMOCTM OT 3Ha4YeHUs nons control cnegyowmm obpasom:
requisite (HeobGxogumbIn) — ecnu mMogynb coobuiaeTr 06 owunbKke, BbINOMHEHUE TEKyLWero npuMmTuBa
HemeasIeHHO NpepbIBAETCS, KIMEHTCKasa nporpaMmma nony4vaeT coobuieHne o6 owmnbke;

required (Tpebyembiit): ecnn moaynb coobuiaet o6 ownbke, KNMeHTCKasa nporpammMa nony4vaeT coobLieHme
06 owwnbke, HO BbINOMHEHNE NPUMWUTMBA NPOAOIDKAETCS (BO3MOXHO, OBHapyxartca v gpyrne oLmobku,
KNneHTy BygeT nonesHo 3HaTb 060 BCex);

sufficient (goctatouHbil) — ecnu moaynb oTpaboTan yChnewHo, BbINOSIHEHWE MNPUMUTUBA CUMTAETCA
YCMeLWHO 3aBeplUeHHbIM (ecrnv He npoBanuiacb MNpoBepKa Ha NpPeALecTBYHLWUX MOAynax c dnarom
required), oyHKLMM-06pabOTUMKIN NOCneayoLWwmMx Mogynen He Bbl3biBatOTCS;

optional (gononHUTENbHbLIN) — MOAYMNb peanu3yeT BTOPOCTENEHHbIE (PYHKUUN, HE BNMAOLWME Ha OBLLMIA
cTaTyC BbINOMHEHMA 3anpoca, cTtaTyc obpalweHnsa K mMogymno urHopupyercd. Hanpumep, mogynb MoOXeT
OrpaHNYMTLCA BbIBOAOM Ha 3KpaH npeaynpexaeHnem o cnabocTtun Bawero napons.

Kpome nepeynmcneHHbIX 3HadeHun, nosie control MoXeT Takke nNpuHMMaTb [OBa chneumarnbHbIX
3Ha4yeHus include n substack, ykasbiBalowmx, 4YTo Npu MHTEpNpeTaunmn ganna-cueHapmsa Ha MecTo
AAaHHOM CTPOKM OOMMKHbl ObITb MocnegoBaTenbHO MOACTaBMEHbl BCe CTPokM Tuna type ms danna-
cueHapua no agpecy, ykasaHHomy B nosie path. lNone arguments B 3T70M criydae urHopupyetcs.
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CTpykTtypa ¢panna-cueHapus

mllone path cogepxuT nyTb K cooTBeTCTBYOWEMY Moayrito PAM.

m[lone arguments coaepXuT TEKCTOBYHD CTPOKY MPOM3BOMbHOIO BuAa, Kotopas OyaeT nepenaHa
[aHHOMY MOAYI0 B Ka4ecTBe napameTpa.
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[Mpexxge 4yem paccMoTpeTb cogepXxarternbHble npumMmepbl  dannoB-CUEHaAPUEB,
paccMoTpM PYHKLUMOHANbHOE Ha3Ha4YeHne HEKOTOPbIX cTaHaapTHbIXx PAM moaynen.

mpam_deny.so: Tun ntobon. Bceraa nepekpbliBaeT SOCTY.

mpam_warn.so: Tun auth u password. Beget 3anucu B cuctemHbIX XXypHanax, Hanpumep, npu cMeHe
naponsi.

mpam._unix.so: Tun nobon. Peanuayet UNIX-ayTeHTUMKaLUMIO MO yMOMYaHUIO (BbIMUCIISET XeLL-
doyHKLUUIO Naporss, 3a0aHHY0 TEKyLLEen KOHdurypaumen ornepalmMoHHON CUCTEMbI N CpaBHUBAET CO
3HavYeHneM, xpaHsawmumcs B /etc/shadow). MpakTnyeckn Bcerga BKNKOYAETCA B CKPUNT
ayTeHTUdMKauMm No yMOonyaHuio, BKITto4aeMbIv B KOHpUrypaunoHHbIe dpainbl BCeX KITMEHTOB Yepes
anpekTuey include.

mpam_cracklib.so: Tun password. NpoBepsaeT naposib Ha CTONKOCTb, HE ABMSETCS N OH, Hanpumep,
nanuUHAPOMOM (3TO He oBs3aTENBHO NPY UCMOMNB30BaHUKM MOAYNA pam_unix.so). [NoneseH gng
nporpamMm, 3agatoLmx naporsmu.

mpam_nologin.so: Tun auth. CtangapTHasa peakuust Ha Hanudne danna /etc/nologin. Korga oH
NPUCYTCTBYET, B CUCTEMY MOXET 3aMTK TOMbKO root, a octanbHbIM ByAeT BblgaHO Ha 3KpaH
cogepxnmoe aToro channa.



"
AyteHTdpukauma B UNIX
Pluggable Authentication Modules (PAM)

mpam_access.so: Tun nobon. Mogynb obecnevmBaeT ynpasrneHne BXo4OM B CUCTEMY. OTOT MOAYSb
MOXET MCMNONb30BaTbCA ANSA NPUHATUS peLleHnst O TOM, KakKnM Monb3oBaTensiM paspeLleH BXoq B
cuctemy. Tak kak PAM nmeet cpeacrtasa ayTeHTUMKaLMM NO CETU, TO KOHTPOSTMPYETCSA HE TOMbKO KTO
MOXET Ui He MOXET 3aUTn, HO K OTKyAa. 1o ymonyaHuio npasuna ynpasneHnsa goctynom 6epyrcs mns
danna koHdurypauum /etc/security/access.conf.

mpam_limits.so: Tun session. [lo3songeT nHaMBnayasnbHO UK A58 rpynbl Nonb3oBarternemn
orpaHnyYnTbL: pasmep core-ghansia, MakcumarbHbI JOMYCTUMbIA pa3mep dpanna, MakcumManbHoe
KONMMYECTBO OTKPbITbIX (pansios, 3anyLLeHHbIX NPoLeCcCOoB, CKOMbKO pa3 MOXXHO OQHOBPEMEHHO 3aUTu B
cuctemy 1 T.4. icnonb3yeT AononHuTeNbHbIN dhann koHdurypaumm /etc/security/limits.conf.

mpam_umask.so: Tun session. Mogynb cnyXuT ass yCTaHOBKN Macku co3fgaHunsa dpanna ans
TeKyLlero okpy>keHna. Macka BnnaeTt Ha paspeLleHns rno yMon4aHuio, HasHadaemMble BHOBb
cosgaBaeMbiM dhannam.

mpam_pwcheck.so: Tun no6on. Moaynb cnyxuT gnsa NpoOBEPKM CTOMKOCTM Napons.
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NMpumepobl

mECnu onsa KNUEHTCKOM nporpamMmbl He yKasaH doann-cueHapum B /etc/pam.d , TO0 B
9TOM cny4ae ucrnornb3yeTca dansn-cueHapum no ymonyanumo /etc/pam.d/other.

#

# no YMOJI4aHuIO; 3anpewaeT nrobon AO0CTyn
#

auth required pam deny.so
auth required pam warn.so
account required pam deny.so
password required pam deny.so
password required pam warn.so
session required pam deny.so
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NMpumepobl

m[1paBuna PAM, skBnBaneHTHble cTaHA4apTHbIM NpaBunam 6e3onacHocTn UNIX.

#

# cTaHOapTHble MMHUManNMCTUYHbIE NpaBuna UNIX
#

auth required pam unix.so
account required pam unix.so

password required pam unix.so

session required pam unix.so
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mCekuns password B panne /etc/pam.d/passwd onpegensiet xopowue TpeboBaHus,
npeabsBideMblie K HOBbIM MapondaMm.

#

# retry=3 TpY nogxoda Ans yCTaHOBKM HOBOMO napons

# minlen=10 TpebyeTca Kak MMHUMYM OEeCATb CUMBOSIOB

ucredit=-1 Kak MMHMUMYM OOWH CUMBOJS1 B BEPXHEM PErNCTpE

lcredit=0 nboe KONMYECTBO CUMBOSIOB B HWXXHEM perncTpe

dcredit=-2 Kak MUHMMYM ABe LUMdpbI

ocredit=-1 KakK MMHMMYM OAWH HeandaBUTHbLIN CUMBOII

H OH H H R

password required pam cracklib.so retry=3 minlen=10 \
ucredit=-1 lcredit=0 dcredit=-2 ocredit=-1

Mogaynb pam cracklib nuwb npoBepsieT Napornu, HO He COXPaHSAET UX.
[na aToro Ham noTpebyeTcs elle cTaH4apPTHBIA MOAYSb pam unix.
[MapameTp use authtok 0O3Ha4yaeT, YTO MOAYyNb pam unix He Byader

H* H H H*

# 3anpaluvBaTb Nnaposnb, a byaeT kak pa3 ncnonb3oBaTb Naporb,
# npepocTaBneHHbl MogyrneMm pam cracklib.
# nullok — MOXHO HCIOJIb30BaThb IYCThble MApPOJH

#
password required pam unix.so use authtok nullok
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mdann /etc/pam.d/sshd cogepxuTt npasuna 6esonacHocTn ana SSH-coeguHeHUN.

auth required pam unix.so

auth required pam nologin.so

account required pam unix.so

account required pam_ access.so

session required pam limits.so

session required pam unix.so

session optional pam umask.so

password requisite pam pwcheck.so cracklib
password required pam unix.so use_ authtok

Moaynb pam_access.SO UCNoMb3yeT AOMOfHUTENbHbIE TMPOBEPKU, YKa3aHHblE B
OOMOSTHNTENLHOM (panre KoHdurypaumm /etc/security/access.conf:

+ : ALL : 192.168.
+ : remoteOleg : ALL
- ¢ ALL : ALL
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Taknum obpasom, apxutektypa PAM nossonger agmuHuctpatopy UNIX-
cUcTeMbl TMBOKO HacTpamBaTb NOACUCTEMY ayTEHTUMUKALMN B COOTBETCTBUN C
peanbHbIMU MOTPEOHOCTSAMM KOHKPETHOW BbIYUCITINTESNTBHOW CETU N KOHKPETHOIO
aK3emmnngpa ornepaymoHHON CUCTEMDI.

Bce, 4TO HYXHO cpaenatb agMUWHUCTPATOPY, — YCTaAaHOBUTb B CUCTEME
Heobxoaumble moaynu PAM u obecneunTb KOPPEKTHOE B3aMMOOencTBue
Mexay HUMW. B pesynbrate nogcucteMa ayTeHTUUKaUMM MOXET BbITb NIErko
aganTupoBaHa K caMbiM pasHbIM TEXHOMOMMAM ayTeHTUdMKaUun, NPUHATLIM B
KOHKPETHOW opraHm3auun.

B uactHocTu, Ha Gaze PAM moxeT OblTb peanusoBaHa ayTeHTuUdukauus c
NCMNOSIb30BaHMEM CMapT-KapT unuM OuomeTtpudeckaa ayteHTudpukauma. [Ons
9TOro  AOCTaTO4MHO, 4TOObl  pa3paboTyumk  annapaTHOro  YCTPOWCTBA,
ncnonb3dyemoro Ans ayteHTudukauum, nocTaefsasl BMeCTe CO CBOUM
YCTPOMCTBOM COOTBETCTBYOLWMA Moaynb PAM.
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UcTouHUKM nHcpopmaummn

mOdumumnansHaa gokymeHTauma PAM: www.kernel.org/pub/linux/libs/pam

mOnucaHne KOHUrypaunoHHbIX
dannos: www.kernel.org/pub/linux/libs/pam/Linux-PAM-html/sag-configuration-
file.ntml

mOnncaHne NoBCEMECTHbLIX MOAYNeN
PAM: www.kernel.org/pub/linux/libs/pam/Linux-PAM-html/sag-module-
reference.html



http://www.kernel.org/pub/linux/libs/pam
http://www.kernel.org/pub/linux/libs/pam/Linux-PAM-html/sag-configuration-file.html
http://www.kernel.org/pub/linux/libs/pam/Linux-PAM-html/sag-module-reference.html
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B Windows 3agaun wugeHTudumKauum, ayteHTudukaumm u asTopusauum
nonb3oBaTeneun peLlatoTCs cneunanbHOW rnoodcucmemou
aymeHmudgpukayuu. MNogcncrema ayteHtudpukaumm Windows genutcs Ha Tpu
YPOBHA — BEPXHUN, CpeaHUn W HWKHMK. CpeagHun ypoBeHb MOACUCTEMBI
ayTeHTU(PUKaUNM NOMb3yeTCa YyCnyramm HWXKHEro ypoBHA W npeaocTtasniger
YCINyrn BepxXHemy.

BepxHun ypoBeHb nogcuctembl ayteHTudpukaumm Windows Bkno4vaetr B ceds
npouecc ayTeHTUdpuKauum winlogon.exe M TaK HasblBaeMble ripoegaldepsbl
aymeHmugbukauuu (nocmaswuku y4emmHbiX 3anucel) — 3aMeHseMble
bubnuotekn, peanusyrowmne 6O0MbLUYI0 4YacTb BbICOKOYPOBHEBLIX (OYHKLMI
npouecca ayTeHTudunkaumun.

[Mpouecc Winlogon npeactaensietr cobon 0OblYHLIA MPOLECC, BbIMNOMHAKLLNACS
OoT nmMmeHn ncesgononb3oBatenss SYSTEM. [JaHHbIn npouecc aBTOMaTU4YECKU
3anyckaeTcs npu crapTe ornepauyoHHOW CUCTEMbl U OCTaAeTCA akTUBHLIM O
BbIKITIOYEHNA NUTaHUS wWnNu nepesarpyskn. [lpyu aBapuimMHOM 3aBepLUEHUU
Winlogon npoucxogut aBapumMHOE 3aBeplueHue paboTbl BCeN onepauyoHHOW
cuctembl («CUHUI 3KpaH»). Takum obpasom, nogmeHuTb Winlogon B npouecce
dyHKUMOHNPOBAHUSA OnepaunoHHON CUCTEMBI MPaKTUYECKN HEBO3MOXHO.
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Winlogon saBnsetca OoBepeHHbIM MpoueccoM, OTBevalwum 3a  yrnpasfieHue
B3aMMOLENCTBUM C NOMb30BaTeNEM, CBA3aHHbIX C 6e30nacHOCTLIO. M KoopaMHUPYHOTCA
BXO4 B CWUCTEMY, 3anycK NepBOro rnpouecca nosib3oBaTend npuv BXOoO4e B CUCTEMY,
obpaboTka BbIx0o4a U3 CUCTEMbI U YNpaBreHne pssaoM Apyrmx onepaumm, OTHOCSALWMXCA K
B6esonacHocTK, BkMo4vas 3anyck LogonUl ons Beoga naponen npu BXo4e B CUCTEMY,
N3MeHeHUM naponen n 6roknpoBke N pasbnoknpoBke paboven cTaHuUN.

Mpouecc Winlogon pgomkeH rapaHTMpoBaTb, YTO oOMepauun, CBsI3aHHble C
6e30nacHOCTbI, HEBUAUMbI MOObLIM APYrMM akTUBHbIM npoueccam. Hanpumep, Winlogon
rapaHTUpPYeT, 4YTO He MNONb3YWLINACA [OOBEPUEM MPOLIECC HE MOXET MNONyyYuTb
ynpasneHue paboymMmMm CTONoOM B Xo4e OAHOW U3 Takux onepauuii, NonyymB TeM cambliM
OOCTYN K Naponto.

Winlogon npu nony4yeHMn MMEHU U Naposist y4EeTHOM 3anucu nonb3oBaTenst 3aBUCUT OT
YCTAHOBJIEHHbLIX B CUCTEME MOCTAaBLLUNKOB YYETHbIX 3anmcen. OTU MOCTaBLUNKN SBMSIOTCS
COM-obbektamn, KoTopble Haxogatcs BHyTpu DLL-6bubnuotek. KcxogHbiMn nocTas
wmkammn asnsaoTes authui.dll, SmartcardCredentialProvider.dll n FaceCredentialProvider.
dil,n oHn nogaepxusatoT naponb, PIN ayTeHTUdUKaunm cmapTkapTbl U ayTEHTUdUKaUNIO
C pacno3HaBaHuem nuua. PaspeweHne yCTaHOBKM OPYrnx MNOCTaBLUMKOB YYETHbIX
AaHHbIX nossonsieT Windows ucnonb3oBaTbh pasfnyHble MexaHu3mbl uaeHTudunkauum
nonb3oBartenen.
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UTobbl 3aWwmTnTL agpecHoe npoctpaHcTBo Winlogon OT owKnBOK NOCTaBLUMKOB YYETHbIX
OaHHbIX, KOTopble MOryT npmBecTtn K cboro npouecca Winlogon (4To, B CBOKO o4epenb,
npueeneT K cucteMHomy cboto, nockonbky Winlogon cuntaetcs KpUTUYECKUM CUCTEMHbBIM
npoueccomMm), Ons dakTUYecKon 3arpyskm MOCTaBLUMKOB YYETHbIX OaHHbLIX WU
AeMoHcTpauun nonb3oBatento Windows-nHtepdenca Bxoga B CUCTEMY MCMONb3yeTcd
oTaenbHbIMMA Npouecc LogonUl.exe. 3TOT npouecc 3anyckaeTcsl No 3anpocy, Kak TONbKO
Winlogon TpebyeTca npucyTcTBME MONb30oBaTENbCKOro MHTEepdenca, a BbIXod U3 HEero
OCYLLECTBNSAETCA MNOCME 3aBEpLUEHMS HYXXHOIO OENCTBUS. ITO TakKkKe MO3BONSET
Winlogon npocto nepesanyctuTb HOBbIN npouecc LogonUl B cnyyae cb6os, BO3HUKLIEINO
No Kakomn-nmbo NpuYmHe.
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BepxHuin ypoBeHb ayTeHTU(pMKaummn

Bxop, nokanbHOro nonb3oBartens B cMcteMy obbl4HO BbinonHsetca B Windows
crieqyoLmm obpasom.

m[lpoBangep ayteHTUdMKaunm nosiydaeT oT nonb3oBaTtens NAeHTUMPUKALMOHHYIO K
ayTeHTUMKAUMOHHY0 MHGopMauuio. B ctaHgapTHOM KOHGUrypauum onepawmMoHHON CUCTEMbI B
KayecTBe MAeHTUPUKaALMOHHON NMHAOPMALIMK UCNOSb3YETCA TEKCTOBOE UM4, a B KayecTBe
ayTeHTUMKaLMOHHON MHpOopMaLMN — TEKCTOBbLIN Naporb. Takke BO3MOXHO NPUMEHEHWe As
ayTeHTU(MKaunmM BHELLIHMX HOCUTENEN KNKYEBOM MHOPMaLMKN Ui BUOMETPUYECKNX XapaKTEPUCTUK
nonb3oBarens.

mllpoBangep ayTeHTMMKaLMN reHepupyeT 3anpoc Ha ayTeHTUdUKaunio, nepegaBasi Heobxoanmble
AaHHble Ha CPeaHUIN YPOBEHb NOACUCTEMbI ayTEHTUGMKALNKN C MOMOLLLIO CUCTEMHOIO Bbi30Ba
LsaLogonUser nnu ogHon n3 6onee BbICOKOYPOBHEBbLIX MPOrpaMMHbIX 06EPTOK 3TOr0 CUCTEMHOIO
Bbl30Ba. Ecnu ayTeHTUdUKaLms npoLuna ycnewHo, co3gaeTcs Mapkep 4OCTyna nonb3oBaTtens.

mEcnu mapkep gocTyna nonb3oBaTesnis co3faH ycrnewHo, nposangep ayTeHTudukaumm ocyLLecTenseT
aBTOpM3aUUIO NoNb3oBaTens, 3anyckas npowecc userinit.exe OT UMeHN ayTeHTUPULMPOBAHHOIO
nonb3oBaTend. [1ns aToro ncnonb3dyeTrcs cucteMHblin Bbl3oB CreateProcessAsUser, KoTopbi
oTnnyaeTcs ot BbidoBa CreateProcess TonbKo TeM, YTO 3anyckaeMoMy rnpoLeccy Ha3HavaeTcs
MapKep 4OCTyna, OTNIMYHbBI OT MapKepa AocTyna npouecca-poautens. B naHHOM criyyae npoueccy
userinit Ha3Ha4YaeTCcsa TOSbKO YTO CO34aHHbIN MapKep A0CTyrna aBTOpPU3yemMoro rnorb3oBarerns.

mlIpouecc userinit 3arpyxaeT nHauBMAayasnbHble HACTPOMKM NoSb3oBaTensa U3 ero Npodunga, 3anyckaet

nporpammMy-o00no4Ky nonb3oBatens (Yawe Bcero ato [NpoBogHuk Windows) u1 nocne atoro
3aBepLuaeT pabory.
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CpeaHui ypoBeHb ayTeHTUduKauum

B cpenHuu YPOBEHb NnoacCUCTEMBI ayTeHTUgmKaLumnm Windows
BXOOWUT JI0KalbHbIU pacriopsoumerns be3ornnacHocmu (local security authority,

LSA) n Tak HasblBaemble rakemsbl, aymeHmugukayuu — 3aMeHSeMbIe
onbnunotekn, peanusylowme OONbLWYK YacTb HU3KOYPOBHEBBLIX OYHKUUMN
ayTeHTUUKaLnu.

JNTokanbHbIN pacnopaanTenb 6e3onacHOCTM NpeacTaBnsieT cobon CepBUCHbBIN
npouecc Isass.exe, BbIMNOSHALWMACA OT MWMEHW [ceBaononbL3oBaTesnd
SYSTEM. AsapuinHoe 3aBepLueHue LSA npnBoanT K aBapumnHOMy 3aBepLUEHNIO
paboTkl BCen onepaunoHHON CUCTEMBI.

Tak xe, kak n Winlogon, LSA nepenoBepsieT 60MbWIMHCTBO CBOUX (PYHKLUUMN
3ameHsiembiM 6ubnuotekam. CtaHgapTHasa cxema ayteHTudumkaumm Windows
NT obcnyxmBanacb naketom ayteHTudpukauum MSV 1.0 (msvl_0.dll), a
HaumHasa ¢ Windows 2000, ctaHOapTHbIM SBNSETCA NakeT ayTeHTudoumkauum
Kerberos.
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CpeaHui ypoBeHb ayTeHTUduKauum

[MakeT ayTeHTMdUKaumm oCywecTBNAeT ayTeHTUdUKaUuMIo nosib3oBaTend B npouecce
obpaboTkn cuctemHoro Bbl3oBa LsalogonUser. AyTeHTuduKaumMsi nNpouM3BOaUTCS
cnegyowmm obpasom.

m[lakeT ayTeHTUdMKaALUKN Nony4YyaeT OT BEPXHErO YPOBHS MOACUCTEMbI ayTEHTUMKALUN NMS 1 Naponb
nonb3oBaTens n reHepupyeT obpas napons.

m/icnonb3ys ycrnyrm HWKHEro YpPOBHA MNOACUCTEMbl ayTeHTUdMKauUK, nakeT ayTeHTudukaumm
nonyyaetr uHopmaumo, HeobxoaumMyro Onsi NPOBEPKM Napons, u nposepsieT naponb. [NpoBepka
napons MOXeT BEeCTUCb KakK MnyTeM MpOCTOro CpaBHEHUS xew-obpasa BBEAEHHOro napond cC
3TanoHHbIM Xew-obpasom (npotokonbl LanManager, NTLM), Tak n nytem 0onee CrOXHbIX
KpunTtorpadundeckmx npouenyp (Kerberos).

mEcnn BBeAeHHbIN naporib NpUM3HaH KOPPEKTHbIM, LSA nonyyaer OT HUXHEro YpPOBHSA MOLCUCTEMBI
ayTeHTUdurKauMm NMHopmMaumio 0 TOM, MOXET N JaHHbIWM NOSb30BaTeNb Ha4YMHaTbL B JaHHbIN MOMEHT
paboTy ¢ gaHHom paboden cTaHumen (He ycTapen nn naponb, He 3abnokupoBaH N OOKeT
nonb3oBaTena u T. 4.).

mB cnyyae nonoxuTtenbHOro pesynsrarta nposepkn LSA dopmmnpyeT mapkep gocTyna nosnb3oBaTens,
nony4vas Heobxoanmyo MHGPOPMAaLNIO OT HUXKHEFO YPOBHS NOACUCTEMbI ayTEHTUdMKALMN.

mLSA nepegmaetr chopMMpPOBaHHBLIN  Mapkep  OOCTyrna BepxXHEMY YPOBHIO  MOACUCTEMBI
ayTeHTuduKaumu.
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HwXHun ypoBeHb ayTeHTU(pMKaLuu

HwkHuU ypoBeHb nogcuctembl ayteHTudukaumm Windows oTBevaeT 3a
XpaHeHne B CUCTEME YYEeTHOM MHJOopMaLuM O Nnonb3oBaTteniax, B TOM 4ucne u
aTanoHHbIX obpasoB naposnen. lNpun ayTeHTUPUKaumMn nonb3oBaTensa HUXHUN
YPOBEHb MOACUCTEMbI ayTeHTUduMKaumMnm nepenaer cCcpegHeMy  YPOBHIO
aTanoHHbIN 00pa3 napond nosfib3oBartesis, a nNpu asTopmnsauum — CrMCcoK rpynn
N MPUBUIIETNMIN MOSib30BaTENS.
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B3aumogencreme mexagy YpPOBHAMU ayTeHTUPUKaUUK, Yy4acTBYHOLUMMU BO
BXO4€ B CUCTEMY, NOKaA3aHO Ha PUCYHKe.
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ALPC - Advanced Local Procedure Call

SAM - Security Account Manager
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Bornee ynpoLleHHO cxemMa fnokanbHOM ayTeHTUdUKaLMN BbirMaanT crneayowmm
obpasom.

LSA SAM
\ ' ivanov & = - ~——
ot B I = ll e

Qf* & imA nonb3osaTena
XpaHunuwe LSA ://////’ G? X3w eBegeHHOro Nnapons
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Q.. X3W naponAa NoNb30Barenn
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AyTeHTUdMKauuAa npu yaaneHHOM Bxoae

AyTeHTUduKauma npm yganeHHOM BXo4de B CUCTEMY OCYLLUECTBNSETCS B LIENOM
MO TOW Xe CXeMe 3a WCKMIYEHMEM TOro, YTo Ha BEPXHEM YPOBHE BMECTO
npouecca Winlogon MOXeT BbICTynaTb NPOU3BOSiIbHAA napa KrnuneHT + cepsep.
CywecTtByeT cneunanbHbin uHTepdenc SSPI (Security Support Provider
Interface), obecneumBatownmn B3anmogencteme npunoxeHmum Windows ¢ LSA B
xoae ayteHTdukauun. B Windows nogaepXnmBaeTcad HECKObKO CTaHOaPTHbIX
npoBangepoB CETEBON ayTEHTUIMKALMUN.
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AyTeHTUdUMKaLuAa npu yaareHHOM BxoAe
LAN Manager (LM)

[MpoTtokonn LAN Manager BO3HMK Ha 3ape 3apoXOeHuUA noKalnbHbIX CceTen oA
ynpasneHnem Windows n Bnepsble 6bin1 npeactaeneH B Windows 3.11 gna pabo4ynx
rpynn, otkyaa nepekodesan B cemenctso Windows 9.x. Mbl He Byoem paccmaTtpmBaTtb
3TOT MPOTOKOS, TaK Kak B €CTECTBEHHOM cpefie OH yXe OaBHO He BCTpe4yaeTcsd, O4HaKo
ero nogaep)ka, B LUeENsXx COBMECTMMOCTW, MpUCYyTCTBYeT OO0 cux nop. W ecnu
COBPEMEHHOW cncTeMe MNOCTYNUT 3anpoc Ha ayTeHTUdmMKauuto rno npotokony LM, 1o, npu
Hann4YnMM COOTBETCTBYIOLLNX pa3peLleHnin, oH byaet obpaboTtaH.

MoyemMy 3TOT nNPOTOKON B HacTodllee Bpems He ucnonb3yetca? [onpobyem
pasobpatbea. Mpexae Bcero pasbepemcs, kakum obpa3om co3gaeTca X3l napons Ans
paboTtbl ¢ nportokoriom LM. He BaaBascb B noapoBHOCTM o6GpaTuM BHUMaHWE Ha
OCHOBHbI€ OrpaHNYeHUs:

EMaposib PErMCTPOHE3ABUCUMbIA 1 MPUBOAUTCS K BEPXHEMY PETUCTPY;

EMaKCUMalribHaAa arfinHa napon4ga - 14 cnmBonos, bonee KOPOTKME Naposyin A0NOJIHAKTCA npun co3gaHnu
X3ala HYyNnAMH;

mNaporib AeNMTCs nononam 1 Onsa Kaxgon YacTu co3gaeTcsa cBom xaw no anroputmy DES.
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AyTeHTUdMKauuAa npu yaaneHHOM Bxoae

LAN Manager (LM)

Ncxoga v3 coBpeMeHHbIX TpeboBaHui K 6e30macHOCTM, MOXHO ckasaTb, 4To LM-xaLu
NpaKkTUYEeCKN He 3aluuileH U Byay4ym nepexBadeH odeHb ObICTPO paclindpoBbIiBaETCA.
XoTa nNpsAMoe BOCCTaHOBIEHME X3lla HEBO3MOXHO, OfHAKO B CUIMY MPOCTOThI anroputma
LUNppOBaHMA BO3MOXEH MNoabop COOTBETCTBYHOLLEro napono obpasa 3a npeaerbHO
KOPOTKOE BpeMmsl.

A Tenepb camoe uHTepecHoe. LM-xaw, B Lenax cCoOBMECTUMOCTU, CO34aETCHA Npu BBOAE
napons n xpaHutca B cuctemax no Windows XP BKouUnMTENbHO. 3TO AenaeT BO3MOXHOWN
ataky, Korga cucteme ueneHanpasfieHHO npucbinaloT LM-3anpoc u oHa ero
obpabatbiBaeT. N3bexaTb co3gaHmna LM-xawa MOXHO, U3MEHUB NONUTUKY BesonacHoCcTy,
nnun, ncnonb3ys naponu gnuHHee 14 cumeonoB. B cuctemax, HadynHaa ¢ Windows Vista
n Server 2008, LM-xaLww no ymonyaHuio He co3gaeTcs.
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AyTeHTUdMKauuAa npu yaaneHHOM Bxoae
NT LAN Manager (NTLM)

HoBbin npotokon ayteHTudukaumm noasunca B Windows NT 4.0 u Gnaronony4Ho, ¢
HEKOTOPbIMW U3MEHEeHNAMW, OOXUN OO0 Hawwux gHen. A o noseneHus Kerberos B
Windows 2000 Obln1 €UHCTBEHHLIM NPOTOKOSIOM ayTeHTUUKauum B gomeHe NT.

CerogHsn npotokon NTLM, a TouHee, ero 6onee coBpemMeHHaa Bepcua NTLMv2,
NPUMEHSAETCA AN ayTEeHTUUKaUnMmM KoMnbloTepoB padoumx rpynn. B OOMeHHbIX ceTsax
Active Directory no ymon4daHuto npumeHsietcs Kerberos, ogHako ecnn ogHa ns CTOPOH He
MOXET MPUMEHUTb I3TOT MNPOTOKOM, TO MO COrfacoBaHWO MOryT OblTb MCMNONbL30OBaHbI
NTLMvZ, NTLM n paxe LM.

MpuHuun pabotel NTLM wmeer mHoro obuwero ¢ LM u 3TM npoTokonbl obpaTHO
COBMECTUMbI, HO eCTb U cyulecTBeHHble oTnndunsa. NTLM-xaw dopmmpyetcsa Ha ocHoBe
napons gnuHon go 128 cummeosnoB no anropntmy MD4, naponb perMctposaBUCUMbIN K
MOXeT cogepxaTb He Tonbko ACSII cumBonbl, HO M Unicode, 4TO CyLECTBEHHO
NOBbILLAET €ro CTOMKOCTb MO cpaBHeHUto ¢ LM.
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AyTeHTUdMKauuAa npu yaaneHHOM Bxoae
NT LAN Manager (NTLM)

ANropuTM ayTeHTMdUKaLmMm BbIMAAMT B 00LMX YepTax creayoLlmm oopasom.

mKnneHT HanpaBnsaeT cepBepy MMs nosnb3oBatesns B oTkpbiTom Buae (B NTLM ngeHtudpmkaymoHHas
NHpOpPMaLMSA NONb30BaTENS HE CYUTAETCS CEKPETOM).

mB oTBeT cepBep reHepupyeT crnydvyamHoe vncrno ot 0 go 65535, HasbiBaeMoe 3arpocom cepeepa,
BbICbIfIAET €ro KIIMEHTY.

mKnneHT B CBOIO oyepeab 3almndpoBbIBAET AaHHbIM 3anpoc no anroputmy DES, ncnonb3ys B
kayectBe kntovya NTLM-xew napons nonb3oartens. OgHako, HecMoTps Ha To, 4To NTLM-xaw 128-
BUTHbIN, B CUITY TEXHUYECKUX OrpaHnyYeHnn ncnonb3yetca 40 nnm 56 GuTHbIN KoY (XeLw SenuTcs Ha
TPY YacTu N Kaxgasi YacTb LWNPYET 3anpoc cepepa OTAENbHO). 3alndpoBaHHbIN X3LWEM napons
3anpoc cepsepa HasbiBaeTcss omeemom NTLM. OtBeT NTLM nepenaetcsa obpaTHO cepBepy.

mCepBep n3Bnekaet u3 xpaHunuwa SAM xaLw napons Toro nonb3oBatens, Ybe nms 6b1rio emy

nepenaHo 1 BbIMOMHSAET aHanornvHble 4enCcTBmA C 3arnpocoM cepBepa, Nnocrie Yero cpaBHMBaeT
nosnyyeHHbln pesynerat ¢ otBeToM NTLM. Ecnu pesynbratbl coBnagatoT, 3Ha4uT Nosib3oBaTerb

KNWeHTa AEeNCTBUTENBHO TOT, 3a KOro cebs BblAAET, U ayTEHTUMPUKALNSA CUATAETCS YCNELLIHON.
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AyTeHTUdUMKaLuAa npu yaareHHOM BxoAe
NT LAN Manager (NTLM)
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AyTeHTUdMKauuAa npu yaaneHHOM Bxoae

NT LAN Manager (NTLM)

B clyyae AOMEHHOW
ayTeHTUduKaumm npouecc
npoTeKaeT HeCKosibko nHadve. B
oTnnyne oT nokarsbHbIX
nonb3oBaresnen, X3Lm

naporen KoTOpbIX XPaHATCA B
nokarnbHbIX 6azax SAM, xawm
naponew AOMEHHbIX
nonb3oBaTenen XpaHATCA Ha
KOHTponnepax gomeHoB. [lpu
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AyTeHTUdUMKaLuAa npu yaareHHOM BxoAe
NT LAN Manager v2 (NTLMv2)

Oco3HaBasi, 4to npotokosn NTLM He cooTBeTCTBYyET COBPEMEHHbLIM TpeboBaHUSAM
6esonacHocTn, ¢ Bbixogom Windows 2000 Microsoft npeacrtaBuna BTOpPYH BEPCUIO
npotokona NTLMv2, kotopbin 6bln cepbe3HO pgopaboTtaH B nnaHe YynyudlweHun
Kpuntorpadpuyeckom CTOMKOCTU U MNPOTMBOLENCTBUA pPaACipPOCTPaAHEHHbIM TUMNaM artak.
Haunnas ¢ Windows 7 / Server 2008 R2 mncnonb3oBaHue npotokorioB NTLM n LM no
YMOJSTYaHWUIO BbIKIMHOYEHO.

KpnnTOCTOMKOCTb AAHHOro anroputma siIBNSeTCs akTyarbHOM U Ha CErogHsWHUW OeHb,
M3BECTHO TOMbKO [ABa cny4vad B3fnoMa pgaHHoro xawa. OguvH u3 HUX npousBeneH
KoMnaHMen Symantec B mccrnegoBaTtenbCkmx uensx. MoXHO C yBEPEHHOCTbIO CKasaTb,
YTO B HACTOALWMMW MOMEHT HET MacCOBbIX MHCTPYMEHTOB aNfid aTtak Ha NTLMv2, B
otnimnine ot NTLM, B3nomatb KOTOpbIn MOXET nbon BOAYMYMBO NPOYMTaBLLNN
WHCTPYKLUWNIO CTYOEHT.

Cpa3y paCcCMOTPpUM CXeMy C KOHTPOJIJIepOM AOOMEHa, B Cllydae ero OTCyTCTBUA CXeMa
B3aUMOOENCTBUSA HE MEHSIETCH, TOSIbKO BbIYMUCNEHUA, npon3soanmMmblie KOHTPOJI1EPOM
OOMeEHa, BbINOJIHAKTCA HEeNnocpeaCcrtBeHHO Ha CepBepe.
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AyTeHTUdUMKaLuAa npu yaareHHOM BxoAe

NT LAN Manager v2 (NTLMv2)

mKak 1 B NTLM, knueHT npu obpalleHnmn Kk cepBepy coobLuaeT emy nMs nonb3oBatens n UMsi 4OMeHa.
mB oTBeT cepBep nepenaer eMmy crnyyanHOe YMCIO - 3anpoc cepsBepa.

mB cBOl oyepenb KIMEHT reHepupyeT Takxke crnyvanHoe Yncno (Kyaa, Kpome npoyero, nobaensiercs
MEeTKa BPEMEHWN) KOTOPOEe HasblBAeTCs 3anpoc KiueHma. Hannune MeTku BpeMeHu MNo3BonsieT
n3dexarb CMTyauun, Korga aTakylowuii nepBoHadanbHO HakannMBaeT nepexBayvyeHHble AaHHble, a
MOTOM C MX MOMOLLIbIO OCYLLIECTBMSIET aTaky.

m3anpoc cepBepa 06beANHAETCA C 3aNpPOCOM KiMeHTa 1 OT 3TON NOCneaoBaTeNlbHOCTU BbIYUCASETCH
HMAC-MD5 xaw. lMocne yero ot gaHHoro xawa 6epetca ewe oanH HMAC-MD5 xaw, knioyom B
kotopoMm BbicTynaet NTLM-xaw napons nonb3oBatend. [lonydmBwinnca pesynstaT Ha3blBaeTcs
NTLMv2-oTBETOM 1 BMECTE C 3arnpoOCOM KIMEHTa NnepecblsiaeTcsi cepBepy.

mCepgep, nonyyns NTLMv2-oTBeT 1 3anpoc KnneHTa, o6begnHseT nocnegHui ¢ 3anpocom cepeepa u
Tarke BbluncnsaetT HMAC-MDS5 xawl, 3aTemM nepegaeTt ero BMeCcTe ¢ OTBETOM KOHTpOnnepy AoMeHa.

mKOHTpOnnep OoMeHa WU3BMeKaeT U3 XpaHWUMvLia COXPaHEHHbIW X3W naponsa nosib3oBaTtens u
npon3BoanT Bblumcrenms Hag HMAC-MD5 xewem 3anpocoB cepsepa M KNWeHTa, CpaBHWMBas
nony4mBLUMNCA pe3ynbTar ¢ nepefaHHeiM emy NTLMv2-otBeTtoM. B crnyyae coBnageHus cepBepy
BO3BpalllaeTcs OTBET 006 ycnewHon ayTeHTUuKaumnu.
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AyTeHTUdMKauuAa npu yaaneHHOM Bxoae

NT LAN Manager v2 (NTLMv2)
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AyTeHTUdUMKaLuAa npu yaareHHOM BxoAe

Kerberos

[MpoTokon ayteHTudpukaumn Kerberos nosisunca B Windows 2000. OH BecbMa
CITOXEeH N [getanbHOe €ero paccMOTpPeHWEe BbIXOAUT 3a PaMKUM HACTOSALLErO
Kypca. OTMeTUM NULLb OCHOBHbIE €ro JOCTOMHCTBA U HEOOCTAaTKM.

mOCHOBHbIM AOCTOMHCTBOM nMpoTokona Kerberos siBNSieTcs ero 4YpesBblHanHO BblCOKasd
CTOMKOCTb. [axe nepexsaTmB BeCb Tpadunk MHOOPMaLMOHHOIO B3aMMOOENCTBUST BCEX
y4aCTHUKOB npouecca ayTeHTUuKkaummn, nofyy4ymTb HeCaHKUMOHNUPOBAHHbBIN AOCTYI K
pecypcam noboro n3 y4acTHMKOB MHGOOPMAaLMOHHOIO 0OMeHa NPakTUYEeCKN HEBO3MOXHO.

OcobeHHO NoBbILatloT 3aLmLLEHHOCTb Kerberos ecTkue orpaHnYeHunst, Kotopble
OaHHbIA NPOTOKOM yCTaHaBNUBAET Ha BpeMsl ayTeHTUdMKaumn. BonbLUMHCTBO AaHHbIX,
KOTOpble MOryT ObITb NepexBaYyeHbl HapyLIMTeNeM, ycTapeBatoT CNyCTsl CYUTaHHbIEe
MUWHYTbI, HEKOTOPbIE AaHHbIE MOIYT COXPaHATb akTyanbHOCTb HECKONbKO YacoB. B
nobom cnyyae, COBpeMeHHas BblYMCUTENbHAA TEXHUKA, BKNOYasi CynepKoMNbIoTEPHI,
He MO3BONMSIET OCYLLECTBNATbL B3MIOM UCMOMb3yeMbIX Kpuntorpadmyeckmx anroputmMmoB 3a
npuemrnemMoe Bpems.



"
AyteHTndpukauma B Windows

AyTeHTUdUMKaLuAa npu yaareHHOM BxoAe
Kerberos

mOcHoBHbIM HegocTaTkoM Kerberos siBnsieTcs To, YTo ayTeHTUdMKaUms no aTomy
NPOTOKONYy TpebyeT HEKOTOPOW NOArOTOBUTENbHOW paboThbl N HE MOXET ObITb BbINOMHEHA
NPOM3BONbHOW Napon KNUEHT + cepBep.

Kak MMHUMYM, KNUEHT 1 cepBep OOMKHbI BbIbpaTh cepBepa-nocpeaHnka, KoTopomy OHU
oba JoBepSIT 1 KOTOPbIN 3apaHee OCBEAOMIIEH O HEKOTOPLIX XapaKTepUCTUKaX KIMeHTa
N cepsepa.

[MoaTomy npoTtokon Kerberos MoxeT apdeKTUBHO NMPUMEHATLCA TONLKO B

LEeHTpann3oBaHHO ynpaBnseMblX JIOKanbHbIX CETAX C anpUOPHO M3BECTHbLIMU
TOMONOrnen N CTPYKTypoun.

CywecTtBytoT mogudukaunm Kerberos anst pabotol B Internet n gaxxe ans nokanbHoOn
ayTeHTudukaumm, Ho 3To, pakTnyecku, npodaHaumna — B aTUX pexknmax Kerberos He
NMEET HUKaKUX NPENUMYLLIECTB NO CPaBHEHUIO C Bonee NPUMUTUBHBIMWU NPOTOKOaMU
TMna NTLM, HO BblYUCNUTENBHAs CAOXHOCTb KpunTorpaduiecknx npeobpasoBaHuni
Kerberos cyLLuecTBEHHO BblLLE.
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AyTeHTUdUMKaLuAa npu yaareHHOM BxoAe

CyLLecTBYHOT Takke crneayloLline cTaHaapTHble NpoBaiaepbl CeTeBor ayTeHTUdMKaLMK:

mNegotiate (nogoepxusaerca HaunHaa ¢ Windows 2000). 3TtoT nposangep obecneynBaet
aBTomMaTuyeckuin Bblbop nposangepa mexagy NTLM n Kerberos. B coBpemeHHbIx Bepcuax Windows
Negotiate BbiGMpaeT NTLM nuwb B Tex crnyvasix, Korga ucnonb3oBaHne Kerberos HEBO3MOXHO MO
TexHn4yecknm npuymHam. Kak npasuno, npunoxeHust obpawatorca He K NTLM u He k Kerberos, a
nmeHHo K Negotiate.

mDigest (noggepxuBaetca HaumHaa ¢ Windows XP). [aHHbIM NpOTOKON ayTeHTudukaumm
crneunanbHo npegHasHadeH anga seb-npunoxeHnin. NMogpobHo cneumdmrkaumm NPoToKoNa U3NoXeHb! B
RFC 2617. ®yHkumoHanbHo Digest noxox Ha NTLM, gna kpuntorpaduyeckmx npeobpasoBaHui B
Digest moxeT ncnonb3oBaTtbcs NoTouHbIM WwWnudp RC4 ¢ gnnHon kntova 40, 56 nnn 128 6ut, a Takke
DES nnb6o Triple DES.

mSchannel (nogaoepxmnBaetca HaumHaa ¢ Windows NT 4.0 SP4). 3T1oT npoBangep nogaepxueaet
NpoToKonbl ceTeBon ayTeHTUduKaumm TLS 1.0 n SSL 3.0, a Takke yctapeswmuin npotokon PCT 1.0. K

KpunTorpadpuyecknum npeobpasoBaHnam, ncnonbdyembiMm Schannel, otHocaTca RC2, RC4, DES, Triple
DES, RSA, DHE, MD5, SHA.

[MoMMMO nepevmncneHHbIX cTaHdapTHbIX npoBavgepoB, Windows moxeT paboTtaTb U C
HecTaHOapTHbIMM  npoBanaepamu, co3gaHHbiMu  BHe  Microsoft.  UHTepdenchl,
ncnosb3yemble npoBangepamm ayTeHTudunkaumn, NPaKTU4ECKU NOMHOCTbIO
OOKYMEHTUPOBaHbI.



"
AyteHTdpukauma B Windows

Boilwe Oblla  wun3noxeHa  craHgapTHasi cxema  MOeHTUuKaumm U
ayTeHTU(UKaunm nonb3oBatena B Windows, koTopas npumMmeHAeTca npu
NCNOMNb30BaHMN CTaHOAPTHLIX NPOBaUAEepPOB N NaKeTOB ayTeHTUdMKaUun.,

OpHako, MNOCKOSIbKY W npoBavaepbl, M NakeTbl ayTeHTUUKaAUUKM SBRAAKOTCA
3aMeHsAeMbIM/ KOMMOHEHTaMM MNOACUCTEMbI ayTEHTUMKaALNK, agMUHUCTPATOP
ornepaumoHHON CUCTEMblI MOXET, YCTaHOBMB HeCTaHOapTHLIA npoBavaep wunm
nakeT ayTeHTudukauun, peanusoBaTb B Windows nwobyro Opyryto cxemy
ayTeHTupukaunn. [Onsg aT1oro HeobxogMmo BCero nub pPasMecTuTb B

cuctemHon aupektopun Windows Heobxoaumbie 6UBNMOTEKM U  BHECTU
N3MEHEHMNA B COOTBETCTBYHOLLIME KITHOUN peecTpa.



