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OC. OCHOBHbIe BCTPOEHHbIE
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»
'MnaH

m OCHOBHbIe onpeaeneHus

m OCHOBHblE NOAX0Abl K MOCTPOEHMUIO
sawmweHHbIx OC

m /IgeHTndukauna n ayteHTudunkauyns

m PasrpaHu4yeHne npaB gocTyrna K oobekTam
OC

m BoigBrneHne BTOpXXeHUU. AyauT cuctembl
3aLlUUTDI.



" A
OcHOBHbIe onpeaeneHns

OC 6ydem Hasbieamb 3aljuueHHOU, eCnn OHa npeagycMmaTpuBaeT
cpeacTBa 3aWMTbl OT OCHOBHLIX Yrpo3 KOHOMAEHUMANbHOCTH,
LeNTOCTHOCTM U OOCTYNHOCTU MHpopMauun, akTyanm3npoBaHHbIX C
y4eToM OCOBEHHOCTEN 3JKCnnyaTauum AOaHHOMo  KOHKPETHOro
aksemnnsapa OC.

lNonumukou 6e3onacHocmu byaem HasblBaTb HAaboOp HOPM, NMpaBus
N NPaKTUYECKUX NPUEMOB, PErMamMeHTUPYOLWMX NOPALOK XpaHEHUS
N 06paboTKM LEeHHON MHopMaLUn.

AdekeamHou nonumukou 6e3onacHocmu OyoemMm HasbiBaTb TaKylko
nonuTMKy 6e3onacHoOCTU, KoTopas obecrneymBaeT AOCTaTOYHbLIN
ypoBeHb 3awmieHHocTn OC.

BaxHo! [lpn agekBatHOM nonutuke He o06s3aTenbHO OOCTUraeTcs
MaKCUMarbHO BO3MOXHas 3alWMLLEHHOCTb CUCTEMBbI.



" JE
OcHOBHbIe onpeaeneHns

m KoHoudeHuuanbHocme (confidentiality) - rapaHTUa TOro, 4TO
CeKpeTHble AaHHble OyayT OOCTYrMHbl TONLKO TEM MOSib30BaTesisMm,
KOTOPbIM 3TOT OOCTYN paspeLleH (Takue rnonb3oBaTeny HasblBarTCs
aBTOPU3OBAHHbLIMMU).

m [JocmyrnHocmb (availability) - rapaHTua TOro, YTO aBTOPU30BaHHLIE
nonb30BaTenu Bcerga nosyyar 4OCTYN K AaHHbIM.

m [leiocmHocmb (integrity) - rapaHTUS COXPaHHOCTU AaHHbLIMU
npaBusbHbIX 3HA4YeHUn, KoTopasi obecrneymBaeTcs 3anpeToMm Ans
HeaBTOPM30BaHHbIX nonb3oBaTtenemn KakuM-nmobo obpasom
N3MEHSATb, MOANMPUUNPOBaTL, paspyLlaTbe UNK co3daBaTb AaHHbIE.



" A
OO0 agekBaTHOM MNONINTUKE
6e3onacHocTu (AllB)

m 3agada Bblbopa u nogaepxaHusa Alb sBNsieTca Ba)XHOW U CIIOXHOM
3aflaven, CTosiLen nepen cncagmMmmHOM.

m He Bcakas Alb npumeHnma Ha npaktuke. HYem nydwe OC 3awuuieHa, Tem
TpyaHee ¢ Hen paboTtatb nonb3oBaTensaMm U agMUHUCTPaTopoM. [1pUdmHbI
cneaywowme:

cucTemMa 3almTbl He obnagaeT UHTENNEKTOM;
Gonblie 3aWnTHbIX PyHKUUI — BonbLUEe BPEMEHU U CPEACTB Ha NoaaepXKaHune 3allnTbl;
nogcuctema 3awmTbl OC noTpebnseT annapaTHble PECYPChl KOMMLIOTEPA;

nogaep)kaHme CrLLKOM XECTKOM NMONUTUKM 6e30NacHOCTU MOXET HEeraTMBHO CKas3aTbCsl Ha
HageXHoCTN dyHKUunoHnposaHus OC.

Takum obpasom, npu onpeaeneHnn AlNb He cnegyeT nblTaTbCA OOCTUMHYTb
MaKcMMarbHO BO3MOXXHOro ypoBHSA 3awmueHHocTn OC. OntumaneHasa Allb —
Takas nonutuka 6e30onacHOCTU, KOoTopas He TOMbKO He MO3BOMSET
HapywuTensm BbINOSIHATL HECAHKUMOHUPOBAHHbIE [OEWUCTBUA, HO W He
NPUBOAUT K BblLLEeyKa3aHHbIM HEraTUBHBLIM NOCMEACTBUSAM.



" A
OcHoOBHbIe noaxoabl K NOCTPOEHUIO
3awmweHHbIx OC

CyulecTBYyeT Ba OCHOBHbIX NoAxo4a K co3gaHuto
3awmweHHbIx OC.

m OparmMeHTapHbLIN
m KomnnekcHbin



" AN
OcHOBHbIe NoaxoAbl K NOCTPOEHUIO
3awmweHHbIx OC

m OparmeHTapHbIN NoaxoAa

[lpn doparmeHTapHOM Moaxode BHavane opraHudyeTca 3awmrta OT OOHOU
yrposbl, 3aTemM ot gpyron u 1.4. lNpumepom doparMeHTapHOro nogxoga MoXeT
CNY>XUTb CUTYyauus, Korga 3a OCHOBY 6epeTcsl HesalwmlleHHasi ornepaunoHHas
cuctema (Hanpumep, Windows 95), Ha Hee ycTaHaBnNMBaKOTCA aHTUBUPYCHbIN

naketT, cuctema  wWupoBaHUs, cCUCTeMa  perucTpaumm  OencTeum
nonb3oBaTenen u T.4.

OCHOBHOW HeaocTaToK dparMeHTapHOro noaxoda OYeBUMAOEH - NpU  Npu-
MEeHEeHUN 3TOro noaxoga noAcucteMa 3awuTbl onepauyuoHHOM cucTeMbl npea-
cTaBnsieT cobon Habop pa3pO3HEHHbIX NPOrpaMMHbIX NPOAYKTOB, Kak NpaBuIio,
NPOUN3BEAEHHbIX pPasHbIMK NPOM3BOAUTENSAMU. OTU NporpamMMHble cpeacTsa
paboTaloT He3aBMCKMMO APYr OT Apyra, opraHn3oBaTb UX TECHOE B3aMMOOEeWnCT-
BME NPaKTUYEeCKN HEBO3MOXHO. Kpome Toro, oTaenbHble areMeHTbl Takon noa-
CUCTEMbI 3aLLNTbl MOTYT HEKOPPEKTHO paboTaTtb B NMPUCYTCTBUM APYr Apyra, YTo
NPUBOAMUT K PE3KOMY CHUKEHUIO HAEXKHOCTU CUCTEMBI.



" A
OcHoOBHbIe noaxoabl K NOCTPOEHUIO
3awmweHHbIx OC

m KOMNNeKkcHbIN nogxoa

[lpn KOMNNEKCHOM noaxode K oOopraHusauum 3aliuTbl CUCTEMbI 3alUTHbIE
doyHKLUMM BHOCATCA B OMepaumoHHY0 CUCTEMY Ha 3Tarne NpoeKkTUpPOoBaHNA apXu-
TEKTYpPbl OrNnepaunuoHHON CUCTEMBI U SBMSAKOTCA €e HeoTbemremMon Jyactbto. OT-
AernbHble 3NEeMEHTbI MOACUCTEMbI 3aLnTbl, CO30aHHON HA OCHOBE KOMIMITEKCHO-
ro nogxona, TeCHO B3aMMOLEWUCTBYIOT APYr C APYroM Npu peLlueHnn pasfnyHbIX
3aja4, CBA3aHHbIX C opraHmsauuen 3awmutbl MHdopmMauun. NockosnbKy noacuc-
TemMa 3almnTbl paspabaTbiBaeTcsd N TECTUPYETCA B COBOKYMHOCTU, KOHMMNUKTbI
MeXay ee oTAerbHbIMW KOMNOHEHTaMU NPaKTU4EeCKU HEBO3MOXHDbI.



" A
UpeHTndomkauma n ayteHTudpukaums

[Ona Havana paccMoTpuM Mpobnemy KOHTPONs OOCTyrna B CUCTEMY.
Haunbonee pacnpocTtpaHeHHbIM CNOCOOOM KOHTPOSA AOCTYyna sIBNSAETCS
npouenypa perncrpaumn. OB6bIMHO KaxObl Nofb3oBaTeNnb B CUCTEME
nveet YHUKasbHbIN noeHTudukaTop. NoeHTndounkaTopsl
nonbL30oBaTENiEM MPUMEHSAOTCA C TOW  Xe  uenblo, 4YTo U
naoeHTndukaTopbl JOObIX Opyrnx OObLEKToB, (panroB, MNpPOLECCOB.
NoeHTndounkaums 3akniovaeTcsi B COOOLWEHUN NONb3oBaTENEM CBOErO
naoeHtTndgukatopa. Ona Toro 4tobbl YyCTaHOBUTb, YTO MONbL3OBATESb
MMEHHO TOT, 3a Koro cebsa BblgaeTr, TO €CTb YTO MMEHHO €My
NpUHaAONEeXUT BBEOEHHbIM MOeHTUUKaTop, B MHPOPMALMUOHHBLIX
cucrtemax npeaycMoTpeHa npoueaypa ayTeHTudukaymm
(authentication, ono3HaBaHMe, B nepeBode C NAaTMHCKOrO O3HaYaeT
"yCcTaHoBMNeHne noannHHOCTK"), 3adada KOTopon - npenoTBpalleHue
OOCTYyra K CUCTEME HeXenaTenbHbIX nu,.



" A
UpeHTndomkauma n ayteHTudpukaums

Obbl4HO ayTeHTUdMKaUUA basnpyeTcsa Ha OgHOM UNK
boriee N3 Tpex NyHKTOB:
B TO, YeM MNoJib3oBaTeslb BJ1ageeT (KJ'I}O‘-I NI MarHMTHa4 KapTa);

®m TO, YTO Norb3oBaTeslb 3HAET (Maposb);
m  aTpubyTbl Nnonb3oBartesns (oTneyaTkn nanbues, NOAMNUCH, FOSOC).



" A
UpeHTndomkauma n ayteHTudpukaums

Maponu n nx yasBumMmocTb

Hepoctatku naponen ceA3aHbl C TEM, YTO TPYAHO COXPaHWUTb GamnaHc mexay
yoobcTBOM napons Ansi nonb3oBaTens M ero HagexHocTbi. Maponu moryT
ObiTb  yragaHbl, CIyYalHO TMoOKasaHbl WNWU  HemneranbHO  NepedaHsbl
aBTOPM30BaHHbIM MOJIb30BaTENEM HEABTOPU3OBAHHOMY.

CylecTByeT aBa obwux cnocoba yragaTb naporb:
m cbop nHdopmaumn o nonb3oBaTene;

m repebop Bcex Hambonee BeEPOATHbIX KOMOBMHauMM OyKB, 4Yncen N npovnx
3HaKOB (aTtaka no crioBapto).

UToObl 3acTaBUTb Nonb3oBaTens BblOpaTb TPyOHO yragbiBaeMbli Naporib, BO
MHOIMX CUCTEMax BHeOpeHa peakTUBHAA MNpOBepKa naporien, kotopasi npwu
MOMOLLM COOCTBEHHOM MNPOrpaMmbl-B3NIOMLLMKA Maporien MOXET OLEHUTb
Ka4yeCcTBO Mapons, BBEAEHHOro Nonb30BaTeNeM.



" A
UpeHTndomkauma n ayteHTudpukaums

lUndpoBaHue napons

[Ona XpaHeHWs1 CEeKPeTHOro crnucka naponen Ha aumcke BO MHorux OC
ncnonb3yetca Kpuntorpadgpusa. Cuctema 3agenucTByeTr  OQHOCTOPOHHIOH
doYHKLMIO, KOTOPYHO MPOCTO BbIYUCIUTL, HO OJI9 KOTOPOW YpesBbl4anuHO TPYOHO
(pa3paboTymKkn HaOerTCs, YTO HEBO3MOXHO) nogobpatb obpaTHY OYHKLUNMIO.

[Tpumepbi:
m  UNIX (MmogndpuumnpoBaHHbI BapuaHT anroputma DES)
m Windows NT (DES + MD4)

[Mpn yoaneHHom poctyne Kk OC HexenaTernbHa nepegadya naposist no CeTn B
OTKpbITOM Buae. OOHMM €3 TUNOBbLIX pPELEHUN ABNSETCS MCMNOoNb30BaHUE
Kpuntorpauyecknx npoTokonoB. B kKayecTtBe npumMepa MOXHO pPacCMOTPETb
NPOTOKOM OMNO3HaBaHMA C MNOATBEPXOEHMEM YCTaHOBMEHUS CBA3WM MyTEM
BbidoBa — CHAP (Challenge Handshake Authentication Protocol).

B cuctemax, pabotarowmnx ¢ 60nblUMM KONMYECTBOM MOMb3oBaTenemn, Korga
XpaHeHne BCexX naponen 3aTpyaHUTENbHO, MPUMEHAKTCA Ana Ono3HaBaHUSA
cepTudmKaTbl, BblaHHble JOBEPEHHON CTOPOHOWN.



" A
ABTOopu3auud. PasrpaHu4yeHue npas

poctyna kK oobektam OC

m ABTOpMU3aUMA

[locne ycnewHon perucTpaumMm cuctema [OfmKHa OCYLWeCTBNATb
aBTopmsaumio (authorization) — npepocrtaesneHne cybbekTy (npouecc,
nosfib3oBaTesib) npaB Ha AOCTYN K 0O0beKTy (Npouecc, NaMATb, MPUHTEP,
dann, cemadop n 1.4.). Cpeacrtsa aBTopm3saumnm KOHTPONMPYIOT OOCTYN
neranbHbIX MoOMb30BaTeENEN K pecypcaM CUCTEMbI, NpenocTaBnas
KaXXgoMy W3 HUX MMEHHO Te npaBa, KOTopble Obln onpegesrieHbl
agMUHUCTPATOPOM, a TaKKe OCYLWECTBMSAKT KOHTPOSMb BO3MOXHOCTU
BbINOSHEHNS MOfb30BaTENIEM Pa3fnnyHbIX CUCTEMHbBIX OYHKLINA.



" A
ABTOopu3auud. PasrpaHu4yeHue npas

poctyna kK oobektam OC

m [IpaBuna pa3srpaHuyeHus gocTtyna

KoMmnbloTepHas cuctema MoXeT BbITb cMoaenupoBaHa kak Habop
CyObeKTOB N OOBLEKTOB.

Kaxkabihi 06bekT MMEET YHUKAIbHOE UMS, OTNMYaroLlee ero ot Apyrux
OOBLEKTOB B CUCTEME, U KaXKAbIA N3 HUX MOXET ObITb AOCTYMNEH Yepes
XOPOLLO onpeaerneHHble U 3Ha4YMMble ornepaLni.

Onepauunmn 3aBUCAT OT OOBLEKTOB.

XKenatenbHO OBUTLCSA TOro, YTOObI NPOLECC OCYLLECTBAAS
aBTOPU30BaHHbIN AOCTYN TOMbLKO K TEM pecypcam, KOTOPbIE EMY HYXKHbI
09 BbINONHEHUS ero 3agadn. 1o TpeboBaHMe MUHUMYMaA NPUBUIIETAN,
NOME3HO C TOYKMN 3PEHNSI OrPaHNYEHNST KONTMYECTBA NOBPEXAEHUN,
KOTOpPbIE NPOLIECC MOXET HAHECTN CUCTEME.

PasnunyaloT ANCKpEeUMOHHbIN (M3bmnpartesibHbIN) cnocob ynpasneHns
OOCTYMNOM M NOSTHOMOYHbIN (MaHOATHbLIN).



" A
ABTOopu3auud. PasrpaHu4yeHue npas
poctyna kK oobektam OC

MaHaaTHOe ynpaBrieHne 4OCTYNoOM

[aHHaa mogernb ynpasfieHna [OOCTYNnoM B OCHOBHOM MpegHasHadeHa Ons
npeaoTBpaLleHns yTe4Ykn KoHdunaeHumanbHoM MHdopmMmauun.,

[aHHbIN noaxod 3aKkniyaeTcs B TOM, YTO BCe OObeKTbl MOryT UMETb YPOBHMU
CEKPETHOCTU (MaHOamHble Memku), a BCe CYObLEeKTbl AenATcA Ha rpynnol,
obpasyroLime nepapxuo B COOTBETCTBUM C YPOBHEM A0MycKa K MHpopmaumn.

[Mpn kaxgon nepegade uHGopMaumm OT obbekTa K OObekTy BMecTe C
nHpopmaumen nepegaeTcd  MaHgatHaa o MeTka. Ecnu, Hanpumep,
Nnonb3oBaTenNb NOMbITAETCH CKONMMPOBaTb MHOPMaLUO N3 panna ¢ maHaaTHOM
METKON «CEKPETHO» B (pamsi ¢ MaHOATHOM METKOM «HECEKPETHO», MaHOaTHad
MeTKa MeTKa danna-npnemMHmka 6Oyoer M3MEeHeHa Ha «CEKpeTHOo» 1mbo
ornepauusi KonmposaHus byadeT 3anpeLleHa.



" A
ABTOopu3auud. PasrpaHu4yeHue npas
poctyna kK oobektam OC

MaHaaTHOe ynpaBrieHne 4OCTYNoOM

MHorma Ty Mopdenb HasbiBaloT MOAENbi MHOroypoBHEBOW 6esonacHocCTH,
KoTopas AorkHa obecneunBaThb BbINONMHEHWE CrieayoLmMX Npasun.

m [Ipoctoe cBOMCTBO cekpeTHOCTU. CyBbekT MOXET 4mTaTb MHJGOpMaUnio
TONbKO N3 0DObEKTa, YpOBEHb CEKPETHOCTU KOTOPOro He BbllWe YPOBHA
CEeKpeTHoCTM cybbekTa (Hanpumep, reHepan YUTAeT  OOKYMEHTbI
NenTeHaHTa, HO He HaobopoT). JTo Tak HasbiBaemoe npasuno NRU (not
read up — He YnTaTb BhbILLE).

m CyObeKT MOXeT 3anucbiBaTb MHMoOpMaumio B OOBLEKTbl TOSIbKO CBOEro
YPOBHS UnNu 0onee BbICOKNX YPOBHEWN CEKPETHOCTU (Hanpumep, reHepan He
MOXET CIlydanHO pasrnacuTb HWKHUM YMHAM CEKPETHYI MHOpMaLNIO).
OTO TaK HasbiBaemoe npasuno NWD (not write down — He 3anucbiBaTb
HUXe).



" A
ABTOopu3auud. PasrpaHu4yeHue npas
poctyna kK oobektam OC

MaHaaTHOe ynpaBrieHne 4OCTYNoOM

[aHHas mogenb ynpaBneHust OOCTYNOM MMEET pPsifi CyLeCTBEHHbIX
HeOCTaTKOB.

m CyllecTBEHHO CTpagaeT NpoM3BOAUTENBHOCTL CUCTEMBI (MpaBa AoCTyna K
0OBbEKTY NPOBEPSAIOTCA Nepen Kaxkaon onepaumen Hag HAM).

m CosgaeTr cepbesHble NpobriemMbl, CBA3aHHbLIE C TEM, YTO €E€CNU YPOBEHb
KOH(pMAeHUNanbLHOCTU NpoLecca CTPOro Bblle HYJISA, TO BCA MHGOpMauma B
namsaTn npouecca (akTUYEeCKN SABMAETCA CEKPETHOM N HE MOXET OblTb
3anucaHa B HECEKPETHbIN OOBLEKT.

m Bbi3biBaeT npobnembl BONPOC O HasHayYeHUn rpudoB CEKPETHOCTU BHOBb
co3gaBaeMbiM ob6bekTaM (MPOLECC C HEHYNEBBLIM YPOBHEM CEKPETHOCTU He
MOXET co3aaTtb OObekT C TrpPUdPoM CEKPETHOCTM HWXKEe  YPOBHS
KOHMOMAEHLUNANbHOCTM NpoLIecca, YTO BO MHOMMX CUTyaLMsiX Heyao0HO).

m HakoHelu, JaHHas Modenb paspaboTaHa Ona XpaHEHUA CEKPETOB, HO He
rapaHTUpPyeT LENIOCTHOCTM AaHHbIX. (Hanpumep, 34ecb NIEUTEHaHT UMeeT
nNpaBo nNucaTtb B dpansibl reHepana.)



" A
ABTOopu3auud. PasrpaHu4yeHue npas
poctyna kK oobektam OC

OuckpeunoHHoe ynpaBreHue JOCTYyNnoM

[lpy OUCKPEeUuMOHHOM OOCTyne, ornpederieHHble onepauun Hag
KOHKPETHbIM OOBLEKTOM 3anpeLuaroTca uUnu paspeLuarTcsl cyobekTam
unn rpynnam cybobektoB. Cuctema npasBun gns  OAUCKPELMOHHOro
ynpasreHust 4OCTynom popmMynupyeTcs crneayowmm odbpasom:

m [1na noboro obbekTa cUCTEMbI CyLLLECTBYET Brnagesneu.

m Bnageneu obbekta MOXET MPOU3BOSIbHO OrpaHuYMBaTb OOCTYN OpYyrux
CyOBbeKTOB K JaHHOMY OOBLEKTY.

m [Ina KaxOoonm TPOMKM CyObeKT-OObeKT-npaBoO BO3MOXHOCTbL AOCTyna
onpeaerieHa OgHO3Ha4YHo.

m CyuecTtByeT XoTa Obl OOWH MPUBUNErMPOBAHHbBIN MONL30BATENb, MMEILLINN
BO3MOXXHOCTb 06patntbCs K nobomy oObekTy no nobomy meTtony goctyna.



" A
ABTOopu3auud. PasrpaHu4yeHue npas
poctyna kK oobektam OC

OuckpeunoHHoe ynpaBreHue JOCTYyNnoM

[na onpegeneHust npaB gocTyna cyobekToB K 06bekTamM UCNonb3yeTcs
mampuuya docmyrna. CTpoOKM — 0ObeKTbl, cToNbUbl — CyObeKkTbl (Mnn
HaobopoT). B kKaxgon dA4enke MaTpuubl OOCTyrna XpaHUTCS
COBOKYMNHOCTb NpaB AocTyna, NpeaocTaBneHHbIX JaHHOMY CYObEeKTY Ha
NaHHbIN OOBLEKT.

Onsa cokpaweHna obbema Matpuubl A0CTyrna  UCMOmb3yeTcs
obbeagnHeHne CyOBLEeKTOB aocTyna B rpynnbi. MpaBa,
npenocTaBneHHbIe rpynne CyOBbEeKTOB, aBTOMAaTU4YECKU
NpeaoCTaBNATCA KaxaoMy CyObekTy rpynnbi.

BMmecTe C KaxabiM OOBLEKTOM [JOCTyna XpaHATCcA ero ampubymsi
3awjumsbl, OMUCbIBaWOLWLKME, KTO HABMAETCA Bnagenbuem oO0bekTa WU
KakoBbl MpaBa AOCTyna K OaHHOMY OObLEKTY pasfinyHbiX CYyObEKTOB.
ATpMBbYTbl 3alUnTbl PAaKTUYECKN NpeacTaBnalT cobOM COBOKYMHOCTb
naoeHTndgukaTtopa Bragenbua W CTPOKAM  MaTpuubl goctyna B
KOOWPOBAHHOM BUIE.



" A
ABTOopu3auud. PasrpaHu4yeHue npas

poctyna kK oobektam OC

OuckpeunoHHoe ynpaBreHue JOCTYyNnoM

[lpu Takom cnocobe peanu3auun ynpasneHNs OOCTYNOB WMEET MEeCTO
npobnema, cBA3aHHaAsA C TEM, YTO 3HAYEHMA IANEMEHTOB MaTpuubl AOCTyna
MOryT npoTUBOpPeunUTb Apyr Apyry. [Ana peweHna npobrnembl npasuna
ynpaeBneHnst OOCTYyrNnoM [OOSMKHbl BKMAOYaTb B cebs npaBuna paspelleHus
No4O06HbIX NPOTUBOPEYMIA.

[Mpn co3gaHum HOBOro obbekTa Brnagernewl obbekrta AoMmKeH onpeaennTb npasa
OOCTyna pasnuyHbiXx CcybbekToB K 3TOMy 0ObekTy. Ecnn Brnagenen obbekTa
9TOro He caenar, HoBoMYy OObeKkTy nmbo HasHayarTca aTpumbyTbl 3alnUTbl MO
yMOSf4aHuio, IMbo HoBbIN OBLEKT HacrenyeTr aTtpubyTbl 3alWnMTbl OT OObEKTa-
KOHTENHepa, B KOTOPOM CO3aeTcs OOBLEKT.

BONbLWVHCTBO OMEpaLMOHHbIX CUCTEM pPeanuayloT WUMEHHO AUCKPELMOHHOEe
yrpaBneHne OocTynoM. [MaBHble ero AOCTOMHCTBA — NPOCTOTa peanusauun u
rMOKOCTb, OCHOBHblIE HEOOCTaTKM — PacCpPedoTOYEHHOCTb YrpaBneHus wu
CMOXHOCTb  LIeHTpanu3oBaHHOrO KOHTpons. Bmecte ¢ Tem, ob6uwas
3alUMLLEHHOCTb  KOMMbIOTEPHOM CUCTEMbI Ha OCHOBE TOMbKO  INWULLb
AVCKPELIMOHHOTO ynpaBreHnst A0CTYNOM BO MHOTMX Clyvyasix HeJjocTaTodHa.



" A
ABTOopu3auud. PasrpaHu4yeHue npas
poctyna kK oobektam OC

U3onupoBaHHaa nporpammHas cpega (M3y4uTb CaMOCTOATENbHO)

Kaxxgas n3 npuBegeHHbIX Moeren pasrpaHMyeHns goctyna MMeeT
CBOM OOCTOMHCTBa U HepocTtaTku. lNpuBeaeHHasa Ttabnuua no3sonser
NMPOBECTU UX CPABHUTENbHbINA aHaNN3.

YHpaBneHme AO0CTynom

n3dupartenbHoe N30NMpoBaHHas MOSTHOMOYHOE
cpena
3awuTa oT yTeUKM nHdopmauum OTCyTCTBYET OTCYTCTBYET nveetcs
3alWuLLEeHHOCTb OT NPOr. 3aKknagok HM3Kas BblCOKast HM3Kas
CnoXHOCTb peanusaumm HM3Kas cpenHss BblCOKas
CnoXHOCTb agMUHUCTPUPOBaHMS HM3Kas cpenHss BblCOKas
3aTpatbl pecypcoB KOMMbOTEPA HU3Kne HU3Kne BbICOKMNE

Ncnonb3oBaHne ctopoHHero 10 BO3MOXHO npobnemaTtnyHo npobnematnyHo



"
BhisiBrneHue BTopXxXeHUU. Ayant cuctemol
3alUThbI

[axe camas nydywas cuctema 3awuTbl paHO WM no3gHo byaer
BanomMaHa. OOHapyXeHMe MNOMbITOK BTOPXKEHUSA SBMSAETCA BaKHeMuLeu
3ajavyen CUCTEMbl 3allUuTbl, MOCKONbLKY €e pelleHne no3Bonsder
MUHMUMM3MPOBATL Yylepb oT B3nomMa U cobupatb MHGOpMauuo O
MeTodax BTopkeHusa. Kak npaBuno, noBedeHne  B3NOMLUMKA
OTNM4yaeTcsl OT NOBeAEHUs reranbHOro nosnb3oBartensa. MHorga atu
pPasnMuns MOXHO BbIpa3suUTb KOMMYECTBEHHO, HaNpuMMep noacyUTbIBad
4YMCNO HEKOPPEKTHLIX BBOAOB Naponsi BO BPEMS pernctTpaumu.

OCHOBHbIM MHCTPYMEHTOM BbISIBIEHUSI BTOPXXEHU SABNSETCS 3anucb
OaHHbIX ayoura. OToenbHble NencTBUS nonb3oBaTenen
NMPOTOKONUPYIOTCH, a MOMYyYEeHHbIN MPOTOKON MCMNONb3yeTca AnNs
BbISIBIIEHUS BTOPXXEHWNA.
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AyD,VIT, TakKnm o6pa30M, 3aKJMro4aeTcAd B permcrtpaunnm cneunalsibHblX AaHHbIX O
pa3finyHbIX TUNax cobbITUn, nponcxoaodwmnx B cCcuUcremMe U Tak UM KunHade

BNUSAIOWMX HA COCTOsIHME ©e30MacHOCTU KOMMbKOTEPHOM cucTembl. K yucny
Taknx cobbITUM ODBIYHO NPUYUCHAIOT cneayowme:

B BXO[ WNU BbIXO4 N3 CUCTEMBI;

B onepaunun ¢ bannamm (OTKpbITb, 3aKpblTb, MEPENMEHOBATL, YAANUTb);
m oOpauleHue K yaaneHHoOU CUCTEME;
|

CMeHa NpuBUNErnMn Unm nHbix atpnbyToB 6e3onacHocTu (pexnma AocTyna,
YPOBHS1 GriaroHageXxHOCTU Nonb3oBaTend u T. 1.).

Ecnu domkcmposatb Bce COBLITUSA, 0OLEM perncTpauuoHHON MHJOpMaunu,
CKopee Bcero, byger pactu CruwKom ObICTpo, a ee aPdEKTMBHLIM aHanus
CTaHET HeBO3MOXHbIM. Criegyer npegycMmatpvMBaTtb Hanuune CpeacTtB
BbIDOPOYHOro MPOTOKONMPOBAHUS KakK B OTHOLUEHWW Mosfib3oBaTesien, Koraa
CIleXXeHMEe OCYLLECTBMNAETCA TOMbKO 3a NOA03PUTENbHBIMU JIMYHOCTAMU, TaK U B
OTHOWeEHUM cobbiTin. Cnexka BaXHa B NEepBYyH o4yepedb  Kak
npodunaktnyeckoe cpeacrtso. MoOXHO HageATbLCS, HTO MHOMMe BO3epKaTca OT
HapyweHun ©Oe3onacHocTK, 3Hasl, 4TO UX [OeNcTBus  (OUKCUPYHOTCS.
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[TOMMMO NPOTOKONUPOBAHUS, MOXHO NEPUOANYECKN CKaHMPOBaTb CUCTEMY Ha
Hanuumne cnabbix MecT B cucTemMe 6e3onacHOCTU. Takoe CKaHMpOBaHUE MOXET
NMpoBepUTb pa3HoobpasHble acnekTbl CUCTEMBI:

B KOPOTKUE UJTN NEerkmne naporu,

m HeaBTOpM30OBaHHble set-uid nporpammbl, ecnu cucTema noadepXuBaeT IToT
MeXaHU3M;

B HEeaBTOPWM3OBaHHbIE MNMpOorpamMmmbl B CUCTEMHbIX ANPEKTOPUAX,
B 0S50 BbINOJNMHAKLWNECA NporpamMmmsbl,

B HenornyHaa 3almTa Kak nosfib30BaTeNnbCKUX, TaK WM CUCTEMHbIX AOUPEKTOpPUN W
dannos. NpuMmepomM HENOrMYHOW 3aLUNTbl MOXET ObITb bann, KOTOPLIA 3anpeLLeHo
yuTatb €ro aBToOpy, HO B KOTOPbIM paspelleHo 3anucbiBaTb WHMOPMaUUIO
NOCTOPOHHEMY MOS1b30BATENIO;

®m NOTeHUManbHO onacHble CINCKU Noucka oannos, KOTOPbIE MOTYT NPMBECTU K 3anyCKy
"TPOSIHCKOro KOHA";

B WN3MEHEHNA B CUCTEMHbIX MporpamMmmax, 06Hapy>|<eHHb|e npn NMNOMOLLN KOHTPOJIbHbIX
CYMM.
ITlobasa npobnema, obHapyxeHHasi ckaHepoM ©6e30MacHOCTU, MOXET ObITb Kak

nMMKBNAnNpoBaHa dBTOMAaTU4ECKMU, Tak n nepenaHa an4 peleHnd
dOMUHNCTPATOPyY CUCTEMDbI.



