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Tema 3. YnpaBneHune OOCTYroM.




» I
'MnaH

m OCHOBHbIe onpeaeneHus

m [MnoBble Moadenu ynpasneHnsa oCcTyrnom
m YnpaeneHune goctynom B UNIX

m YnpaeneHue goctynom B Windows



" JE
OcHOBHbIe onpeaeneHns

m Obbekmom Oocmyria (MM NPOCTO O0B6BLEKMOM) ABMSETCA JHOOON
anemeHT OC, poctyn K KOTOpOMY rosfib3oBaTenen u gpyrux
CyObeKTOB OOCTYyrNna MOXET ObITb MPOMN3BOSIbHO OrPpaHNYeH.

KntoyeBbiM CIIOBOM B JaHHOM onpeaerieHnn ABrsieTCsl CIIOBO MPOU3BOJSILHO.
Ecnn npaBuna, orpaHuyMBarolmMe [OOCTYN CYyObEKTOB K HEKOTOPOMY
anemeHty OC, onpegeneHbl XeCTKO W He [JOMnycKakT W3MEHEHUA C
TedeHneM BpemeHun, 3ToT anemeHT OC Mmbl He Bygaem cuuTaTb OOBLEKTOM
goctyna. WHaye roBopsi, BO3MOXHOCTb pAocTtyna K obbektam OC

onpegensieTca Tekywen nonnmTuKonM Oe3onacHOCTU, HO He apXUTEKTypou
OC.

m Memodom Oocmyrnia K OObEKTy Ha3blBaeTca  onepauus,
onpegeneHHasa ansa HEKOTOpPoro oobekTa.

Hanpumep, ans cemadopa moryT ObiTb onpeaeneHbl MeTodbl AOCTyna “up” u
“down”.



" A
OcHOBHbIe onpeaeneHns

Cybbekmom docmyna (Unu NpocTo cybbekmom) Ha3blBaeTcs robagd
CYLLHOCTb, CrMocobHash MHMUMMPOBATb BLIMONHEHWE onepauun Hag
obbekTamn (obpawartbca K OObekTaM MO HEKOTOPbLIM MeTodaMm
gocTtyna).

Hanpumep, nonb3oBatenu ssndawTcd cybbektamm pgoctyna. OOblMHO K

cybbekTamM [ocTyna OTHOCAT HEe TOMbKO MNoSfib30BaTeNiem CUCTEMbI, HO U
NopoXaeHHbIE MK npouecchl. [aHHbIM noaxon ABNSETCs onpaBaaHHbIM U,
bonee TOro, eAMHCTBEHHO BEPHbIM BO BCEX Cry4yasaX, kKorga B obnacTtb
PacCMOTPEHUST BKIOYAOTCA NporpamMMHble 3aknagku, yHKUWMOHUPYHOLLne
aBTOHOMHO U Npecrneaytowme cBon coObCTBEHHLIE Lenn, He coBnagatowme C
uensmMn nonb3oBaTtens, paboTtawowero B cucteme. [Hanee Mbl Oygem
npeMMmyLleCcTBEHHO paccMmaTtpmBaTb «dnctele» OC, noaTtoMy Be3ade aanee,
roe 9BHO HE OrOBOPEHO NPOTUBHOE, CYObEKTOM AO0CTYyrna Mbl Byaem cuntatb
He npouecc (MM NOTOK npouecca-cepBepa),BbiMOSTHAKLWNIA HEKOTOPYHO
ornepauuto, a nonb3oBartensi, 0T UMEHN KOTOPOro 3TOT npouecc (Unu rnoTok)
BbINOSHSAETCS.



" A
OcHOBHbIe onpeaeneHns

NTakK, KpaTKo:

+00bEKT JOCTYNa — 3TO TO, K YEMY OCYLLECTBNAETCA AOCTY;
«+CYOBLEKT OOCTYyna — 3TO TOT, KTO OCYLECTBNSAET AOCTYM;
+MeTo[, AOCTYyna — 3TO TO, KaK OCYLLECTBMNAETCA AOCTYI.

m[lnsa obbekTa gocTyna MoXeT ObITb onpenerieH eraderney — CyoObexkT,
HeCcyLwnn OTBETCTBEHHOCTb 3a KOHMOEHUMANbHOCTb coaepXallemnca B
00bekTe MHdopMmauun (ecnu ata MHGOpMauna KoHduaeHUnarnsHa), a
TakXke 3a LenoCTHOCTb U AOCTYMHOCTb OObEKTa.

O6blvHO Bnagenbuem ob6bekTa aBTOMATUYECKNM Ha3Ha4yaeTCcsl CyObekT,
cO3[aBLUMN OaHHbIN ODBLEKT, B AanbHeuweM Brnageney, odbekta MOXeT ObiTb
N3MEHEH C UCMOSIb30BaHMEM COOTBETCTBYIOLLErNO MeToda AO0CTyrna K OObekTy.
Bnageney obbekTa He MOXET ObITb JINWEH HEKOTOPbLIX NpaB Ha AOCTYM K 3TOMY
0o0bekTy, Ha Bnagernbua, Kak npaBurio, BO3NaraeTcsd OTBETCTBEHHOCTb 3a
KOPPEKTHOE OrpaHM4yeHne npaB [dOCTyna K AaHHOMY OObekTy apyrux
CyObeKkTOB.



" A
OcHOBHbIe onpeaeneHns

m [Ipasom docmyrna 6yaem HasbiBaTb NPaBO Ha BbINOSIHEHME OOCTyNa
K OObEKTY N0 HEKOTOPOMY METOAY UMK rpynne MeTodoB AOCTyna.

m [0oBOpAT, UTO cybbekm umeem rpaeo Ha docmyrn K obbekmy (Mnu
cybbekm umeem rnpaeo Ha obbeKkm), eCnnu OH UMEET BO3MOXHOCTb
OCYLLECTBNATbL OOCTYN K OOBLEKTy Mo COOTBETCTBYHOLLEMY METOAY
Unn rpynne MeTogos.

Hanpumep, ecnn nonb3oBaTtesis UMEET BO3MOXHOCTb 4nTaTb doaunn, roBOpST,
YTO OH UMEET NPaBO Ha YTeHWe ITOoro pamna.

BaxHo! [loHatus memoda docmyrna v  rnpaea dOocmyria HE WOEHTUYHBLL.
Hanpumep, B OC cemencta UNIX npaBo Ha 3anucb B (pann paet
BO3MOXHOCTb CyDObLeKTy obpalyaTbca K hanny Kak no Metogy «3anucby, Tak
n no metogy «aobaereHuey», nNpuM 9TOM, MOCKOSbKY MnpaBo AocCTyna
«pobasneHne» B UNIX OTCyTCTBYET, HEBO3MOXHO paspeLlnTb CYyObekTy
onepaumo gobasrneHns, O4HOBPEMEHHO 3anpeTuB ornepauunto 3anucu.



" A
OcHOBHbIe onpeaeneHns

m [0oBOpAT, YTO CYyOBLEKT MMEET HEKOTOopyl ripususieguro, €crin OH
NMMeEeT BO3MOXHOCTb BbIMONHATL B OC HEKoTopble OEUCTBUA, He
BblpaXkaemMble WM TPYOHO BblpaXaemble B TepMWHaxX [gocTtyna
cybbekTa K obbekTam.

Hanpumep, B OC Windows nogogepXxunBarotcs MpuBUNErnn nepesarpyxartb
KOMMbIOTEP U NepeHacTpanBaTtb Yacbl KOMMbIOTEPA.

m Kak 4acTHbiM cnyydyau, rpususiecuel HABNAETCA BO3MOXHOCTb
NPMMEHEHNA HEKOTOPOro npasa AOCTyna wunu rpynnel Npas gAocTyna
KO BceM 0e3 wucknoyeHna obbektam OC, nogaepXmBaroLLnm
COOTBETCTBYHOLLME METOAbI 4OCTYyNa.

Hanpumep, ecnn cybbekt OC Windows nmeet npuBunieruo otnagku, oH UMeet
NpaBO OOCTyna KO BCEM OObEeKTaM Turna «npouecc» U «MNoToK» Mo rpynne

METOAO0B, WUCMOMb3yeMbIX OTNagyYnkaMm nNpu  OTnagke  nporpamMmm
(pakTnyeckun, no Bcem nogaepxunsaemoiMm OC metogam gocrtyna).



" A
OcHOBHbIe onpeaeneHns

m [lortHoMoYusiMu Cy6'beKTa AO0CTYyMNa Ha3blBa€TCA COBOKYMNHOCTb BCEX
npenoctaB/ieHHbIX eMY MpaB U I'Ipl/lBVIJ'IGFI/If/].

m YnpaeneHuem OocmyrioM CYObeKTOB K OObekTaM Ha3blBaeTCs
COBOKYMHOCTL MpaBur, onpegensdwoowas ansg Kaxgon TPOUKK
CyObeKkT-00BLEKT-NPaBo, paspeLleHa Nn peannsauma JaHHOro npaea
OaHHbLIM CYyObEKTOM B OTHOLLEHUM JAaHHOIO ObbLEKTa.

[lp  OUCKPEUMOHHOM  ynpasreHun OOCTYyNoM  BO3MOXHOCTb  OOCTyna
onpenensieTca Ans Kaxgon TPOUKU CyObeKT-O00beKT-npaBo anpuopHoO, npu
MaHOaTHOM YyripaBJieH OOCTYNOM CUTYaUuUA HECKOJIbBKO CI10XKHEE.

m bynem HasbiBaTb cyObekTa goctyna cyreprionib3oeamesieM, ecriv
OH WMeeT BO3MOXHOCTb WrHOpMpOBaTb MpaBusia yrpasBlieHUs
OOCTYNOM K OObLKTaM.



" AN
OcHOBHbIe onpeaeneHns

[lpaBuna ynpasneHnss [OOCTYNnoMm, OeWCTByWWMe B 3aliunliaemMou
komnbtoTepHon cucteme (KC), yctaHaBnuBaloTCsd agMUHUCTPATOPOM
CUCTEMBbI NPU ornpeaerieHnn TekyLen NoanTMkKn 6esonacHoCTu.

m3a cobniogeHneMm 9TUX npaBuil cyObekTamu JocTyna crnegut
MOHUMOP CChIJIOK NN MoHUmop 6e3ornacHocmu o0b6bLEKMO8 — 4acTb
noacuctemsl 3awnTbl OC.

Flpanma ynpasJrieHnAa JoCTynomMm AOO0JPKHbl yOAOBJIETBOPATL ClieAyrWwnum
ovyesnagHbIM Tpe6OBaHI/IFIM.

m[lpaBuna ynpaeneHust 4octynom, npuHaTole B KC, OOMKHbI COOTBETCTBOBATL
aHanorMyHblM  npasunam, MNPUHATBIM B OpraHmMs3auum, B  KOTOpPOM
aKcnnyaTmpyetca paHHas cuctema. [Lpyrumu cnoBamu, €cCnn, COrnacHo
npasuramM opraHusaumn, OOCTYN MNonb3oBaTens K HEKOTOpOW WHdopMauunu
cuMTaeTca HecaHKUMOHMpPOBaHHbLIM, TO B OC aTOT AOCTYN TOXe OOMKeH ObITb
3anpeLleH. [Non HCO 30ecb noapasymeBaeTcd He TONbKO
HECaHKLUMOHUPOBAHHOE 4TeHWe WHdopMaumMnu, HO WU HECAHKUMOHMPOBAHHOE
N3MEHEHME, KONMNUPOBAHMNE UM YHUYTOXEHNE MHGOpMaLN.



" A
OcHOBHbIe onpeaeneHns

m [lpaBuna ynpaBneHus OCTYNOM AOMMKHbI He gonyckaTtb (Mnu, No KpamnHew
Mepe, 3aTpydHsATb) paspyluallimMe BO3AeNCTBUS CyObEeKTOB OOCTyna, He
obnagaloLlmx COOTBETCTBYHOLUMMM MOMHOMOYUSMW, HaA OMNepauMOHHYHO
CMUCTEMY, BblpaXkaroLUMecsi B HECaHKLMOHNPOBAHHOM U3MEHEeHUN, yaaneHum
WNn  Opyrom BO3OENCTBUM Ha OObLEKTbl, KPUTMYECKM BaXHble Ans
obecneyeHns HopmarnbHOro YHKLVMOHNPOBAHMS CUCTEMBI.

m Jliobon OOBLEKT cuUCTEMbI AOOMMKEH WMMETb Bnagenoua. [lpucyTtctBne B
cucteme HuYyelUHbIXx o0bbekmos8 — ODBLEKTOB, He WMMeLWUuX Bnagenbua,
OOIMKHO ObITb HEQOMYCTUMO.

m [lpucyTtctBue B cucteme HedocmyriHbiX 06beKmo8 — 0BBLEKTOB, K KOTOPbIM
He MOXeT obpaTUTbCA HUM OOMH CYObLEKT JOCTyrna HWM Mo O4HOMY MeToay
AocTyna, OOSMKHO ObITb HegonycTumo. HegocTynHble 06beKTbl hakTu4ecku
BGecnonesHo pacTpadnBatloT annapartHble 1 nporpaMmmHble pecypcbl KC.

m YTeuyka KOHMuAeHUManbHOW WHMpOPMaAUMN €3 3alUULLAEMON CUCTEMDI
OormkHa OblTb  HeponycTuma. [lockonbKy peanu3oBaTb  BbINOSIHEHME
AaHHoro TpeboBaHMA nporpamMMmHo-annapaTHbIMWU CcpeacTBaMu  BecbMa
CITOXXHO, OHO NpeabsBnAdeTca Nub B pedkux criydasix. Kak npasuno, ato
TpeboBaHne obecnevunBaeTcss O AHUMN TONbKO OpraHn3auuoOHHbIMN MepamMu.



" J
TunoBble Mmoaenu ynpaBrneHUsa AOCTYNom

m [lMcKpeumoHHoe ynpaBreHne JOCTYMNoM.
m V3onuposaHHasa nporpamMmmHas cpeaa.
m MaHgaTtHoe ynpaBneHue gOCTYMOM.



" A
YnpaBneHue goctynom B UNIX

O6bekThl goctyna B UNIX:
mcpbannbl,

mONPEKTOPUN,

mccblnku (links),

mYyCTPONCTBA,

m/IMEHOBaHHbIE KaHarbl (named pipes)
mnpouecchl (/proc).

CybbekTbl goctyna:

EMNONb30BaTeNM (BKNOYas NCeBAONONb30BaTENEN),
Erpynnbl NonNbL3oBaTeNen,

mroot.

[Monb3oBaTtenn wu rpynnbl nonb3oBaTtenien NOAEHTUPUUNPYIOTCS YUCITOBLIMU
naoeHtndpukatopamm (UID — User ID, GID — Group ID). UID ans root’a paseH 0.

instructor@ubuntu:~S$ id

uid=1001(instructor) gid=1001(instructor) rpynnbi=4(adm),
20(dialout),21(fax),24(cdrom),25(floppy),26(tape),30(dip)
,44 (video),46(plugdev),104(fuse), 1001 (instructor)



"
YnpaBneHue goctynom B UNIX

Ponb OelicmeumernbHo2o (paboTtatowero ¢ obbektamu) cybbekta wurpaet
npouecc. Kaxabin npouecc cHabxeH egnHcTBeHHbIM UID: 3TO naeHTndmkatop
3anycTUBLLUEro NPoLEeCC HOMUHANbHOro cybbekTa, T. €. Nonb3oBaTens.

[Mpouecc, NOPOXKAEHHLIM HEKOTOPLIM NPOLLECCOM NONb30BaTeNs, HacrneayeT ero
UID (n3 atoro npaBuna ecTb HeKOTOpble WCKIYeHus, obecnedunBatolime
WTaTHble N9 CUCTEMbl CMOCOObl MOBbLILLEHUS U MOHMKEHNA YPOBHS AOCTyna
npouecca). Takmm oOpa3om, BCe MpPOLECCHl, 3anyckaemble MO >XenaHuko
nonb3oBartens, dbyayT MMeTb ero uaeHTudukaTop.

UID yuntbiBalOTCS, HANpMMep, Korga oavH nNpoLuecc NockinaeT ApyroMmy curHarn.
B oOwem cny4dae paspeluaeTca nocbiiatb CUrHanbl «CBOMM» npoueccam (Tewm,
4YTO UMmetoT Takom xe UID).



" A
YnpaBneHue goctynom B UNIX
NMpaBa pocTtyna

Ponb ocHoBHOro obwekma poctyna B UNIX wurpaoT obbekTbl (hannoBou
cuctembl. B apxutektype UNIX B dpanmnoson cucrteme npencraBneHbl He
TONbKO OOblYHble haunbl C OaHHbIMW, TaM MPUCYTCTBYIOT U creyuarbHble
dannbl gna  yCTPOUCTB, KaHarnoB, COKETOB WM T. O. bnarogaps atomy
perynupoBaHnue pAoctyna K dannam no3BondeT MNOKPbITb OYEeHb LUUPOKUM

CMEeKTp cuTyaumn AoCTyrna W CIYyXWUT OCHOBHbIM CPeLCTBOM OpraHu3auuu
nonntukn goctyna B UNIX.

B cooTtBeTCTBUM C CYDOBLEKT-CYObEKTHOM MOAEenNblo Kaxablh dhann cHabxeH
SIPNbIKOM, B KOTOPOM XPaHATCA MAEHTUMUKATOPbI HOMUHAmNbHbIX CYyOLEKTOB,
KOTOpble BrpaBe pacnopsxaTbCa OCTYNOM K AaHHOMY (panny. B cnyyae UNIX
— 9TO upgeHTudumkaTop nonb3oBatena-enagenoua (UID) n mnoeHTtudukatop
rpynnbl-enagensua (GID). O6patute BHMMaHue, 4TO ann  MOXET
npuHaanexarb TOfbKO OAHOW rpynne, B TO BPEMSA KaK Mofb3oBaTeflb MOXET
BXOAWUTb B HECKOMbLKO rpynnm.



" A
YnpaBneHue goctynom B UNIX
NMpaBa pocTtyna

Ha yposHe dhamnoson cuctembl B UNIX onpegenaiotca mpu euda docmyna:.
yTeHue (read, r), 3anuce (write, w) n ncnonb3oBaHmne (execution, x). [NpaBo Ha
YTeHue n3 pamna gaer OCTYyN K cogepxalwlencs B Hem nHdopmauum, a npaso
3anncn — BO3MOXXHOCTb €€ M3MeHsATb. [1paBo ucronb3oeaHusi (UCMOMHEHUST)
MMEET CMbICIT HE A1 BCEX TUMOB (pannoB, XOTS MOXET ObITb YCTAHOBIIEHO AN
noodoro.

B cnydae obbli4HOro pavna oHo o3Ha4yaeT BO3MOXHOCTb UCMOMHeHUs danna,
T.€. 3anycka nporpamMmmbl UMM KOMaHOHOMO CLEHapusi, coaepKalluxca B 3TOM

danne. NpaBo Ha ucrosiHeHUe B Cnyvae Karanora O3HayaeT, YTO B HEro MOXHO
3axoauTb (cd), npocmaTpmBaTb U U3MEHATbL CoAepXumMoe annos, ecnu Ha

HUX €CTb paspeLlleHnsl, y3aHaBaTb CBOMCTBA bannoB (MeTagaHHbIE).

[Ona ycTponcTB Kakgoe npaBo AOCTyna faeT BO3MOXHOCTb obpalleHuns K
COOTBETCTBYIOLWEN DYHKUMM apanBepa, 00CcnyXmBatoLero gaHHoe YyCTPOUCTBO.
Ona wvmeHoBaHHOro KaHana npaBo read Tpebyerca AOna nonydYeHus

NHpopmMaumu, npaso write — Ana oTnpasku MHopmauum, npaso execution He
onpeneneHo.



" A
YnpaBneHue goctynom B UNIX
MpaBa pocTtyna

BbloensatoT Tpu KaTeropmmn nosis3oBarenemn, KOTopbiM MOryT NpeaocTaBnATbLCS
npasa Ha daun:

mCam Bnagenel (U — user) 00bekTa — KOHKPETHbI NOoNb30BaTelb, Yb€ UMS YNCTTUTCS B
aTpubyTax darnna kak nms Bnagensua atoro davna. Obbl4HO ecnu Nonb3oBaTenb
co3gaeT hain, To OH aBTOMaTUYECKN 3annCbIBaeTCs Kak ero Bnagened,.

m[pynna (g — group), K KOTOpoWn nNpuHagnexut snageneu gpanna. Korga B UNIX
cosfaeTcs nonb3oBaTtenb, TO A4S HEro co3gaeTcsa ogHoumMeHHas rpynna. OgHako
cpeacTBamMu agMUHUCTPUPOBAHUS CUCTEMbI MOXXHO O6beANHATL Mornb3oBaTenen B
pasnun4yHble rpynnbl. [1py 3TOM KOHKPETHBLIN MOMb3oBaTeb MOXET BXOLAUTL B COCTaB
HeCKONbKMX rpynn. [pynnbl NO3BONAKT NpeaocTaBnATb NpaBa 4ocTyna K obbektam cpasy
HECKOJSTbKUM NOAAM, HO NPU 3TOM OrpaHUYeHHOMY Kpyry nuu.

mBce octanecHble (0 — other) — 3TO Bce Te, KTO He aABnsieTcd Bnagenbuem danna n He
NpUHaQNEeXuT K rpynne Brnagenoua anna. To ectb Ntobon apyron nonb3oBaTerb.



" A
YnpaBneHue goctynom B UNIX
NMpaBa pocTtyna

[Mpun kaxxgom hanne nmeeTcs Apnbik, B KOTOPOM 3aUKCUpOBaHbI NMpaBa 4oCTyna K HEMY.
[MlpaBa AocTyna BKMKOYAlOT CAUCOK W3 OEBATU MNYHKTOB (TpU TPOWKKM): No Tpu Buaa
gocTyna anst Tpex rpynn — nonb3oBaTtens-enagensua, rpynnbi-Bragensua M BceX
ocTanbHbIX. KaXabl NYHKT B 3TOM Cnucke MOXET 6biTb N0 paspeLlén, NMbo 3anpeLuén
(paBeH 0 nnbo 1). Takum obpasom, ANa XxpaHeHMsa 3TonM MHpopMaunm o npaBax goctyna
AO0CTaTo4YHO 9 OuT.

-rw-r--r-- 1 tokza wheel 8480 Nov 14 00:47 file.txt

1117 1 1 ]

O 6 O (5
1. npaea pocTtyna (Bnagensua, rpynnbi- Tunbl doannos:
BnagesnbLa, OCTanbHbIX) .- - file
2. KOIMMYECTBO YXECTKMUX CCbISTOK «d — dir
3. Bnageneuy anna o] —link
4. rpynna-snageney anna *c — char dev
5. pasmep danna B bantax *b — block dev
6. para nocnegHen mogndukaumn pamnna *s — socket
7. vMsa danna p - FIFO



" A
YnpaBneHue goctynom B UNIX
NMpaBa pocTtyna

YctaHOoBKa 6uTOB gocTtyna

u I
chmod | 9 = W | file1 file2 ...
o _ X
a —
u — user
+ —pnobasutb chmod a+w file1
g — group
- — ybpatb chmod g-rw file2
o — other
= — YCTaHOBMUTb chmod go-=r file3

a- all



" A
YnpaBneHue goctynom B UNIX
MpaBa pocTtyna

YcTtaHoBKa 6uToB gocTtyna

1 — 6uT pocTyna yctaHoOB/EH

0 — 6uT JocTyna He yCTaHOBNEH

-rWX =X -- 111 101 100 154

chmod 754 somefile




" A
YnpaBneHue goctynom B UNIX
NMpaBa pocTtyna

[Mpn obpaweHnn npouecca Kk havny (C 3anpocom AoCTyna onpeneneéHHoro
Buoa, T.e. Ha 4TeHWe, 3annucb WNU WUCMOSIHEHME) cUcTeMa NPOBEPSIET
coBrnageHne naeHTuuKkaTopoB BnagenbLeB npouecca 1 Bnagensues danna B
onpeaenéHHoOM nopsiake, U B 3aBUCUMOCTU OT pesynbraTta, NMPUMEHSIET Ty UNn
NHYIO Fpynny npas.

Nons3osatens
- Bnageneu?

Nposepka
npas
Bnagensla

oNnb3oBaTeNnb
- YNeH rpynne
Bnapeneues?

Mpoeepka NMpoeepka
npas npas AnA
rpynmnel OCTaNbHbIX




" A
YnpaBneHue goctynom B UNIX
NMpaBa pocTtyna

CTporo roBops, nNpu 3TOM MNPOBEPSETCA HEe COBCTBEHHO WAEHTUdMKATOP
nonb3oBatenda npouecca (UID), a T.H. ucrnonHumenbHbIl udeHmugbukamop
nonb3oeameris, EUID. OH cyuiecTByeT B CBA3M C TEM, YTO B XO4€ BbIMNOSTHEHNS
NPOLECC MOXET MEHATb CYObLEKT, OT WMMEHW KOTOPOro OH WCMOMHSAETCS.
[MogpobHee 06 aTOM ckKkaszaHo B pasgene [MoameHa waeHTUdgukartopa
npouecca.



" AW
YnpaBneHue goctynom B UNIX
Pa3pnensiemble KaTtanoru

[TlpaBO Ha 3anuCb AN4 Katarnora TpakTyeTCcs Kak BO3MOXHOCTb CO34aHUs U
yaaneHus pannos B HEM, a TakKe BO3SMOXHOCTb U3MEHeHNA aTpmubyToB
dannos (Hanpumep, nepenmeHoBaHue). lNpn aTom cybbekTy He 0ba3aTenbLHO
MMETb NpaBa Ha 3anucb Ans 3Tux pannos, NOCKOSbLKY U NepenMmeHOBaHNE U
yoarneHue davna sarparnmsaroT TOSIbKO CaM KaTarnor.

Taknm obpasom, M3 CBOEro katanora norib3oBaTenb MOXET yaanuTb Jiobon
dann. Yacto BO3HMKaAET CUTyauus, Korga Kartanor HYXHO WCNoSfb3oBaThb
COBMECTHO — B 3TOM Cnydae HeobxoaMmMo paspelunTb 3annucb B Hero nnbo
rpynne  nonb3oBartenen, nuMbo BceM  nonb3oBatenaMm  (Hanpumep,
obLecnucTeMHbIN KaTanor ans BpeMeHHbIX dannos /tmp). A ecnn 3anucb B
KaTanor paspelleHa BceM, TO NoOOM nonb3oBaTefb CMOXET yOanuTb B HEM
nobon dann. Ona mnibexanusa aton npobnemsl Obin gobasneH crneumnanbHbIN
aTpnbyT— sticky bit. [pn ycTaHOBKe 3TOro atpmbyTta nonb3oBaTenb, UMEOLWUN

OOCTYN Ha 3anucb B 3TOT KaTanor, MOXeET U3MEHSTb TONbKO fpuHadnexauwue
emy hanrnoi.



" A
YnpaBneHue goctynom B UNIX
NMNoameHa naeHTUdUMKaTopa npouecca

Kaxxgomy npoueccy UNIX npucBanBarTCA yeTbipe 4YucroBble
naeHTudukartopa:

mUID — ngeHtudukatop nonb3oBatend, nopoameLIEro AaHHbIN MPOLECC;

mGID - wupgeHTUdmkaTop rpynnbl MNofb3oBaTens, nopoaAMBLUErO AaHHbLIN
npoLecc;

mEUID — adpdeKTuUBHLIN naeHTUdUKaTOp nosnb3oBaTens;
mEGID — adbpekTnBHbIN MaeHTUdMKATOP rpynrbl Nofb3oBaTens.

O6bivHO EUID coenapgaetr ¢ UID, a EGID — ¢ GID. OgHako npu noamMeHe
naoeHTudunkaTopa rnpouecca 310 HU Tak.



" A
YnpaBneHue goctynom B UNIX
NMoameHa naeHTUdUKaTopa npouecca

B UNIX cywecTtByeT mexaHunam rnoomeHbl udeHmugukamopa (SetUID, SUID),
NO3BONIAOLWMIA NONb30BaTENSAM 3anyckaTb MPOLECChl C MAEHTUdMKaATOpamu
Opyrnx nonb3oBatenen. OTOT MExXaHM3M MNPUMEHSIETCA B TEX Crydasix, Koraa
npoueccy AOns  BbINOMHEHUA  ONpPeaenéHHbIX onepaunmnm  HeobxoamMmo
NpeoocTaBUTb MOBbIWEHHbIE MpaBa (Hanpumep, cynepnorib3oBaTtens) Wnu
nNpaBa Apyroro norb3oBartens.

[ToomMmeHa ngeHTuukaTopa NponcxogmT B TOM criyvae, ecrnv rnpouecc 3anyctuT
BMECTO cebs1 nNpu NOMOLLN CUCTEMHOIO BbI3OBa exec() nporpammy u3 ¢hadna, B
npaBax [AoCTyna KOTOPOro ycTaHoOBMeH 6um rnoOmMeHbl udeHmugbukamopa
nons3oeamerssa (SUID-6ut, obo3HavaeTca s (S) B CMMBOSIbHOW 3anucu rpas
OocTtyna). 3anyweHHbIn U3 3Toro doanna npouecc nonyvynT UCMONHUTENbHbLIN
noeHtngpukatop Brnagenoua (EUID) ddanna BmMecTto umaeHTudukartopa
BnagesnbLua npouecca-poautens (CM. pucyHok), bnarogaps 4emy UID npouecca
coXpaHseT MHopMaLmio O TOM, KTO Ha caMoM Oersie 3anyCTus nporpaMmmy.



"
YnpaBneHue goctynom B UNIX
NMoameHa naeHTUdUKaTopa npouecca

3anyck npouecca: 3anyck suid-npoyecca:

PoanTensckun npouecc: UID alice

l 3anyck l 3anyck

Ncnonuaemein thann NcnonHaembin chann
root:root rwxr-xr-x root:root rwsr-xr-x
/bin/sh /bin/passwd
Mpouecc Mpouecc
UID: alice UID: root

/bin/sh /bin/passwd




" A
YnpaBneHue goctynom B UNIX
NMoameHa naeHTUdUKaTopa npouecca

B coBpemeHHbIX UNIX-cuctemax npegyCcMoTpeH U ewe oauH OONOSNTHUTENbHbIN aTpubyT
— SetGID (SGID), 6ut noamMmeHbl naeHTudukarTopa rpynnbl. OTOT MeXaHM3M paboTaer
COBEpPLUEHHO aHanornyHo rnogmMeHe uaeHTudukaTopa nonb3oBaTtens, ¢ TeM OTIMYUEM,
YTO npouecc, 3anyLleHHbIn n3 ganna c arpudytom SetGID, nonyyaet maeHTudumkarTop
rpynnbl-Bnagensua gavna, UID xe ero octaetca HemameHHbIM. Micnonb3oBaHne SetGID
No3BONAET BecbMa rMOKMM 00pa3oM KOHTPONMPOBATb CUTyauUUIO MOBLILEHUS MpaB
OOCTyna npouecca.

Ocoboe 3HayeHne mmeloT aTpubyTbl noameHbl naeHtudukatopa (SetUID n SetGID),
YCTAHOBMNEHHbIE Ha KaTanorax — [Ans KataroroB TOXe WCNOoMb3ylTCcA npaBa Ha
NMCMNOSTHEHME, XOTS U UMEKT APYron CMbICI, YeM Yy UCMONHSEMbIX annos. ATpubyT
SetGID, ycrtaHOBreHHbIN Ha KaTanore, YykasblBaeT, 4To daunbl W nogkartanoru,
co3gaBaeMble BHYTPU 3TOro nogkararnora nobbiMu npoueccamu, byayT nony4vyatb TOT Xe
noeHTudukaTtop rpynnel, YTO U cam Kartanor. [Npuyem nogkatanorn OyayT Takke
HacrnegoBaTb aTpmbyT SetGID. Takon mexaHnam NCnonb3yeTcs Ans opraHn3aunm odLLmnx
KaTanoroB, gpansibl B KOTOPbIX OOMKHbI OblTb OOCTYMHbI Ha paBHbIX YCMOBUSAX rpynne
nonb3oBarenen. Atpnbyt SetUID, yctaHOBMNEHHbIN Ha KaTanore, NPOCTO UTHOPUPYETCS.

ATpI/I6yTbI NnoaMeHbI I/I,El,eHTI/ICbI/IKaTOpOB nofib3oBartesid 1 rpynrbl HECYT NMOoTeHUMaJIbHYIO
yrposy ©e30nacHOCTU CUCTEMbI U AOIMKHbI UCMOMb30BaTLCA C OCTOPOXHOCTbIO.



" A
YnpaBneHue goctynom B UNIX
YcTaHOBKa OONONMHUTENbHbIX OUTOB AocTyna

LindbpoBon bopmar 3anmcu
4000 — SUID

2000 — SGID

1000 — Sticky

chmod 4755 file2
chmod 2750 file3
chmod 1777 dir2 /



"
YnpaBneHue goctynom B UNIX
[MpaBa gocTyna no ymonyaHuio

[Mpouecc MOXeT co3gaBaTb 0ObLEKT ¢ NbbiMu atpnbytamn. B obwem crnyyae
0ObEKT co3aeTcs co cneaywmmm atpndbytamm 6e3o0nacHoOCTU:

menageney (UID) — EUID npouecca;

mrpynna (GID) — EGID npouecca, nnoo GID katanora, B KOTOPOM co3gaeTcsi O6bekT (B
BSD-cuctemax);

mnpasa JocCTyna — cornacHo umask.

[Mpn cos3paHun danna wunu OupekTopun, cpedga onepaunmoHHOW CUCTEMD
npucBanBaeT UM onpeaerneHHble npasa 4ocTyna rno ymonyaHuoo, u umask - ato
nonb3oBaTenbckad Macka (user mask), KoTopaa wucnonb3yerca O
onpeaeneHnsa KOHeYHbIX npas gocTtyna.

TeKylyto Macky MOXHO y3HaTb, HabpaB B KOMaHOHOM CTpoke umask ©6e3
napameTpoB. Macka no ymon4aHuio:

m0002 — onsa oObl4HbIX NONb30OBaTENEN;
m0022 — ang root’a



" A
YnpaBneHue goctynom B UNIX

[MpaBa gocTyna no ymonyaHuio

B UNIX cywecTtBytoT 6a3oBble npasa:
mans banna - 0666 (rw-rw-rw-);
mana gupekTopumn - 0777 (rwxrwxrwx).

[Mpn cospgaHum obbekTa Ha aTn BGa3oBble NpaBa HaknagbiBaeTcsa Macka. OHa ykasblBaeT,
Kakme 6uTbl crnegyer cbpocuTb B BbICTABNSIEMbIX NpaBax Ha dann — Kaxabln
YCTaHOBMEHHLIN 6UT umask 3anpeluaeT BbICTaBfEHME COOTBETCTByKOLlEro 6uta npas.
NckntodeHnem n3 aToro 3anpeta aBnsieTca 6UT UCNOoSTHAEMOCTU, KOTOPbIN AN 0ObIYHbIX
drannoB 3aBUCUT OT co3daroLlen nporpaMmmbl (TPAHCAATOPLI CTaBAT OUT UCNOSTHAEMOCTH
Ha co3gaBaemble hawnbl, ApyrMe nporpamMmbl — HET), a And KatanoroB cregyet
oOLemy npasuny.

Hanpumep, ans macku 0002 npaea No yMon4aHuo anst AUPEKTopun paBHbl 775 (rwxrwxr-
X), a ana danna - 664 (rw-rw-r--).

UcknoveHus:

mdnar “-p” y KoMmaHObl cp COXpaHdAeT npasa goctyna npu konuposaHun. SUID/SGID
donarn copacbiBatoTcA, €crv KomaHay 3anyctun He root.

m[lpn nepemelleHnn darna (mw) CoOXpaHsIloTCs Bce OMTbI AOCTYyNa, HO AN 3TOro Haao
nmeTb OUT 3anucK B NpaBax Ha oba katanora.



" J
YnpaBneHue goctynom B UNIX
Cynepnonb3oBaTtesb

[Monb3oBaTernb root (oH Xe cyneprornb3ogamerib) umeeT Hynesble UID n GID u
urpaet ponb dogepeHHo20 cybbekma UNIX. 3TO 3Ha4UT, YTO OH He
NOOYMHAETCS 3aKoHaM, KOTopble yrpassoT npasamMu JOCTyna, U MOXET Mo
CBOEMY YCMOTPEHMIO 3TN NpaBa U3MeHATb. bonbluas YyacTb 00Lwe3HauYMMbIX
(He NpuHaanexawmx KOHKPETHbIM NOb30BaTENsIM) KOMMIOHEHTOB CUCTEMBI
OOCTyMHa Ana Mmoandukauum TonbKo cynepnonb30BaTento.

Cynepnosnb3oBaTtesib paboTaeT Ha ypoBHe AOCTYyNa a4pa, Tak YTO OH sIBNsieTcs,
MO CYyTWU, HEOTbEMSIEMbIM KOMMOHEHTOM CaMOM CUCTEMBI.

MHormne komaHgbl 4OSTKHbI UCMOSTHATLCS TOSNTIbKO OT MMEHU Cyrnepnosib3oBaTens,
TaK Kak B HUX NPOU3BOANTCA B3aUMOOENCTBME C YacTAMU a4pa, OTBEYaoLLNMK
3a B3anmopgemncTeue ¢ annapaTtypon, npaBomM OocTyna v T. n. Ecnu xe Takne
KOMaHbl paspeLllaeTcd 3anyckaTb NPOCTbIM NOMb3oBaTendam, NPUMeEHSETCS
PaCCMOTPEHHLIN BbllLe MexaHU3M NoaAMeHbl MaeHTUuKaTopa nonb3oBaTens.



" J
YnpaBneHue goctynom B UNIX
Cynepnonb3oBaTtesb

AomuHuctpuposadHne B UNIX (1. e. ynpaBneHue oOLEe3HaYMMbIMK
XapakTepuctukamm cuctembl) TpebyeT npusunerun cynepnonb3oBatens. [pu
paboTe C nMOBbIWEHHbIMA MNPUBUNErNAMN, B OCODEHHOCTM OT WMEHM
nosib3oBartend root cneayeT ObiTb 0O4EHb OCTOPOXKHbBIM: BbIMOSIHEHNE HEBEPHOM

KOMaHObl MOXET TMPUBECTU K BbIXOQAY CUCTEMbI U3 CTPOA W yTpaTe
NHpopmauunu.

Ecnn, Hanpumep, B koMmaHae rm —rf /*.bak oOWMOOYHO NOCTaBUTb NPobdern

Mexay 3Be3qoyvkon un Todkon, cama OC u Bce xpaHswmecss B HeW AaHHble
byayT HeMeaneHHO N HeobpPaTUMO YHUYTOXEHDI.

MoaToMy paxe agMUHUCTpPATOPbl HUKOrAa He paboTalT B KOMaHOHOMW
060noyke ¢ npaBamu cyrnepronb3oBaTenst BCE BPeMs, a NepexoasT B Pexum
cyrnepnornb3oBaTensi TONbKO TOrda, Korga 37O AeWcTBUTENbHO Heobxoaumo

(Hanpumep, ¢ nomoLllbio KomaHg su (Substitute User) u sudo (Substitute User
DO)).



"
YnpaBneHue goctynom B UNIX

Krnaccuuecka mogenb ynpasneHua goctynom DAC. Utorn

Kaxxobin 06bekT UNIX nmeetr atpubyTbl 3aimTbl, BKAOYawWwmne B cedbsa Tpu
arneMeHTa:

muaeHTudunkatop srnagensua obvekra (UID);
muaeHTudukartop rpynnel-Bragensua obsvekra (GID);
mBEKTOp JOCTyna.

BekTtop gocTtyna BkntovaeT B ceba crieqyolmne arnemMeHThl:

mTUN obbekTa — 1 ouT;

mbut SUID;

mbut SGID;

mOuT sticky;

mnpaBa 4ocTyna Bnagensua — 3 6uta (rwx);

mnpaBa OOCTyna nosfib3oBartenen, BXoaswmux B rpynny ernagenoua — 3 6uta
(rwx);

mnpaBa AOCTYyna BCex ocTasribHbIX Nofib3oBatenien — 3 outa (rwx).



"
YnpaBneHue goctynom B UNIX

OrpaHuyeHna O6aszoBOoU Mopaenu ynpaBneHUsA [OCTYNOM U ee
pacwupeHus

[Mpoctota cuctembl npaB pgoctyna UNIX npuBogut K  HEKOTOPbIM
OrpaHUYeHUsM.

mOrpaHnyeHHbIn Habop nNpae gocTtyna (rwx).
mHeT BO3MOXHOCTUM AaTb pasHbIM rpynnam nonb3oBaTenen pasHble npasa gocTyna.
mYNpaBnaTb rpynnamMm MOXeT TONbKO root.

m[lonb3oBaTtenb MMEET KOHTPONMb HaA CBOMMKM OOBbEKTaMM N MOXET CHU3UTb WX
0e30nacHOCTb.

PeLwweHus:

mOMOSHUTESNbHbIE NpaBa A40CTYNa;

mPOSIX ACL;

mPOSIX capabilites (BoamoxxHOCTH, Npusunerun);
mansTepHaTuBHble mogenun desonacHoctn (MAC, RBAC, DTE).



"
YnpaBneHue goctynom B UNIX

JononHuTenbHbIe NpaBa gocTyna

B UNIX ©6e3onacHOCTb YCTpoeHa O4YeHb MPOCTO NO NpuHUMY «Bce (root), nnu
Hu4yero (NOYTM HUYEro ANs BCeX OCTalbHbIX Mnorib3oBartenen)». BosHukatoT
CuUTyauumu, korga HeobxoaMmMo 3aLUTUTLCA OT BCEMOryLLero root’a.

[MosiBUNUCL OONOMHUTENBbHLIE NMpaBa AOCTyna, orpaHn4YnBaKoLmMe BO3MOXHOCTU
CTaHOapTHLIX onepauun Hag obbekTamu (dpannamn).

mappend_only: ons ganna — TonbKo gonucbiBaTb (€CNM €CTb NpaBo W), Ans Karanora —
TONbKO co3gaBaTb B HEM dbaunnbl.

mnounlink: 3anpewaet yoanaTtb Unn nepeMmeHoBbIBaTb doans/kaTanor.

mimmutable: anga danna — HU4Yero Henb3s, KPOMe YTEHUSI/KONUPOBAHWSA, ANs KaTtanora —
Henb3s co3aaBaTb M yaansaTb dannbl, a Takke NepenmMeHoBbIBaTb KaTanor.

YnpasneHue:
mLinux: chattr;
mBSD: chflags.



"
YnpaBneHue goctynom B UNIX

JononHuTenbHbIe NpaBa gocTyna

EcTb kKomaHabl ynpasJlieHna AOOnorNHUTErNIbHbIMK MpaBaMi O0CTYyMa, HO KTO
MOXET MW NONb30BaTbCA?

Cuctema MOXeT HaxoouTbCs B OoBepeHHOM (single user mode) n B He
[OBEPEHHOM COCTOSIHUW.

Hanpumep, B FreeBSD ectb koHuenuma securelevel (-1, 0, 1, 2, 3). Npwu
3arpy3ke cucrtembl securelevel ctapTyeTr C ypoBHA -1 M Noka YpOBEHb He
noBbICUTCA A0 2 (cuctema BCe elle HaxoauTca B AOBEPEHHOM COCTOAHUMN)
MOXXHO yNpaBnATb AOMONMHUTENBbHBIMWU MpaBamMu 4OCTyna.



"
YnpaBneHue goctynom B UNIX
POSIX ACL

Iﬂ,aeT BO3MOXHOCTb TpaHyJIMPOBaAHHO BbICTABJIATb MMpaBa Ha o6bekTbl Ans
Kaxgoro I'IOJ'Ib3OBaTeJ'IFI/prI'II'IbI B CUCTEME.

m [pebyeT nogaepxkn ot panrioBon CUCTEMBI.
mACL ponosnHAaeT obbiyHbIe rpasa docmyra, a He 3aMeLLaeT UX.

setfacl —m group:mygroup:rw- myfilel
setfacl —m user:bob:rwx myfile2
getfacl myfile2

file: myfile2

owner: root

H H H 0

group: root
user: :rw-
user:bob:rwx
group: :r—
group:mygroup:rw-
mask: :rw-

other::r--



"
YnpaBneHue goctynom B UNIX
POSIX ACL

[Mpun ncnonb3oBaHn ACL Hago gepXaTb B yMe, YTO MPU HEKOTOPbLIX dhansioBbIX
ornepaumax MOXHO NOTEPSATb 3TU HACTPOUKN. Hanpumep:

mKonunpoBaTtb pann ¢ ACL Heobxogumo c onumen cp -p file.txt ~/,
HOmv file.txt ~/ n 0e3 oonofHUTENBLHbLIX onuumn coxpanut ACL.

m[lpu KonuposBaHun panna c Toma, CMOHTUPOBAHHOIO C onuuen acl, Ha
TOM noacl, yctaHoBneHHble ACL noTtepstoTca.

m[loTtepate ACL MOXHO npu Bakane cpeacreamu, He ymerowmmm paboTtaTtb

c ACL. Ina obxoga aTux orpaHUYeHnn MOXXHO COXpaHATbL HacTponkn ACL B
oTaesnbHbIM dpann ¢ nomouwbo getfacl, ¢ nocnegywwmm setfacl U3 dpanna

npu onepawmn BOCCTAHOBMEHUA UX apXuUBa.
mHe Bce yTunnTbl KOMaHgHOW CTpoku nogaepxusatoT ACL.



" A
YnpaBneHue goctynom B UNIX
POSIX capabilities

[MoHATMe npuBunermn cybbekTa Agoctyna B paHHuMx Bepcuax UNIX
OTCyTCTBOBano. B ganbHenwem aTa KOHUENUMA BBOAMUIIACH B pPasHbIX BETBSX
aponoumn UNIX HeszaBucmmo gpyr ot gpyra. B Hanbonee pacnpocTpaHeHHOon
Ha CEerogHsAWHUW OeHb ee peanus3auumu, npuMeHaemMou B 4acTHocTM Linux,
NPUBUIIENMN Ha3bIBalOTCA 803MOXXHOCMSAMU (capabilities).

mCAP_CHOWN - nosBonger moanduumpoBaTtb uaeHTUdUKaATOpbl Bnagenbua wunm
rpynnbl Bnagenoua noboro o6bekTa;

mCAP_SETUID — nossonsieT yctaHasnmeatb 6uT SUID B BekTOpe goctyna o6bekTa;
mCAP_SETGID — nossongdet yctaHaenmBatb 6UT SGID B BEKTOpe AOCTYynNa 06beKTa;

mCAP_LINUX IMMUTABLE - nosBonsieT yCTaHOBKY [LOMOMHUTENbHbIX aTpubyToB
EXT2 APPEND_ FL v EXT2_IMMUTABLE_FL ons dannoson cuctemol ext2;

mCAP_NET _BIND_SERVICE - nosBonsieT npmBsA3Ky K 3ape3epBUPOBaHHLIM MopTam
COKETOB AOMEHOB UHTEPHET (TO eCTb K HOMepam nopTtoB meHee 1024);

mCAP_SETPCAP - paspelwaeTr vnu 3anpelwsaeTr nodble BO3MOXHOCTM B OOMNYCTUMbIX
BO3MOXXHOCTHAX BbI3blBalOLLEro MpoLecca, YCTAHOBIMEHHbIX B/M3 nObGbIX  Apyrux
npoueccax.



" A
YnpaBneHue goctynom B Windows

O61beKkTbl gocTyna

m B OC cemeuctea MS Windows Bce 06bekTbl OC aBnsTcsa 00beKTamu
goctyna. MHadve roBopsi, ooctyn cybbektoB K nobomy obvekty OC moxer
ObITb MPON3BOSIbHO OrPaHNYEH.

m ATpnbytbl 3awmtbl obbekta Windows BXxoOAT B 4Mcno obsi3aTeribHbIX
aTpnbyToB, 6€3 HUX 0OBLEKT PU3NYECKM HE MOXET CcyllecTBoBaTh. [axe Te
0ObEeKTbI, KOTOPbIE HE MOTYT MMETb aTpUOyTOB 3alnTbl (HaNpumep, dann B
FAT), npn OTKPbLITUX NOMyyaloT BPEMEHHLIN Habop aTpumbyToB 3alnThbl
«0OBEKT 06LLENOCTYMNEHY.

m B Windows Habop TMnoB o6bekToB HE 3aaaH XecTko B koge OC, oH MOXeT

pacwmpaTbca cucteMHbiM 10, B TOM ducre n paspaboTaHHbIM TPETbUMMU
dompmamn.

B Windows 7 u Bbiwie onpeaeneHo 6onee 40 ctaHOapTHbIX TUNOB OOBLEKTOB,

OOMNbLUMHCTBO M3  KOTOPbIX uUcnonb3ytotcsa BHYTpU OC U HeOoCTYMHbI
NpUKNagHbIM NporpaMmmMam.



" A
YnpaBneHue aoctynom B Windows

O61beKkTbl gocTyna

Kak npaBuno, npuknagHble nporpamMmmbl paboTalT TONMbko C OObekTamu
crnenyoLmnx TUMOB:

drannosble 06bLEKTHLI (hannbl, KaTanorun, yCTponcTea, MUMEHOBaHHbIE KaHarnbl U T.M.);
KINKOYKM peecTpa;

CeKUMKn pasgensemon namsaTu;

npouecchl N NOTOKY;

MbHOTEKCbI;

cemadopesl;

nopThl;

MapKepbl 4OCTYyNa;

paboune cTonbl;

OKOHHblE CTaHUWU;

NakeTHble 3aaHus;

anpekTopun gepesa obbekToB (\ObjectTypes);
CUMBOJIMYECKME CBSA3N (NTIMHKN) AepeBa 0ObLEKTOB.



" A
YnpaBneHue goctynom B Windows

CybbekTbl goctyna

OC Windows nogaepxvBaeT criegyrolimne Tunol CyobekToB gocTyna:

m [lonb3o8ameriu, BKoYaa  ricegooriofnibdoeamerietd. K nocnegHum
OTHOCATCA criegyowmne cydbeKkTsbl 4oCTyna:

SYSTEM — OC nokanbHoOro komnbetotepa. [aHHbIM Nonb3oBaTenb Bcerga BXoauT B
rpynny Administrators n Bcerga nmeet Bce npusuneruu;

LOCAL SERVICE — nceBgononb3oBartesb, OT MMEHU KOTOPOro BbINOMHAKTCS CETEBbIE
CepBUCHI;

ANONYMOUS - «bBecnpaBHbii» nceBOonorb3oBaTefb, OT WMEHM KOTOPOro
BbIMOSTHAKOTCS CEeTEBLIE 3anpOChl, cAeNaHHble B paMkax Hynb-ceccun (null session);

<<ums_komnbloTepa>>$ - nceBaononb3oBaTeENN, COOTBETCTBYIOLLIME KOMMbIOTEPAM,
Bxoasawmm B AomMeH. OHM  uCnonb3yrTca MNpu  B3auMMHOM  ayTeHTuduMKauum
KOMMbIOTEPOB B Necy [OOMEeHOB W And  AenerMpoBaHns  MOFHOMOYUMN
ncesgononb3oBatento SYSTEM oaHoro komnbioTEpPa Ha ApyrMe KoMnbloTepbl feca
OOMEHOB.

m [pynnbl nonb3oeamersied. lNonb3oBaTenb MOXET BXOAUTb B MOTEHUMANbHO
HeorpaHnyeHHoe KonndecTtBo rpynn. Cpeaun Bcex rpynmn, B KOTOpble BXOAUT
nosfib30BaTesb, BblAENSETCA oaHa rnepsuyHas epynia (Anss COBMECTUMOCTU
co ctaHgaptom POSIX) .



"
YnpaBneHue aoctynom B Windows

CybbekTbl goctyna

| Cneuuaanb/e 8PEMEHHbIe ePYIIribl. B otnuume oOT O0ObIYHbIX rpynn

YJ1eHCTBO noNnib3oBaTtesid B TAKNX rpynnax onpegendeTcs He
agMuHucTpatopoMm, a camonm OC B 3aBuMcMMOCTM OT  crnocoba
B3aMMOLENCTBUA nonb3oBartenida ¢ cucremon. K crneumanbHbiM rpynnam
OTHOCHATCHA:

INTERACTIVE - nonb3oBartenu, paboTtatowme C CUCTEMOWN NoKanbHO (0ObIMHO He

6onee ogHoro);

NETWORK - nonb3oBartenu, paboTatolime ¢ CMcCTeMoun Yepes CeTb;

DIAL_UP — nonb3oBaTenu, paboTtaloLimne ¢ CUCTEMON N0 MOAEMY;

BATCH — nonb3oBatenn u nceeaononb3oBaTeniv, OT MMEHU KOTOPLIX 3anyLlleHbl

nakeTHble 3agaHus (batch jobs);

SERVICE - nonb3oBatenu n nceesoonorib3oBaTenn, OT UMEHU KOTOPbIX BbINOMHSAKTCS

CepBUCHI;

TERMINAL SERVER USER - nonb3oBaTtenun, paboTtawliue ¢ cUcteMonm 4epes
TEPMUHarbHYO CECCUIO.



" A
YnpaBneHue goctynom B Windows

CybbekTbl goctyna

m  OmHocumeribHble cybbekmbl. QTN CyObEeKTbl onpenenatTca OTHOCUTENbHO
oObeKkTa, AN KOToporo onpegenswTcs npasa poctyna. CyuwecTByroT
cnegyroLwmne oTHocuTeribHble CyObeKThI:

CREATOR_OWNER - Bnageneu o6bekTa;

CREATOR_GROUP — nepBu4yHas rpynna Bnagenbua oobekTa.

OTHOCUTENbHbIE CYOBLEKTBHI WCMOMb3YKTCS, €CNM HYXXHO onucaTb npaea
OocTyna nornb3oBaTenen K 00bekTaM Mo MPUHLMMNY «4TO KOMY MPUHAONEXUT,
TO eMy U OOCTYIMHO».
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UoeHTtndpunkatop 6esonacHoctn SID. CTpykTypa naeHtudmkaropa
Ge3onacHoOCTHU

m [na wnoeHTudukaumm cybwvektoB poctyna B Windows ucnonb3yertcs
ocoObIn TMN naeHTudukaTopa, HasbiBaembin SID (Security ID).

m [lpeponpeneneHHble cybbekTbl 4OCTYyNa, NepeyYucrieHHble Bbllle, a Takke
rpynna Everyone (rpynna, B KOTOpPYI BXOAAT BCE NOfb30BaTENN, BO3MOXHO,
32  UCKIMIOYEHMEM ncesgononb3oBatend  ANONYMOUS)  umetot
cTaHaapTHble naeHTudunkatopsbl, obwme ans scex aksemnnsapos OC.

m [lna Bcex ocTanbHbIX Monb3oBatenen uaeHTudukaTopbl Oe3onacHocTu
EHEepPUpPYTCA NpU COo3daHUM YYeTHOM 3anucu M OHW  YHUKAlbHbl B
npegenax BCeEN BCENEeHHOW (UCKITIOYEHNE — HEKOPPEKTHOE «KNMOHUPOBaHNE»
OC 13 ogHOW pe3epBHOM KOMun).

MmenHo SID (a He wMeHa nonb3oBaTenen, KoTopble MOryT He ObITb
YHUKaNbHbIMW) Crly>XaT OCHOBOW AN uaeHTudmnkaunm cybbekToB BHYTPEHHUMU
npoueccamn OC Windows.
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UoeHTtndpunkatop 6esonacHoctn SID. CTpykTypa naeHtudmkaropa
Ge3onacHoOCTHU

NoeHTndumkatop 6e30nacHOCTM XpaHuTca B GuMHapHOM BuAe B Oase OaHHbIX
MeHemkepa yyeTHbIX 3anmcen SAM (Security Account Manager).

CylwecTtByeT Takke W TekctoBass opma npeactasneHma SID. TekctoBagd

dopma wucnonb3lyeTca Ons BbiBOA4a Tekywero 3HadeHuss SID, a Takke angd
NHTEPaKTUBHOIO BBOAA (Hanpumep, B peecTp).

B TekctoBoM opme Kaxabil umnaeHTudukatop 6e3onacHoCTM  UMeeT

onpeneneHHsIn dopmat. BHayane HaxoanTca npeduke S, 3a KOTOpbIM criegyeT
rpynna yucen, pasgesieHHbIX gedoucamu.
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UoeHTtndpunkatop 6esonacHoctn SID. CTpykTypa naeHtudmkaropa
Ge3onacHoOCTHU

CumBOnUYecKkn CTpyKTypa wnaeHTudukatopa 6e3onacHOCTM MOXET ObITb
onuncaHa cnegyouwmm obpasom:

S-R-1-SA;-SA;-SA,-SA; -SA, ...
30ecb Kaxablh cCMMBOST 0003HaAYaEeT rpynny ouT, MMeLWnxX onpeaeneHHoe
3Ha4YeHne, a MMEHHO:

m S —npeacTaBnseT cMMBOS S, KOTOPbI 0603HAYaEeT, YTO JanbHeNLlee YNCIoBoe
3Ha4YeHne ABnAeTca naeHTudunkaTtopom 6e3onacHoOCTy;

m R - npegcraenset Bepcuto (RevisionLevel) bopmaTa ngeHtudmkaTopa
6e3onacHocTn. HaunHaa ¢ OC Windows NT Bepcuu 3.1, dopmaTt ngeHtmudukaropa
BGe3onacHOCTN HEe N3MeHSNCAa 1 No3ToMy 3HavyeHne R Bcerga paBHO 1;

m | —npeacraenset 48-6uTHoe Yncno, koTopoe obo3HaYaeT ypogeHb asmopusaluu
yyemHou 3arnucu (Toplevel Authority nnu Identifier Authority), koTopas ceasaHa ¢
OaHHbIM UAeHTUMKaTopoM 6e30nacHOCTU. DTO 3HAYEHNE TaKKe Ha3blBaeTCH
udeHmugukamopom asmopusayuu y4emHou 3anucu. ['log ypoBHeM aBTOpU3aLnn
NOHMMAaETCs YpPOBEHb, HA KOTOPOM Obifa co3gaHa yyeTHasi 3anuch;
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UoeHTtndpunkatop 6esonacHoctn SID. CTpykTypa naeHtudmkaropa
Ge3onacHoOCTHU

m  SA, — npeacraenser 32-OMTHOE 4YMUCIIO, KOTOPOE YTOYHSIET YPOBEHb aBTOpU3aLMU
ydeTHoM 3anucnm  (Subauthority), cBfi3aHHOM C [OaHHLIM  MOEHTUGUKATOPOM
6e3onacHOCTN. DTO YMCIIO TakKe HasblBaeTCs OmHocumesribHbIM UOeHmuguKamopom
yyemHou 3anucu (Relative Identifier, RID). OTHocutenbHble wnaeHTUdUKaTOPDI
Y4YETHOM 3anucun npegHasHadeHbl AN KOHKpeTusauum unuv, OpyrmMmn CcrioBamu,
OOHO3HA4YHOW unaeHTUdMKauMn ydeTHbIX 3anucen. B obuwem crnyyae KonmyectBo
outoBbIX nonen Tuna SA B wuaeHTudukatope 6e30MacHOCTU MOXKET OblTb
NPOM3BOSIbHbIM.

Ona npumepa, SID agMuHUCTpaTtopa cucteMbl UMeeT BUA: S—1-5—<gomeH>—
500, a SID rpynnbl Everyone, B KOTOpYIO BXOOAT BCE MONbL30BATENU, UCKNOYad
aHOHMMHbIX: S—1-1-0.

dakTnyeckn uageHtudukatop 6esonacHoOCTM MOEHTUPUUMPYET MNorb3oBaTend
Ha YypOBHE cucteMbl ©Oe3onacHocThU. WMcnonb3oBaHne waeHTUUKaTopa
B6esonacHOCTM yckopsieT paboTy cucTtemMbl ©0e30nacHOCTU, T.K. B 9TOM criyyae
cuctema npu naeHTUukaumm nonb3oBarenen pabotaetr ¢ YMCMOBLIMU, a He
CUMBOJSTbHBIMWU AaHHBIMM.
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MeToabl U npaBa gocTtyna

OC Windows nogogepxuBaet o 22 MeToAoB OOCTyna CybbekToB K
obbekTam Kaxgoro Tuna. LlecTtb meTomoB goctyna npeactaBnsitoT
cobon cmaHOapmHble MemoOkl, NnoaaepXuBaembole Anss 06bLEKTOB BCEX
TUMNOB:

vyaaneHune 06'beKTa;

nosnyvyeHune anI/I6yTOB 3alnThbl O6'beKTa;

N3IMEHEHUE CINCKa O0CTyNna O6'beKTa;

N3MeHeHne BnagenbLa oobekTa;

nomnyyvyeHne n nSMeHeHne napameTpoB aygunta B OTHOLLEHNN O6'beKTa;

oXngaHue obObekTa.

[na kaxxgoro Tuna obbekTa nogaepxuBaetrca Ao 16 creyugbuyHbix Memooos
docmyna (cm, Hanpumep, NpockypuH B.I., 2014). HekoTopble U3 3TUX METOOO0B
aoctyna TpebyoT Hannumnsa y cybbekTa gocTyna creumanbHbIX NPUBUMIETUN.
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MeToabl U npaBa gocTtyna

Kaxgomy cneunmdgpundHomy metody pocrtyna, nogaepxusaemomy B Windows,
COOTBETCTBYET /1pas0 Ha €ro ocyllecTBneHne. 3TW npaBa [LOCTyrna TaKke
Ha3bIBAOTCA CreyuguUYHbIMU, NOCKOMNbKY OHU CrneumM@uyHbl ONna KaXKgoro tuna
00BLEKTOB.

Kaxxgomy cTaHgapTHOMYy MeTody AOCTyna, 3a  WUCKMKYeHMeM MeToaa
«MNOSfTly4YeHNE N N3MEHEHME NAapaMETPOB ayamTa B OTHOLLEHUN OOBbEKTay», TakkKe
COOTBETCTBYET NpaBO AOCTyna, [Jdawuliee BO3MOXHOCTb peanu3auum
COOTBETCTBYIOLLEr0O MeToda [foctyna. Takue npaBa AOCTyna HasbiBalOTCH
cmaHdOapmHbIMU.

[na HekoTOpbIX TUMNOB OOLEKTOB CTaHOApPTHble M cneundundHble rnpasa
OOCTyrna peanu3oBaHbl He BMOSIHE KOPPEKTHO (Hanpumep, npu MNonbITKe
nonyyeHnss aTpumbyToB 3aWmTbl OObEKTa «MNpouecc» MPOBEPSETCA He
CTaHOapTHOE NpaBO «MonyvyeHne aTpubyToB 3aWmnThl», a cneundnyHoe npaBso
«nony4yeHne nHopmaumm o npoLeccey).
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MeToabl U npaBa gocTtyna

Takke Windows noggepxvBaeTr Tak HasbiBaeMble obuwue (generic) wnwu
omobpaxkaemble (mapped) npaBa goctyna K 06bLeKkTy fobdoro Tmna:

yteHne (GENERIC_READ);

3anucb (GENERIC_WRITE);
BbinosiHeHne (GENERIC _EXECUTE);
Bce pencteuna (GENERIC_ALL).

Kaxpoe n3 oTobpaxaeMblx npaB AocTyna npeactaBnseT coboll HeKoTopbi Habop
CTaHOApPTHbIX U CrneuudUYHbIX NpaB [A0CTyna, 3aBUCALLMIA OT Tuna obbekTa JocTyna.
CoenaHo 3To ANnA Toro, YToGbl 06nerYmMTb HacCTPOWKY NpaB AocTyna Ansd pas3paboTymkoB
N aAMUHUCTPATOPOB CUCTEMbI.

CnegyeT MMeTb B BMAY, YTO MNOPSAoOK OoTobpakeHust oOuimMx npaB goctyna B Habop
CTaHAApPTHbIX U crneunMduyHbIX NpaB He o00si3aTenbHO COBMNaAaeT C WHTYUTUBHbBIM
CMbicnom obLero npaea gocTyna.
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MeToabl U npaBa gocTtyna

[MocnegHum knaccom npasB goctyna, noaaepxusaembix Windows, aABnaroTCS
gupmyarbHble ripasa docmyria. BupTtyanbHble npaBa 4OCTyrna He MOryT ObITb
npeaocTaBrieHbl CyObeKTY, HO MOryT ObITb UM 3arnpoLUEHblI.

nO,D,D,epH(VIBaI-OTCFI ABa BNPTYyalibHbIX MpaBa AOCTYyna.:
s  MAXIMUM_ALLOWED;
s ACCESS SYSTEM_SECURITY.

3anpawmuBaa BupTyanbHoe npaso MAXIMUM _ALLOWED Ha poctyn K
00beKTy, CyObekT TeM camMbiM TpelyeT OTKPbITUA 0bbekTa ¢ MakcumaribHO
OOCTYNHbIMK emy npaBamu. OC npu 3TOM NPOBOAUT AeTalbHbIA aHanu3 npas
A0CTyna AaHHOro cybbekTa rno OTHOLLEHUIO K JaHHOMY OOBLEKTY.

BuptyancHoe npaBo ACCESS SYSTEM SECURITY — 310 npaBo Ha
nony4yeHne n n3MeHeHMe napameTpoB ayauTta no gaHHomy obbekTy. [pn aToMm
cyObekT gormkeH obnagaTtb COOTBETCTBYHOLLEN MNpUBUAErMen gocTyna u 3To
Oynet o3HayaTb BO3MOXHOCTb peannsoBaTb AaHHOe npaBo cybbekTa K nobomy
0b6bekTy OC. NoaTomy gaHHOEe NpaBo AOCTyNa SBAAETCA BUPTYasribHbIM.
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MeToabl U npaBa gocTtyna

Ntak, B OC Windows wumeloTcs criegyrowime Knaccbl npaB AocTyna U
oTBevYaloLWme UM MeToadbl AOCTynNa:

CTaHOapTHbIE NpaBa;
cneundunyHble Npasa;

obwue (oTobpakaemble) npaea;
BUPTYyarbHbI€ NpaBa.



" A
YnpaBneHue goctynom B Windows

NMpuBunernn cyobekTtoB gocrtyna

Kaxkgbin nonb3oBatenb W ncesgononb3osatens Windows obnapaer
HEKOTOPbIM  (BO3MOXHO, MyCTbiM) Habopom npusunernn. [lpusunernu
npeactaensaldT cobon npaBa Ha BbINOMHEHME CYObLEKTOM  OENCTBUM,
KacaloLMXCHa BCEN CUCTEMbI B LIENIOM, a HEe OTAENbHbIX ee CyObeKTOB.

[lepeuncrninm HeEKOTOpblE OCHOBHblE MPUBUSIENMN, MOAAEPXUBAEMblE B
coBpeMeHHbIX Bepcuax Windows:

co3gaBaTb pe3epBHble KOMUN MHPOPMaLIMK, XPaHSALLENCH Ha XXeCTKUX ANCKaXx;
BOCCTaHaBnNMBaTb MHAOOPMALMIO Ha XXECTKUX AUCKaX C Pe3epPBHbIX KOMUI;
oTnaxmBaTb NPorpamMmmbi;

3arpyxarb 1 BbIrpykaTb ApanBepbl U CEPBUCHI;

00bABNATL cedsa Bnagensuem noboro obbLekTa;

0o0aBnsaTb 3anncK B XXypHan ayamTa.

AamuHuctpatopbl OC [O0MKHbI NOAXOAUTb K Ha3Ha4YeHuo Morb3oBaTensm
NPUBUMENNA C MakCUManbHOW OTBETCTBEHHOCTbID. Ocoboe BHMMaHWe crieqyet
yOEnsTb BblllenepevymncreHHbIM OrnacHbIM NPUBUNETUSIM.
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NMpuBunernn cyobekTtoB gocrtyna

[ToMmnumo ABHO onpefeneHHbix npusunernn, B Windows CyuwleCTBYIOT Takke
NpUBUIIENMN, HEABHO ONpeaerneHHble Yepes npegonpeneneHHslie rpynmnol.

Hanpumep, rpynna Administrators obnagaetr uenbiM psgoM  HEABHO
onpeaeneHHbIX NPMBUMErMA, HaNpumep, NPMBUNIErMEN PerncTpmpoBaTthb NOOLIX
nonb3oBaTenien, npuBunernen nepeHasHadaTb Bnagenbua nodoro obbekTa u

T.A0.
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Mapkep aocrtyna

CybObeKTbl, Kak BNPO4YEM M OOBbEKTbI, AOIMKHbI UMETb OTIIUYUTESbHbIE NPU3HAKN
— KOHTEKCT cybbekTa, ond Toro 4Ytobbl cMcTemMa Morna KOHTPOnMpoBaTb MX
aencteus. [lpy MHTEpakTMBHOM BXO4e B CUCTEMY Morb3oBaTeflb OObIYHO
BBOOMUT cBoe uMMA W rnapornb. Cuctema (npoueaypa winlogon) nNo MMeEHU
HaxoOuUT COOTBETCTBYHOLLYIO YYETHYHO 3annCb, U3BIEKaeT U3 Hee Heobxoanmyro
nHpopmaumio 0  nonb3oBartene, OPMUPYET  CAUCOK  NPUBUNENUN,
accoLMMpOoBaHHbLIX C Monb3oBaTesieM U ero rpynnamMm, n Bce 3To 00beNHSET B
CTPYKTYPY AOaHHbIX, KOTopas Ha3blBaeTca mapkepom docmyna (access token).
OTOT MapKep npucBaMBaeTCs HadarbHOMY rMpoueccy nonb3oBaTens (Kak
npasuno, Windows Explorer). Mapkep pgoctyna wuMeT Takke U
nceBAononb3oBaTesu.

Kaxxgbin npouecc, nopoXaeHHbIn B AdanbHEWWeM nosfb3oBartesieM, nonydaer
CBOKO KOMWKO Mapkepa [OOocTyna nonb3oBaTend, 3Ta Konus 4aBrndercd
obs3aTenbHbIM aTpubyTom npouecca. [lpouecc, He wuMelWMn Mapkepa
OOCTyrna, He MOXET CyllecTBoBaTb. Takke MapKkepbl OocTyrna MoryT
Ha3Ha4YaTbCs OTAENMbHLIM MOTOKAM.
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Mapkep aocrtyna

Cpok Mpynnel |DACL OrpaHu4eHHble SID SID

- MpuBuneruum
AENCTBUA noeHTudukatopsl SID| none3oeartens |FPynnbl

3aronoBok

m [lone «3aronoBok» coaepPXXMUT HEKOTOPYH aAMUHUCTPATUBHYO MHAOPMaLNIO.

m [lone «Cpok OencTBusi» MOXET ckasaTb, KOrda MapKep yTpayMBaeT akTyanbHOCTb (B
HacToslLLiee BpeMs HE UCMNONb3YyeTcs).

m [lone «pynnbl» cogepxnt cnucok SID rpynn, KOTOPbIM NPUHAANEXUT CYyOBHEKT.

m [lone «DACL» (Discretionary ACL) — 3TO CNMCOK YyrnpaeBneHuss [OOCTYMNOM,
npucBamBaeMbll co3gaBaeMblM OB6beKTaM MO yMOSYaHUKO (ecrnn He ykasaH Opyrow
ACL).

m [lone «SID nonb3oBaTensi» roBOPUT O TOM, KTO BnaaeeT NpoLEecCoM.

m  OrpaHnyeHHble wuaeHTUdukatopbl SID no3BonsalT HeHagexHbIM npoueccam
NpUHUMAaTb ydacTue B 3adaHusiX BMECTe C HageXHbiMU npoueccamu (U Npu 3TOM Y
HMUX MEHbLLE BO3MOXHOCTEN YTO-TO UCMOPTUTDL).

m HakoHeu, npuBunernn (ecnn oHM eCTb) AaloT npoueccy crneuuanbHble BO3MOXHOCTY
(kOTOpPbIX HET Yy 0ObIYHbIX Nonb30oBaTenen).
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OnunueTtBopeHue

Koraa nonb3oBaTtenb permctpupyetcs, To winlogon gaet HayanbHOMY NPOLIECCY Mapkep
poctyna. Cnegytolwime npoueccbl 06blMHO HacnedyrT 3TOT Mapkep. Mapkep goctyna
npoLiecca nepBoHavanbHO NPUMEHSIETCA KO BceM noTokaM npouecca. OgHako NoTok npu
BbINONMHEHUN MOXET MOoNy4YuTb OPYrol Mapkep AocTyna (Tak HasbiBaeMbli Mapkep
onuuemeopeHusi — impersonation access token), B 3ToM criy4ae Mapkep AOCTyna NnoToka
3amMellaeT Mapkep 4ocTyna npouecca.

MexaHn3am onuuetTBopeHna o0ObIMHO KUCMONb3yeTcs npoueccamn-cepeepamun. Korga
npolecc-cepBep 00OCNyXMBaET 3anpoc Mnpouecca-kKnnueHTa, AONs BbINOSHEHMSA 3anpoca
BHYTPU MpoLecca-cepBepa Cco3daeTca MOTOK. ITOT MOTOK MOXET MnofyyuTb npaea
AocTyna OT KIMEHTCKOro MnoToka, 4Tobbl cepBep MOr obpaTuTbCs K 3alULEHHBIM
dannam (M NpoYnM obbeKTaM) KNUeHTa.

MexaHn3m onvueTBOpPEHUs] peann3oBaH B TpaHCNOPTHbIX crioax (Hanpumep, ALPC,
nMeHoBaHHble KaHanbl, TCP/ IP), ucnonbayembix B RPC gna obMmeHa mexay KnueHtamm
n cepBepamMn. TpaHCMOPTHbIE CNOWM UCMOMb3YHT BHYTPEHHWE WMHTepdencbl MOHUTOpPa
BGesonacHOCTU Aapa, u3Brekas KOHTEKCT 6e30nacHOCTM ANns Mapkepa AOoCTyna TeKyLllero
NOTOKa M OTNpaBfisiss ero Ha cepBep, rOe OH UCMOonb3yeTcs ANA KOHCTPYMPOBaHMUS
MapKepa, KOTopbI cepBep MOXET UCMNONb3oBaTh AN ONIMLETBOPEHUS KIMEHTA.
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OnunueTtBopeHue

Ecnn Obl onMUEeTBOpPEHUE KIMEHTOB HE MOAAEPXMBANIOCb, MNPU  KaXXOOM
obpallueHnn rnpouecca-knueHTa Kk obbekty OC cepBepa npoueccy-cepBepy
npuxogmnocb Obl IBHO MNPOBEPSATb AOCTATOMHOCTL MNpaB AoCTyna npouecca-
KIMeHTa K gJaHHOMY O0ObEeKTY cepBepa.

[Mpn 3TOM AOCTATOMHO MPONYCTUTb BCEro NUllb OOHY MPOBEPKY NpaB AocTyna
KNMeHTa 1N B cucteMe MOosIBNSIeTCH KpuTuyeckas ysassumocTb. Ho ecnim B OC
noaaepXnBaeTcd MexaHU3M OfULETBOPEHUS, MPOLIECC-CEPBEP MOXET He
3a00TUTbCA O MONMHOMOYMUAX KNUeHTa, Bce HeobxoauMble NPOBEPKN aAenatoTcs
aBTOMaTUYECKMN.

B paHHux Bepcuax Windows (oo BepcumnXP SP1 BKMOYNTENBHO) BO3MOXHOCTb
ONNUETBOPATL KIMEHTOB rnpefocTtaensnack BcemM cyobektam OC 0e3 BCAKMX
orpaHn4yeHnn. ITO ObINO Cepbe3HOM MNOTEHUMANbHOW YA3BMMOCTBIO, Ferko
NpuUBOASILLEN K pearnbHbIM YA3BMMOCTAM, Yalle BCEr0 KPUTUYECKMM C TOYKM
3peHunst 6e3onacHOCTH.
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OnunueTtBopeHue

Hanpumep, ecnu HU3KO NpUBMNErMpoBaHHOMY MOMb3oBaTeNo yaanoch
3aperncTpupoBaTb CBOW MPOLIECC Kak cepBep MHOronorb30BaTenbCKoro
UHTepdelnica W 3acTaBUTb BbICOKO MPUBUMENMPOBAHHOIO MOMb30BaTENA
MNOAKMIOUYNTBCA K 3TOMY CepBepy, NepBbI U3 HUX MOr NErko MoOBbICUTb CBOW
MOMHOMOYMSA, TMpoBeas  ONIMLETBOPEHWE  BbICOKO  MPUBUMErMPOBAHHOIO
nonb3oBaTensa-KIneHTa.

Haunnas ¢ Windows XP SP2, onuuetBopeHune KnuveHTa TpebyeT Hanunumsa y
nosib3oBartend (nce,sgornorib3oBaTesnsi), OT MMEHW KOTOPOro BbINOSHAETCS
npoLiecc-cepsep, creunanbHON NPUBUNErNnN «ONULIETBOPEHNE KITMEHTOBY.
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deckpunTtop 3awmuTtbl 0ObeKTa (AecKkpuntTop 6e3onacHoOCcTH)

B OC Windows Bce Tunbl OOBLEKTOB 3allMLUEHbl OOWHAKOBbBIM 0O6pa3omMm.
Kaxkabin 06bekT MMeeT cBA3aHHbIM C HAM deckpunTtop 6e3onacHocTu (Security
descriptor), KOTOpbI FOBOPUT O TOM, KTO U KakMe onepauum MOXET BbINOSHATb
C HUM. [leckpunTopbl 6€30MacHOCTU yKa3blBalOTCA NpU CO30aHUMN OOBLEKTOB.

[eckpuntop 6€30NacHOCTU COOEPKUT:

B 3aronoBOK;
m SID Bnagenbua o0bekTa;

m SID nepBuyHOM rpynnbl BrRagenbua obbekTa (AN COBMECTMMOCTU C
POSIX);

m CMNUCOK AncKpeumoHHoro ynpasnenusa goctynom DACL (Discretionary ACL),
MNOSTHOCTBIO OMUCHIBAOLLMI NpaBa PasfinyHbIX CYyObLEKTOB Ha OOLEKT;

m CNUCOK YynpasreHuss cuctemHoiM pgoctynom SACL (System ACL),

NCNOMb3YOLWKMACA ANa reHepauun CcooOLWeHnn ayauTta, CBs3aHHbIX C
OOCTYMNOM K ODBEKTY, COAEPXKUT TaKKe YPOBEHb LIENOCTHOCTU OOBLEKTA.



YnpaBneHue aoctynom B Windows

deckpunTtop 3awmuTtbl 0ObeKTa (AecKkpuntTop 6e3onacHoOCcTH)

dann

OnwucaTtens
3aWNTHI

3aronoBok

SID enapensua

SID rpynnel

DALC

SALK

OnucaTtens
3aWmnTel

3aronoBok

Otkas
3nNBuUC
111111
PazpelweHue
Katu
111111
Pa3pelweHue
Wpa
111111
PaspelueHue
Bce
100000

3aronoBok
Ayaut
MapunuH
111111

ACE

ACE
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deckpunTtop 3awmuTtbl 0ObeKTa (AecKkpuntTop 6e3onacHoOCcTH)

DACL cogepxut paspewawowime wn  3anpewarowime OoCTyn  CrUCKKU
nonb3oBatenen n rpynn, a SACL cogepXuT CrMcKM nonb3oBaTtenem u rpynn

YbM NOMbITKM AOCTYNa K AAaHHOMY OObEKTY noasnexar ayauTy.

Ecnn obbekT He uMeeT ageckpunTopa 3awuTtbl, Npyv obpalleHUaX K Hemy
cybbeKkTOB HUKaAKMe rnpaBa OOCTyna He nposepsitoTcda. B atom cnydae niobon
cybbekT nmeet abcontoTHble NpaBa Ha AaHHbIM OOLEKT.

Ecnu obbekT nmeet geckpuntop 3awuTbl, HO cncok ACL nycTton, To AOCTyn K
0OBbEKTY 3aKpbIT AN BCEX CYyOBLEKTOB.

Ecnn oObekT XpaHUTCA Ha ANCKE UM MHOM BHELUHEM YCTPOWCTBE, AECKPUNTOP
3alUMTbl XPaHUTCA BMECTe C OObEeKTOM, Npu 3ToM chopmMaTt XpaHeHUss obbekTa
OOMKEH NPeaocTaBnsaATbh Takylo BO3MOXHOCTb:

m  (pavnbl B NTFS nmetroT geckpmntop 3aLuuThbl;
m  dhannbl B ApYyrmx panmnoBbiX cUcTeMax He MOTyT UMETb O4ECKPUNTOP 3aLUNTbI;

B K4 peectpa MOryt uMMeTb AOEeCKpuntop 3awnutbl HE3aBUNCUUMO OT C*)&VIJ'IOBOIZ
CnCTEMbl ONCKaA, Ha KOTOPOM pa3MeLLaeTCA peecTp.
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deckpunTtop 3awmuTtbl 0ObeKTa (AecKkpuntTop 6e3onacHoOCcTH)

CtpykTtypa cnuckos DACL n SACL coctouT ns Habopa anemMeHToB, KOTOPbIE
Ha3blBalOTCA 8xo0amu yripaesneHus docmyriom (Access Control Entry, ACE) nnu
anemeHmamu ynpaeneHuss 0ocmyriom. Kaxgbim ACE paspewaer wunu
3anpeLlaeT HEKOTOPOMY CyObeKTy onpeaerieHHble npasa Ha 4OCTYN K O0bLEKTY.

B cocta ACE mMoryT BXxoauTb CriegytoLmne OCHOBHbIE MOnsi:

TVN 3rieMeHTa (paspeLlaoLlnin, 3anpeLlatowmnin Unn PernmcTpupyoLwnn);
SID cybbekTa;

GuToBas Macka npae 4OCTYNa;

donarn, onpeagensiroiMe CBOMCTBa HacnenosaHnsa gaHHoro anemeHnTa ACE;
dnarn, ynpaensirowime ayantoMm AOCTyNa K 3almiaeMomMy O6bekTy;

Heobs3aTenbHble nona GUID1 u GUID2 (ona oObekToB akTUMBHOrO KaTanora
aomeHoB Windows).
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[MpoBepKa npaB AocTyna cyobeKkTa K 00bLeKkTy

[Mocne dopmanusauum aTtpubyToB 3alUnTbl CYyOBbEKTOB U OOBLEKTOB MOXHO
paccCMOTPETb CXEMY NPOBEPKM NpaB AOCTyNa CyOLEKTOB K OObeKTaMm.

Ho ona Hadyana ctouT HanomHuTb O ToM, 4yto B OC Windows B kadecTtBe
cybbekTa BbICTYNaeT MNpOUEeCcC WM MNOTOK, KOTOPbIM MUCMOSTHAETCA OT UMEHWU
HEeKOTOpOro nosb3oBartens. LocTyn K oxpaHAeMOMY OObLEKTY BLIMOMHAETCA U3
notoka. [loaTomMy nog CyObEKTOM 4acTO U MOHMMAETCH WUCMOSTHAEMbIA MOTOK,
KOTOPbLIA MPW KOHTPOSie OOCTyrna npencTaBfisgeTcd MapKepoMm OoCTyrna 3Toro
noToka (MNEepBUYHBLIA WM  3aMMCTBOBAHHbIN Yy OpYyroro npouecca npu
ONTNLIETBOPEHUMN).

B cBow ouvepedb oOxpaHAeMblt 0OBbEKT, AOCTYN K KOTOPOMY KOHTPONUpyeTcs
CUCTEMOWN yrnpaeBneHnst 6e30onacHOCTblo, NPEeACTaBNSAETCA MNpu  KOHTpone
OOCTyna OeCcKpUnTopom 6e3onacHOCTM 3TOro o0beKTa.



YnpaBneHue aoctynom B Windows

[MpoBepKa npaB AocTyna cyobeKkTa K 00bLeKkTy
Ob6was cxema NPoOBEPKU Mpas AOCTyrna cyObeKkTa K OObeKTY

Cybvexkm

Mapkep nocryna
SID Ilosas3oBaresns

SID I'pyrinbi
[TpuBuieruu
Jlpyrue napamerphbi

O6vexkm

JeckpunTtop 0e3onacHoCcTH
SID Baanenbua

SID rpynmn

SACL

— DACL

ACE

ACE

ACE
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[MpoBepKa npaB AocTyna cyobeKkTa K 00bLeKkTy

KoHTponb pgoctyna cybObekta K OXpaHsaeMoMy OOBbEeKTY BbINOMHAETCS
cneayowmm obpasom.

[Mpn OTKPbITUM CYyOBLEKTOM [O0CTyna K OXpaHAeMOMY OOBbeKTy, 4TO 06bl4HO
BbINOSTHAETCS nocpeactsom yHkuum tvna Create nnm Open, cuctema ynpasneHus
B6e3onacHocTbio npocmaTpmBaeT cnmcok DACL aTtoro oxpaHdemoro obbekTa Aans
nouncka oanemeHta ACE, B KOTOpOM XpaHuUTCs wuaeHTudukatop 6esonacHoCcTu
cybbekTa.

Ecnu Takon anemeHT B cnucke DACL He HampeH, TO cybbekT nonyyaeTr oTkas B
OOCTyne K O6beKTy.

Ecnn Xe Takon anemMeHT HaugeH, TO cucTtema npoBEPSIET TUM 3TOro 3femMeHTa
(paspeluaroLwmn Unu 3anpeLLarLLnn).

Ecnu SID cybbekta coBnagaetr ¢ SID Bnagenbua obbekTta M 3anpalumBatoTcsd
cCTaHOapTHble npaBa [AocTyna, TO AOCTyn npeaocTaBnseTcs He3aBUCUMO OT
cogepxumoro DACL.

[anee cuctema nocnepoBatenbHo cpaBHuBaet SID kaxaoro ACE mn3 DACL ¢ SID
Mapkepa goctyna.

Ecnu obHapyXuBaeTcs COOTBETCTBUE, BbIMOMHSETCA CPaBHEHME MacKu goctyna c
nposepsieMmbiMn  NpaBamun. [[Ona 3anpewarwowmx ACE pgaxe npu  4acTUYHOM
coBnageHun npae [OOCTYN HEMeOSNIeHHO OTKMoHseTcsA. [ns ycnewHon npoBepKH
paspeLllarLLnX aNeMeHToB HeobxoaMMo coBnaaeHmne Bcex npas.
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[MpoBepKa npaB AocTyna cyobeKkTa K 00bLeKkTy

TeopeTnyeckn MOXeT CNnoXUTbCSA Takada cuTyauusi, korga gasa ACE npoTtuBopedvart gpyr
apyry. Hanpumep, oguH ACE gaet nonHbln 4OCTyN YfieHam onpeaeneHHon rpynmnbl, a
Apyron - 3anpeluaeTt OoCTyn onpeaeneHHoOMY nonb3oBaTtentd 13 aton rpynnel. Monyyur
NN 9TOT nonb3oBaTefib OOCTYN K ODOBLEKTy 3aBUCUT OT Toro, B kakom nopsake ACE
pacnonoXxeHobl.

Moatomy Microsoft npegnaraer Tak HasblBaeMbln pednodYmumeribHbIl  MopsiOoK
pasmeuweHuss ACE. Ins paspelleHns NpoTUBOPEYNIA N AN YCKOPEHUSI PEKOMEHOYETCS
pasMeLLaTh 3anpeLlarLme aneMeHTbl Nnepes paspeLlatoLwLmmu.

Mocne OTKpbITUSE 0O6bekTa BbI3bliBalOLLEN CTOPOHE BO3BpallaeTcs ero onucatenb. [pu
nocnenywwmMx Bbl3oBax [enaeTtca eOWHCTBEHHas npoBepka — Obina nu
npeanpvHMMaemasi celidac onepaumss B Habope 3anpoLlleHHbIX B MOMEHT OTKPbITUS
onepauun (4Tobbl He AaTb Bbi3bIBAOLLENA CTOPOHE OTKPbITH dhaln Ans YTEeHUs, a 3aTem
3anucatb B Hero). Kpome TOro, BbI30Bbl C WCMOMb30BaHMEM oOnucaTtenen MoryT

npmnBoAnUTb K MNMOABJIEHUIO 3anucen B XYpHarnax ayauta (ecn|/| 9TO Tpe6yeTCF| CMNCKOM
SACL).
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[MpoBepKa npaB AocTyna cyobeKkTa K 00bLeKkTy

Mapkep aocryna

Monb3osatens: Dave C

Ipynna 1: Administrators 3anpoLueHHsIit gocTyn

npu oTkpbiTk: Write (3anvce)

lpynna 2: Writers

\/
T~

OTknoHeH

Bepcua

®narn

O6bexT SID Bnagensua

OcHoBHan rpynna

Ykazarens DACL
‘ Ykazatens ACL

3anpetutb

Writers ACE

YreHue, 3anuchk

Pazpewuts

Dave C ACE

YreHue, 3anuck

Deckpunrop 6ezonacHocTH
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YpPOBHM LENTOCTHOCTH

B Windows nobaBneHo eule ogHO CpeacTBO AN PELUEHUS BO3HUKAKOLLMX NpU
obecrneyeHnn 6e3onacHocTn cuctemsl (Npy nomowm ACL) npobnem.

OTO HOBbLIN 0bs3aTenbHbI UdeHMuUgUKamop yposHs yerocmyocmu (Integrity-
level SID) B mapkepe goctyna npouecca, npuyem obbekTbl yKasblBatOT CrMCOK
ACE ypoBHa uenoctHoctn B cnucke SACL. YpoBeHb LENOCTHOCTU

npenoTBpallaeT gOCTyn AN 3anucu K obbekTam (BHe 3aBUCMMOCTU OT TOro,
kakne ACE ectb B DACL).

B 4acTHOCTM, cxema YypOBHS LESIOCTHOCTU WCMOSib3yeTca aNd 3awuTbl OT
CKoMMpomMmeTnpoBaHHoro npouecca Internet Explorer, kKoTopbl, BO3MOXHO, OblIfi
aTakoBaH M3-3a CKadMBaHMA Koga ¢ He3Hakomoro Beb-camnta. Internet Explorer
C HuM3KkMMM npaBamu (OH HasbiBaetca Low-rights [|E) paboTtaetr c
YCTaHOBJIEHHbIM B 3HadeHue low ypoBHEM LenoCTHOCTU. 10 ymonyaHuio Bce
doannbl U KMuM peecTtpa MMEKT YPOBEHb LENoCTHOCTM medium, Tak 4To
paboTatowmn ¢ ypoBHeMm low npouecc Internet Explorer He mMoXeT unx
MoamdumumpoBaTh.
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Ha3HauyeHue gecKpuUnTopoB 3alnTbl Co34aBaeMbIM OObLEKTam

[Mpn cosgaHum B OC WindowsHOBOro obbekta emMy HasHadarTcs aTpubyThbl
3aWmTbl COrnacHo cnegyroLwmm npasunam.

Ecnn npouecc, co3galoluii OObEKT, SIBHO YKa3blBAaeT KOPPEKTHbIN AeCKpUnTop
3alnTbl  ANs  co3gaBaeMoro 00bekTa, co3gaBaeMoMy OObekTy HasHavaeTtcs
yKa3aHHbIA AEeCKPUNTOP 3aLUThI.

Ecnu npouecc, co3gatowmim o0bEeKT, yKasblBaET, YTO aTpmbyThl 3aLLUTbl OMKHbI ObITb
YCTAQHOBMIEHblI MO YMOMYaHUIO, WM €ECNU  yKasaHHbI  OEeCKpUnTop 3allnThbl

HEKOPPEKTEH, AOEeCKPUNTOP 3allunTbl obbekTa co3gaeTcsl C MNOMOLLbI MexaHu3Mma
HaclneaoBaHUA.

Ecnn no kakum-to npn4nHamMm HacriegoBaHmne AeCKpUunTopa 3awnTbl HEBO3MOXKHO,
06'beKTy npmncBanMBaeTCA AOECKPUNTop 3aWuTbl Ha OCHOBE [OadHHbIX, XPaHALLUUXCA B
MapKepe oCTyna cy6be|<Ta, co3garoLlero o0bLEeKT.
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Ha3HauyeHue gecKpuUnTopoB 3alnTbl Co34aBaeMbIM OObLEKTam

m DACL cosgaBaemoro geckpunrtopa 3awuTtbl ddopMUpyeTcs Npu HacnegoBaHun U3
ACE, Bxogsawux B DACL obbekTta-pogutensa. To, kakme ACE obbekTta-pogutens
oyayt BkntodeHbl B DACL cosgaBaemoro obbekTa, onpegensieTcsl crnegyrowmmm
donaramun ACE:

CONTAINER _INHERIT_ACE - ecnu 910 (pnar ycTtaHOBMeH W co3gaBaeMblii O6bekT
ABNSETCA KOHTEeMHepoM, paHHbin  ACE pomkeH Bkntodatecss B DACL cosgaBaemoro
00beKkTa;

OBJECT_INHERIT_ACE - ecnu aT10T (pnar ycTaHOBMEH W coO34aBaeMblii OOBLEKT He
ABNSIETCA KOHTEeHepoM, aaHHbin ACE gormkeH Bkntovatbcd B DACL co3gaBaemoro o6bekTa;

NO_PROPAGATE_INHERIT_ACE — ecnn aT1oT ¢hnar yctaHoBneH, npu HacnegosaHum ACE
dnarn CONTAINER_INHERIT_ACE un OBJECT _INHERIT_ACE cbpacbiBatotca. Opyrnmu
cnosaMu, npu Hanuumm atoro pnara ACE HacnenyeTtcs TONbKO OAUH pas;

INHERIT_ONLY_ACE - ecnn ato ¢nar ycrtaHoBneH, gaHHbli ACE wurHopupyetcsa npu
NpoBepKe npaB A4oCTyna K 06beKTY U UCNONb3yeTCs TOMbKO NpWU HacnegoBaHUM.
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Ha3HauyeHue gecKpuUnTopoB 3alnTbl Co34aBaeMbIM OObLEKTam

[eTtanu ncnonb3oBaHnsa naroB HacnegoBaHUa Ana co3gaBaeMblX OOBLEKTOB,
ABNAKOLWMXCA N HE ABNAOWMXCH KOHTeHepamu, cM. B [[pockypuH B.I., 2014].

SACL cosgaBaemoro obbekta Hacnegyetcs no Tem xe npasunam, 4to n DACL.

HaunHas ¢ Bepcun  Windows 2000, noonepxuBaetca  pyHKUUS
aBTomMaTtun4yeckoro HacnegoBaHuma mameHeHnn B DACL n SACL npu kaxgom
N3MEHEHUM B aeckpunTtope 3aluThbl KOHTENHepa (ynpaensietcs
COOTBETCTBYWOLLMMKN priaraMn geckpuntopa 3alnTbl OOYEPHErO OOBLEKTA).
KoHTenHepbl Npy 3TOM 00X04ATCA PEKYPCUBHO.

YHacnepoBaHHble ACE Bcerga pacnonaratoTcsi nocne siBHO HasHa4eHHbIX W,
crnepoBaTenbHO, UMEKT bonee HU3KNN NPUOPUTET.
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MaHaaTHbIM KOHTponb uenoctHoctn (MIC & UAC)

AneMeHTbl usonnpoBaHHou cpeabl (MHTepdenc SAFER)



