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" JE
Oowume ceBeaeHus

CoBpeMEHHbIE CETM YacCTO COCTOSIT M3 MHOXECTBa PasfMyHbIX NPorpaMMHbIX nnatdopm, 6onbLioro
pa3Hoobpasuns obopyaoBaHUsA 1 NporpaMMHOro obecneyeHust. Nonb3oBaTeny 3a4acTylo BbIHYXOEHbI
3anoMuMHaTb  OonbllOe  KONMMYEecTBO  Maporel Aans  goctyna K o pasfuyHbiM - CEeTEBbIM
pecypcam. [lpaBa pgoctyna MoOryT ObiTb pasfiMYHbIMW O OOHOrO M TOrO XXEe COTPYAHMKa B
3aBMCMMOCTU OT TOro, C KakMMu pecypcamm OH paboTaeT. Bce 310 MHOXeCTBO B3anmocBsideln Tpebyet

OT agMWHUCTPATOpa M MNONb30BaTeNsi OrPOMHOIO KONM4ecTBa BPEMEHM Ha aHanus, 3arnoMuvHaHue u
oby4eHue.

PelweHne npobnembl ynpaBneHns Takon pasHOPOAHOM CeTbto BbIf10 HangeHo ¢ pa3paboTKon crnyXobl
katanora. Cnyx6bl kaTanora npenocTaBnsitoT BO3MOXHOCTU ynpaBneHusa nobbiMu pecypcamun um
cepBucamm 13 nobon TOUKNM HE3ABUCUMO OT pasMepoB CETU, NCMONb3yEMbIX ONepPauUnoOHHbIX CUCTEM U
CNoXxHocTn obopygoBaHus. MHdopmauus o nonb3oBaTene, 3aHOCUTCA eanHOXAbl B CnyX0y kaTanora,
M rnocrne 9TOro CTaHOBUTCA [OOCTYNMHOW B rpegenax Bcen ceTn. Agpeca 9nekKTPOHHOW MOYThl,
NPUHaAANEXHOCTb K rpynnam, Heobxoaumble npaBa OOCTyna M ydeTHble 3anucu gna paboTtbl C
pasfiMyHbiMM ONepaUnoHHbIMM CUCTEMaMNU — BCE 3TO CO3O4AEeTCsA U NOAAEPKUBAETCH B akTyarlbHOM
Bnae aBtomatmyecku. Jtobble M3MeHeHUs1, 3aHECEHHbIE B CryX0y KaTanora agMMHUCTPAToOpoM, cpasy
OOHOBNSATCA MO BCEWN CETW.

B Hactosiwee BpemMs 6oOnbWKMHCTBO CRYXO0 KaTanoroB pasnuyHbix dupm Hasupyotcsa  Ha
ctaHgapte X.500. [ns pgoctyna K WHGopMauumu, XpaHsuwenca B cnyxbax kaTtanoroB, OObIYHO
ncnoneadyetcs npotokon Lightweight Directory Access Protocol ( LDAP ). B ¢BA3n co CTpeMUTENbHbIM
passutnem ceten TCP/IP, npotokon LDAP crtaHOBUTCA CTaHgapToM Ans cnyx6 karanoroB u
NPUNTOXXEHNN, OPUEHTUPOBAHHBIX HA UCMONb30BaHMe CyObl KaTanora.
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Cnyx6a katanoros Active Directory sBnsietca oCHOBOWM NOrMYeCKON CTPYKTYpPbl KOPNOPAaTUBHbLIX CETEN,
Gasunpytowmxcs Ha OC Windows. TepmunH «KaTtanor» B CaMOM LIMPOKOM CMbICIE O3Hayaet
«CnpaBoyHUK», a cnyxba kaTanoroB KopnopaTMBHOW CETU — 3TO LEHTpanvM30oBaHHbIN
KOpnopaTMBHbIN CpaBOYHUK. KopnopaTuBHbBIN KaTanor MOXET coaepXaTb UHGopMauuto 06 obbekTax
pasnuyHblx TMNoB. Cnyxba katanoroB Active Directory cogepXuT B nepByto odyepenb OObEKTbl, Ha
KoTopbIX 6asunpyetca cuctema 6esonacHoctn ceten Windows, — yyeTHble 3anmncu nosib3oBaTeneu,
rpynn M KOMMbIOTEPOB. YYETHble 3annucu OpraHn3oBaHbl B JOrMYEeCcKne CTPYKTYpbl: [OOMEH,
AepeBo, fnec, opraHM3aunoHHble nogpasgeneHus.
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Mogenu ynpasneHus 6esonacHocTblo. Mogenb «PaGouas rpynna»

HaHHaa mogenb ynpaeneHns 6e30MacHOCTbIO KOpNopaTMBHOM CeTM — camas npummntusHas. OHa
npedHasHavyeHa Ons UCMOMb30BaHUS B Hebonblnx ogHopaHroBblx ceTsax (3—10 komnbloTepoB) u
OCHOBaHa Ha TOM, YTO KaXObll KOMMbIOTEP B CETU C onepaumoHHbIMK cuctemammn Windows nmeet
CBOK COBCTBEHHYIO NOKanbHYH0 0a3y AaHHbIX YYETHbIX 3anMcen U C NMOMOLLbK 3TOW nokanbHon B[
OCYLLeCTBIIAETCA yrnpaBneHne OOCTYNOM K pecypcamM JaHHOro komnbkotepa. JlokanbHas Bl yyYeTHbIX
3anucen HasbiBaetcs 6asa gaHHbix SAM ( Security Account Manager ) n xpaHutcs B peectpe OC.
Basbl JaHHbIX OTAENbHbBIX KOMMBIOTEPOB MOMHOCTLIO M30MMPOBaHbI APYr OT Apyra U HUKAK He CBS3aHbl
mMexay coboun.

MNpumep ynpaBneHus OCTYNOM Npu UCNOfb30BaHUN Takon MOOENN N300paXKeH Ha PUCYHKeE.
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Mogenu ynpasneHus 6esonacHocTblo. Mogenb «PaGouas rpynna»

B aaHHOM npumepe nsobpaxeHbl aBa cepsepa (SRV-1 n SRV-2) n ase paboune craHumm (WS-1 un
WS-2). x 6a3bl gaHHbIx SAM o603HaveHbl cooTBeTcTBEHHO SAM-1, SAM-2, SAM-3 n SAM-4 (Ha
pucyHke 6a3bl SAM nsobpakeHbl B BUA€e oBana).

B kaxpgon B[l ectb yyeTHble 3anucu nonb3oBaternen Userl n User2. [NonHoe nma nonb3oBartens
User1 Ha cepBepe SRV-1 6yaget Bbirmnsgetb kak "SRV-1\User1", a nonHoe ums nonb3oBatens User1
Ha paboyen ctaHuum WS-1 6yget Boirnsgetb kak "WS-1\User1".

[MpeactaBum, 4YTO Ha cepBepe SRV-1 co3gaHa nanka Folder, kK kOTopon npeaocTaBneH 4OCTYN MO CETU
nonb3oBaTtenam Userl — Ha yTeHune (R), User2 — yteHune n 3anucb (RW). MaBHbIM MOMEHT B 3TOM
MoLenu 3aknodaetca B ToM, 4TO KommnbioTep SRV-1 Huyero "He 3HaeT" 06 y4yeTHbIX 3anmcsax
komnbtoTepoB SRV-2, WS-1, WS-2, a Takke BCcex oCTarnbHbIX KOMMNbIOTEPOB ceTU. Ecnn nonb3osaTenb
Cc uMeHeM User1rokanbHO 3aperMctpupyeTcs B cucteme Ha KoMmnbtotepe, Hanpumep, WS-2 (unu, kak
elle roBopsit, "BongeT B CUCTEMY C JoKanbHbiM UMeHem User1 Ha komnbtoTepe WS-2"), To npwm
NonbITKE NONy4YMTb OOCTYN C 3TOr0 KoMmbkoTepa no cetu kK nanke Folder Ha cepsepe SRV-1 cepsep
3anpocuT nonb3oBaTenil BBECTU UMS W Naporb (UCKMNOYEHWEe COCTaBnsieT TOT Crydan, ecnu y
nonb3oBaTenen ¢ OANHaAKOBbIMU MMEHaMWN OOMHAKOBLIE Naponu).
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Mogenu ynpasneHus 6esonacHocTblo. Mogenb «PaGouas rpynna»

[Mpn ncnonb3oBaHUM B ceTU C BOMbLUNMM KONMYECTBOM KOMMBIOTEPOB N CETEBLIX PECYPCOB CTAHOBUTCS
OYeHb CIOXHbIM YNpaBfsATb MMEeHaMu MNofb3oBaTesnier U MUx NaponsMm — MNPUXOLOUTCHA Ha KaXaooMm
KOMNbtoTepe (KOTOPbIA NpesocTaBnsieT CBOW pecypcbl AMNA COBMECTHOrO WCMONb30BaHUS B CETH)
BPYYHYHO CO34aBaTb O4HWN U Te Xe YYeTHble 3annucu ¢ OANHAKOBbIMU MNApOonaMu, YTO OMEHb TPYOOEMKO,
nnbo genatb OOHY YYETHYHO 3anucb Ha BCEX Morb3oBaTternen ¢ ogHMM Ha Bcex naposieMm (unv soobuye
6e3 naponsi), YTO CUMbHO CHWXaeT YpoBeHb 3almTbl MHpopmaumn. Noatomy mogenb "Pabodas
rpynna" pekoMeHayeTcs TONbKO ANsi ceTen ¢ uncnom komnbtotepoB oT 3 Ao 10 (a ewe nydwe — He
Bbonee 5), Npy yCNoBumM YTO CPEean BCEX KOMMbIOTEPOB HET HM ogHoro ¢ cuctemon Windows Server.
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Mopenu ynpaBlieHuUs 6e3onacHocTbLIO. [loMeHHas moaenb

B pgomeHHOM Mopenn cyuwlecTByeT eauHaa 6Gasa paHHbIX cnyk® katanoroB, [OCTyrnHas BCEM
KoMnbtoTepam cetn. [na 3Toro B CETM YyCTaHaBNMBAKTCHA CcheunanM3npoBaHHble CcepBepbl,
HasblBaeMble KOHmMporssiepamu OOMeEHa, KOTOpble XPaHAT Ha CBOWMX >XECTKMX guckax aTy ©Gaay.
Ha pucyHke nsobpaxeHa cxema gomeHHon mogenu. Cepsepbl DC-1 n DC-2 — KOHTponnepbl AOMeEHa,
OHW XPaHAT AOMEHHYH 0a3dy AaHHbIX YYETHbIX 3anucen (Kaxkgbli KOHTposnep XpaHuT y cebsa cBoto
cobcTBeHHyo konuto BJl, HO Bce wu3amMeHeHus, npousBoguMmble B B[l Ha ogHOM K3 cepBepos,
penNUUMPYIOTCS Ha OCTalbHble KOHTPOSNEpbl).
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Mopenu ynpaBrneHusA 6e3onacHocTbLIO. [loMeHHas moaenb

B Takon mogenu, ecnu, Hanpumep, Ha cepBepe SRV-1, aanstoLlemcs YieHoM JoOMeHa, NpeaocTaBneH
obwmn goctyn K nanke Folder, ToO npaBa gocTyna K JaHHOMY pecypcy MOXHO HasHayaTb He TOJSIbKO
ONS ydeTHbIX 3anucen nokanbHon 6Gasbl SAM paHHOro cepsepa, HO, camMoe [flaBHOE, YYETHbIM
3anucam, xpaHawumca B gomeHHon B, Ha pucyHke ang pgoctyna k nanke Folder gaHbl npaea
AocTyna ogHOW nokanbHOW y4eTHOM 3anmcu Kommnbtotepa SRV-1 M HECKOMbKUM YYETHbIM 3anmncam
AoMeHa (nonb3oBarerns u rpynnam nonb3oBaTenen).

B pnomeHHOM mMogenn ynpaBneHusi 6e30nacHOCTLIO MOfb3oBaTeNb PEMMCTPUPYETCA Ha KOMMNbIOTEPE
("BXOANT B cucTemMy") CO CBOEN OOMEHHOW Yy4YEeTHOW 3anucbio U, HE3aBMCUMO OT KOMMblOTepa, Ha
KOTOpoM 6blna BbIMNOMHEHA perncrpaund, nonyvaet OCTyn K HeobxoauMbiM ceTeBbiM pecypcam. U
HET HeoBXO4MMOCTM Ha KaXX4OM KOMMbOTEpe co3faBaTb OOMbLIOe KONMYECTBO JTIOKaNbHbIX YYETHbIX
3anucen, BCce 3anucu cosgaHbl OgHOKpaTHO B gomeHHon B. M ¢ nomowbio AOMEHHON ©a3bl AaHHbIX

OCYLLIECTBMSIETCA LIEHTpPanM30BaHHOE ynpaBneHne OOCTYNOM K CEeTeBbIM pecypcam He3aBMCUMO OT
KONMYecTBa KOMMbIOTEPOB B CETMW.

OcHOBHOW 3afayen, Ons peleHns KOTOpon npedHasHavyeHa OOMEHHas apXMTEKTypa KOMMNbITEPHOWN
CETU, ABNSAETCH ynpoLieHne agMUHUCTPUPOBAHNA U YNpaBIieHNA CETbIO.
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[anee paccMoOTpUM HEKOTOPbIE NOHATUS AOMEHHON MOOENN.

LlomeHOM Ha3blBaeTCs COBOKYMHOCTb KOMMbIOTEPOB, O6beAMHEHHbIX B OOLLYIO CETb U pa3genstowmx
o0LLMI CNUCOK Nonb3oBaTenen n odLLyro NONUTUKY 6e3onacHOCTH.

B cpaBHeHUM ¢ paboymmu rpynnamm OMeEHbl — 3TO rpynnbl 6e3onacHoCTU, nmetowme eguHyto 6asy
pernctpaumn, Torga Kak pabouune rpynmbl — 3TO BCErO JIMLLb JIOrmyeckoe obbeanHeHne MmawnH. MimeHa
AOMEHOB (DOPMUPYIOTCA MO TOW Xe CXeMe, YTO U uMeHa B npoctpaHcTBe umeH DNS. N aTto He
cny4yanHo. Cnyx6a DNS aBnsieTcs cpeacTBOM NoucKka KOMMOHEHT.

Nepapxnyeckas cuctema OOMEHOB, MMewwasi eauHbli KOpeHb (KOPHEBOWM [OOMEH), HasblBaeTcs
depesoM OOMEHOS.

Kopnopauus Microsoft pekomeHayeT cTpouTb CeTb B BMAe OAHOro gomeHa. [locTpoeHue Oepesa,
COCTOSILLIErO N3 MHOIMMX JOMEHOB HEODXOAMMO B CneayroLwmx cryvasx:

®m  [On8 geueHTpanu3aumm agMUHUCTPUPOBaHMSA Cnyx6 Kkatanoros (Hanpumep, B Criyyae, Korga koMnaHus umeet
dununansl, reorpaduyeckn yaaneHHble Apyr oT Apyra, U LeHTpanu3osaHHoe ynpasneHne 3aTpyaHeHo rno
TEXHUYECKUM MPUYnHaMm);

® 5 NOBbIWEHNA NPOM3BOANTENBHOCTU (A1 KOMNaHWN ¢ BONbLUIMM KONMMYEeCTBOM NONb30oBaTenen n cepeepoB
aKkTyaneH BONpOC NOBbILWEHMSA NPON3BOANTENBHOCTM PaboTbl KOHTPOSNEPOB JOMEHA);

m  1ns 6onee achdpekTUBHOrO ynpasneHns pennukaumen (ecnv KOHTponnepbl JOMEHOB yaaneHbl Apyr oT apyra, TO
pennukaumsa B 0GHOM MOXET notpeboBaTtb 6onbLue BpeMEHU U co3faBaTtb Npobnembl C NCNONb30BaHNEM
HECMHXPOHU3NPOBAHHbLIX AaHHbIX);

® N8 NPUMEHEHUS pasnnyHbIX NONNTUK 6e30NacHOCTM AN pasfMyHbIX NOAPa3neNeHnin KoMnaHum;

= npu 6onbiom konudectee obbekToB B B1 Active Directory.



" A
Oowume ceBeaeHus

MHOXXeCTBO AepeBbeB AOMEHOB, HAXOASALUMXCA B PasfMYHbIX hopmMax OOBEpUTENbHbIX OTHOLUEHWN
obpasytoT iec domeHos (cMm. pasgen « OTHOLEHNSA JOBEPUSI»).

Jlec obbeaunHseT AepeBbsl, KOTOPblE NOAAEPXKNBAKOT eanHyto cxemy ( cxema Active Directory — Habop
onpegeneHun TMNoB, UnNu knaccos, oobekToB B B/l Active Directory). o ymonyaHuio, nepBbii JOMEH,
co3jaBaeMbli B fiecy, CYHATAETCS €ro KOpHEBLIM JOMEHOM, B KOPHEBOM JOMEHe XpaHuTcsa cxema AD.

HoBble aepeBbsi B necy co3gatoTcs B TOM crny4dae, korga HeobxoamMmMo NOCTPOUTb Mepapxmio JOMEHOB
C NPOCTPAHCTBOM MMEH, OT/IMYHbIM OT APYrMX NPOCTPAHCTB neca.

[Mpn paboTte c necamu n gepeBbAMM HEOOXOANMO NOMHUTL CreayroLlee:

®m  epBoOe co3daHHoe B riecy doMeHo8 0epeso ABNAETCA KOpHEe8bIM 0epesoM, NepBbl CO3AaHHbIN B AepeBe JOMEH
Ha3blBaeTCa KopHeabiM domeHoM Oepesa ( tree root domain );

®m  NepBbIN JOMEH, CO3aHHbLIN B NeCcy JOMEHOB, Ha3blBaeTCA KOpHe8bIM OoMeHOM rieca ( forest root domain ),
AaHHbIA AOMEH He MOXET ObiTb yaaneH (OH XpaHUT nHOPMaLUMo O KOHGUrypauum neca n epeBbsax JOMEHOB,
ero obpasyoLmx);

®m  Hemnb3s 0o06aBUTb B JEPEBO YXXE CYLLECTBYOLNA JOMEH;
®  Hemb3s BKIOYUTL B NEC YXKE CYLLECTBYIOLLEE AEPEBO;

€CNny LOMEHbI NOMELLEHbI B NIEC, MX HEBO3MOXHO NEPEMECTUTL B APYrO Nec;
®  Hemb3s yaanuTb AOMEH, UMEKLLMI JOYEPHME AOMEHDI.
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YyeTHaa uvHQopmMauuMsa O  Nonb3oBaTtensax, MceBgonornb3oBaTeniax W - rpynnax  goMeHa
LEeHTpannM3oBaHHO XpaHUTCA B eguHon 6Gase AaHHbiX. Hanunume olbwen 6asbl y4eTHbIX 3anucen
NO3BONSIET MONb30BaTENO, €OMHOXAObl BOWMAS B [OOMEH, OCYLIECTBAATbL AOCTyn K nobomy
pasgensemMomy pecypcy AaHHOro JOMeHa.

OpHako, Hago MMeTb BBUAY, YTO OOMbLIMHCTBO BO3MOXHOCTEW, MNPEAOCTaBNSAEMbIX OOMEHHOW
apXUTEKTYPON, MOTYT ObiTb OTKMIOYEHbI AN OTAENbHbIX KOMMbLIOTEPOB UNKM nornb3oBaTenen. [anee
Be3de Mo CnoBaMu «MONb30BaTeflb MOXET BbIMNOMHUTL HEKOTOPOe OeNcTBME» noapaslymeBaeTcs
«Monb3oBaTeflb MOXET BbINOMHUTL HEKOTOPOE OEeNCTBUE, ecrnv 3Ta BO3MOXHOCTb He OTKIo4YeHa
siBHO». Ecnun Ha nonb3oBaTensi He HanNoOXeHbl cneunanbHble OrpaHNYeHns, OH MOXET MOAKNIYaTLCS K
[OMeEHY ¢ Nnoboro koMnbloTEPa CETU.

KomMmnbloTepbl, BXxogsuwme B oOMeH 1 paboTatowme nog ynpasneHnem Windows, MOryT ynpaBnaTbCs
LeHTpann3oBaHHO. BonbLKnHCTBO 3agad agMUHUCTPUPOBAHUSA MOryT BbIMNOMHATbLCA
agAMMHUCTPATOPOM AOMEHA CO CBOEro paboyero mecrta B OTHOLLEHMM NobOro KomnbtoTepa goMeHa. B
YaCTHOCTU, aAMUHUCTPATOP AOMEHA MOXET BbINOSMHATL Ha NOO60OM KOMMNbLIOTEPE AOMEHA cnegyloume
NENCTBUS:

®m  CcOo3aaBaTb, yaansitb, NEPeMMEHOBLIBATL U MEHSATb aTpUbyTbl pa3gensieMblX KaTanoroB 1 NPUHTEPOB;
®m  NpocMaTpuBaThb U pegakTMpoBaTb PEecTp;

®m  CcO3aaBaTb, yaansiTb, 3arpyaTtb U BbIirpy»KaTb ApanBepbl 1 CEPBUCHI;

®m  MpocMaTpuBaTb CUCTEMHbIE XXYpHarbl, BKIHOYas XXypHan ayauTta.
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OgHMM 13 BaXXHEWWWUX 9SnemMeHTOB [OMeHHon apxuTekTypbl Windows sBnserca 6asa yqeTHbIX
3anucen, B  KOTOPOM  LEHTpanuM3OBaHHO  XpaHUTCA  MHQopmMauus O  nosib3oBaTensx,
ncesgonosib3oBaTenax W rpynnax gomeHa. Kaxgomy KOMNblOTepy [OOMEeHa COOTBETCTBYET
nceeOononb3oBaTenb ¢ UMeHeM computer_name$, yyeTHass MHdopmaUnsi KOMMbOTEPA XPaHUTCS B
6a3e B TakoM xe cbopmaTe, Kak 1 yyeTHas MHdopMaumus nosnb3oBartens.



" JE
Oowume ceBeaeHus

KoHTponnep nomeHa

B kaxgom pgomeHe Windows o0si3aTenbHO — cywecTtByeT XoTa Obl  oguvH  cepBsep,
Ha3blBaeMbll KOHmMporsinepom 0omeHa (domain controller, DC). basa y4yeTHbIX 3anucen OoMeHa
JoM3NYECKN XPaAHUTCS Ha XXECTKOM aucke atoro komnbetotepa: B Windows NT — B peecTpe, Ha4dnHaga ¢
Windows 2000 — B cneumanbHon ©ase OaHHbIX, Ha3blBaEMOW aKkmueHbIM Kamasioecom. B ponwn
KOHTponnepa AoMeHa MOXeT BbiCTynaTtb Tonbko Windows Server, paboune ctaHUuMn KOHTponnepamm
AOMEHOB ObITb HE MOTYT.

B OomeHe MoXeT cyuiecTBoBaTb Ooree OOQHOrO KOHTpOMfepa, B 3TOM Clydae Bce KOHTponsepbl
[IOMEHa XpaHST MAEHTUYHbIe Konuu (pennukn) 6asbl yY4ETHbIX 3anMcert AoMeHa. Bpemsi oT BpemeHu B
[IOMEHe BbIMNOMHSAETCA CUMHXPOHM3aUUS PennuK 6asbl yYeTHbIX 3arnucein, XPaHSILLMXCS Ha pasHbIX
KOHTpOInepax AoOMeHa.

B Windows NT cpeau kKOHTpornnepoB AoMeHa BblOENANcsa OAUH Mep8uYHbIU KOHMpPOsiiep, XpaHALWwmum
3TanoHHy Konuto 6asbl yyeTHbIX 3anmncen. HaunHasa ¢ Windows 2000, Bce KOHTponsnepbl JOMeHa
paBHOMPaBHbI, AN CUHXPOHU3ALUMN pasHbIX KOMUK Basbl YYETHLIX 3anncen UCNOosb3YTCA pasBUTble
cpencrtea pennmkaumm JaHHbIX.

UneHamun goMeHa MOryT ObiTb ftoOble KOMNbIOTEPDLI, ONEPaALMOHHbIE CUCTEMbI KOTOPbIX CMOCOOHbI
B3aMMOLENCTBOBATb C KOHTposfnepamn gomeHa. B nonHom obbeme npeumyLiectBamu LOMEHHOM
apXUTEKTYPbl MOTYT MOSIb30BaTbCS TOMbKO KOMMbOTEPLI, paboTtatowme nog ynpasneHnem Windows
2000 vnn Bblwe, OOHaKO OTAeNbHble (YHKUMM OOMEHHOW apXUTEKTYpPbl MOTYT WCMONb30BaTbCA
nobbIMM  KOMMbIOTEPAMK, MNporpaMMHoe  obecrneyeHMe  KOTOpPbIX  CMOCOOHO  OCyLWeCTBASATb
NHPOPMaLMOHHLIN 0BMeH No ceTeBoMy npoTokony SMB.
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CKBO3Hafa ayTeHTUUKaUmA

Korga nonb3oBaTtenb HaudnMHaeT paboTy ¢ onepauuoHHon cuctemon Windows, Bxoasilen B cocTaB
AOMeHa, nonb3oBaTerlb YKa3blBAeT B COOTBETCTBYHOLLUEM Mone (opmbl BBOAA AOMEH, B KOTOPOM
3aperucTpmpoBaHa y4eTHasi 3anuchb.

m  Ecnu nonb3oBartenb ykasan B Ka4yecTBe AOMEHA MMS NOKanbHOMO KOMMbOTEPA, BXOA4 B JOMEH HE NMPOU3BOAMUTCS,
ayTEeHTUMKaLNA BbINOMHAETCA C MCNONb30BaHMEM JTOKanbHOW 6a3bl yH4ETHbIX 3anMcen u nonb3oBartensb pabortaer
C onepaumMoHHON CUCTEMOMN, Kak ecnn bbl paboyasn ctaHums npeacrasnana cobon M3onNnMpoBaHHbIN KomnbioTep. B
AanbHeWweM BCSKUA pas, Korga nonb3oBaTenb 3axodeT obpaTuTbCs K pecypcam ApYyroro KOMMbitoTepa TOro xe
AOMeHa, Nonb3oBaTenb AomKeH 6yaeT NPonTN NOBTOPHYIO ayTEHTUMKALMIO.

m  Ecnn xe nonb3oBartenb, BXOAS B CUCTEMY, yKasarn, 4YTO ero y4yeTHas 3anucb 3apernctpuposaHa B [OMEHE,
onepaumoHHasi CuUCTemMa  BbINOMHAET  CK8O3HYHO WU  mpaH3umdyro  aymeHmucgukayuro.  CKBO3HYHO
ayTeHTUUKaLMIO MOXET ocyLLecTBnATb He Tonbko Windows, HO n niobaa gpyrad onepauMoHHasi cuctema, B
COCTaB KOTOPOM BXOOMUT COOTBETCTBYHOLLNN CETEBOWN KITUEHT.

m  Ecnu nonb3oBatenb He ykasarn, rge 3aperncrpupoBaHa ero yydeTHasi 3anvcb, OnepauyOHHasi cuctema BHadvarne
NbITAeTCA MNPOBECTWN JIOKaNbHY ayTEeHTUUKALMIO, a €CnNN Y4YeTHas 3anucb Monb3oBaTens OTCYTCTBYET B
nokanbHon 6a3e — CKBO3HYIO.



"
CKBO3Hafa ayTeHTUUKaUmA

AnrOpMTM CKBO3HOM ayTeHTI/I(bVIKaLIMM
CkBO3Has ayTeHTMdMKaLMs BbINOMHAETCS creayroLwmmM oopasom.

1. Pabouas ctaHuus yCTaHaBMBaAET CeTeBOE COeQUHEHNE C KOHTPOMIepomMm gOMeHa. Ecnu Hn oguH KOHTpoOmnnep
OOMeHa HeJOoCTyneH, CKBO3Has ayTeHTVI(bI/IKaLl,I/IFI HEBO3MOXHa.

2. OcywecTtBnseTtcs B3anmMHasa ayTeHTUdMKaLms pabovern cTaHumMm 1 KOHTponnepa goMeHa. [lceBgononb3oBarens,
COOTBETCTBYHOLMIN paboyern CTaHumMu, NPOXoanT ayTeHTUMMKALMIO HA KOHTpONepe JOMeHa, a
NCeBAONONb30BaTeNb, COOTBETCTBYIOLLNIN KOHTPOMNNEPY AOMEHA, NMPOXOAUT ayTeHTMdUKaUunIo Ha paboyen
cTaHuuun. Ecnu B3anmHasa ayTeHTUdMKauna KOMNbLIOTEPOB HEBO3MOXHA (Hanpumep, ecriv KOHTponnep JOMeHa
NoAMEHEH HapyLlunTenem), CKBO3Hasa ayTeHTUdUKauna Nonb3oBaTens Takke HEBO3MOXHaA.

3.  Pabouas ctaHuusa n KOHTpOnnep AOMeHa JOroBapuBaloTCs O NPOTOKONeE, No KoTopomy ByaeT nepenaBaTbCA
NOeHTUUKALUNOHHAA U ayTeHTU(PMKaunoHHas nHopmaums ayTeHTuunuupyowleroca nons3osatend. Ecnm
O0roBOpUTBLCA HEBO3MOXHO (Hanpumep, ecrnv B JOMeHe 3arnpeLleHa OTKpbITad nepegada rno cetu
ayTeHTUMKaLMOHHOM nHOopMaLmu, a nporpammMmHoe obecneveHme paboyven CTaHuMn He NogaepXmBaeT
lWwnppoBaHMe napornemn), CKBO3Has ayTeHTUUKaLMS HEBO3MOXHA.

4. VpeHTudvrKaunoHHasa u ayTeHTUnKaumoHHas nHopmaLlms norb3oBarers, NpoXoasLlero aytTeHTugukaumio,
nepecblfiaeTcs KOHTponnepy gomeHa. Ecnv B fomeHe ncnonb3yetca NpoTokon ayteHTudgukaumm Kerberos
(HaunHas ¢ Windows 2000, oH ncnonb3yeTcs NodTy BCeraa), AaHHbIW War anroputma BknovaeT B cebst ANVHHYI0
N HETPUBMANbHYIO NOCIegoBaTeNbHOCTL 3anpoCcoB N OTBETOB, NPY 3TOM UCMNONb3YETCH BECbMa CIOXHOE
LwmdopoBaHue.

5. KoHTponnep gomeHa npoBoanT ayTeHTUdUKaLMIO NONb3oBaTenNs C MCNONb30BaHNEM OaHHbIX, XpaHALmXcs B 6ase
y4YeTHbIX 3anucen gomeHa. Ecnv ayteHTudukaumusa npoluria HeycrnewHo (Hanpumep, nons3oBarerns BBEN
HeBEepHbIN Naporb Uv Nofb3oBaTeNio 3anpeLLeHo BXoauTb B JOMEH C JaHHOro KoMMbioTepa), pabovas ctaHums
nory4aeT OT KOHTpornepa JOMeHa oTpuuaTtenbHbl OTBET U ayTEHTUMUKALNS npepbiBaeTcs.

6. Ecnu ayteHTMdumKaumsa npowna ycnewHo, KOHTPOonnep JOMeHa BbiCbiNaeT paboven CTaHUUn y4eTHYIo
nHdopmauno nonb3oBaTens, Heobxogumyo Ansg opMUPOBaHUsS ero Mapkepa goctyna. Paboyas ctaHuuns
dopmMupyeT MapKkep AOCTyrna 1 Ha 3TOM ayTeHTUdUKauusa 3aBepLiaeTcs.
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Anroputm CKBO3HOM ayTeHTUdUKaLUmn

3 BbillenpMBeOeHHOro anroputmMa BMOHO, YTO CKBO3Hasi ayTeHTUdukauma B gomeHax Windows
3allMLLieHa OT HaBs3blBaHUSA HapyLUMTENEM FOXHOro cepeepa. Ecnu Hapywmtenb Kakmm-to obpasom
OTKIMIOYUT OT CETU KOHTPOSINEp AOMEHA U MOAKIIIOYNT BMECTO HEMO CBOW KOMMbIOTEP, OTBEYAOLWMN Ha
Te e 3anpocbl, paboyasi CTaHUMA pacno3HaeT MNOAMEHY, MOCKOSbKY KOMMbIOTEP HapyLUIMTENs He
CMOXET TMPONTM B3aMMHYIO ayTEeHTUMKAUMIO KOMMbIOTEPOB (4TOObI 3TO CTano BO3MOXHbLIM,
HapywmTenb OO/MKEH WMEeTb [[OCTyn K 6ase y4yeTHbIX 3anucenm AOOMeHa, a Torga oTnagaet
HeoObXoANUMOCTb B Aa@HHOWM aTake).

EOVHCTBEHHOE, 4YTO HapywuTenb MOXET HaBs3aTb paboyen CTaHuMM U KOTpomnsiepy AOMeEHa,
peanuaylowmnM CKBO3HYKD ayTeHTU(MKaLUUI HEKOTOpOro nonb3oBaTens, — Bbl6op anroputma, Mo
KOTOpOMY ayTeHTUdMKaUNOHHas MHpopMauna nonb3oBartens byager nepefasaTtbcs no cetn. Ecnv B
obenx onepauuoHHbIX CUCTEMAx, YyyacTBylOWMX B WHGPOPMALMOHHOM OOMEHE, HET HUKaKUX
OrpaHWYeHnn Ha anroputMm nepegadm ayTeHTUMPUKALUMOHHON WHGOPMAaLMKU, HapywunTenb MOXeT
cnpoBoUMpoBaTh Nepedadvy napons no cetu B OTKpbITOM Buae, 6e3 wundgposaHms. OgHako HaumHas C
Windows NT 4.0 SP4, oTkpbiTas nepegada naponsd no CeTM Mo ymondaHuio 3anpeuweHa. Camoe
Bonbllee, Yero MOXeT OOOMTbCA HapyluTenb B TakMX CUCTEMax — 3acTaBUTb pabouvylo CTaHLMIO
OTNpaBUTb ayTEHTUMUKALMOHHYO MHOpMaUMo MO ycTapesweMy npoTokony LanMan, 6onee
ySi3BMMOMY B OTHOLWEeHUW nogdopa naponen. OgHako HadmHas ¢ Windows 2000 pgaxe aT0, Kak
npasumno, HEBO3MOXHO.
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KawunpoBaHue ayteHTUUKaLMOHHON MHDOpMaL KM

Ecnv HM oaMH M3 KOHTPOMMEpPOB AOMEHaA He B COCTOSIHAM OOCNYXWUTb 3anpoc pabodent cTaHuumw,
CKBO3Hasi ayTeHTUdUKaLUA HEBO3MOXHA. ITOT (paKT CYLUECTBEHHO CHWXAET YCTOMYMBOCTb PaboThl
ceTu.

Ons  wueknoveHns  nogobHbix  cutyaumn B Windows  nogaepXuBaeTcss  KaLMpoBaHWe
ayTeHTUdUKauMoHHON MHGopMauun. locne Kaxaoro ycrnewHoro Bxoga nonb3oBaTenii B LOMEH
ayTeHTUdUKaLMOHHAA WHMoOpMauns nonb3oBaTend CcoxpaHseTcsa B 3awndpoBaHHOM Buae B
fokanbHOM peecTpe paboyen ctaHuuu. B ganbHenwem, korga nosnb3oBaTenb MNblTaeTcsl BOUTU B
CUCTEMY W HW OOWH W3 KOHTPOSNSIEPOB [AOMEHA He B COCTOSAHMWU BbIMOMHUTL CKBO3HYIO
ayTeHTUdUKaUmMo, ayTeHTUdUuKauma  nonb3oBaTend  OCYLWECTBMSAETCS C  MCMONb30BaHUEM
KOLLMPOBAHHbLIX ayTEHTU(UKALMOHHbBIX AaHHbIX.

KowunposaHme ayTeHTUUKALNMOHHOM WHAOPMaUUM MOXET ObiTb OTKMIOYEHO aAMUHUCTPaTOPOM
ONepauMoOHHON CUCTEMbl, MOCKOMbKY OHO TMOHWXaeT 3alWuWeHHHOCTb cuctembl. OpgHako B
BOMbLWNHCTBE CyYyaeB CHWXKEHME 3alMLLEHHOCTUN ayTeHTU(UKALUNOHHbIX JAaHHbIX NOofb3oBaTenen ot
noabopa BNosiHe KOMMNEHCUPYETCH NOBbILLEHNEM YCTONYNMBOCTM paboThbl CETH.



"
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pynnbl nonb3oBaTtesnen

Tak e, Kak M Ha oTtgenbHO ctoswem komnbtoTepe Windows, B gomeHax Windows wMoryT
cyuwiecTBoBaTb rpynnbl nonb3oBaTtenen. B rpynnbl nonb3oBatenen AoMeHa (ernobaribHble 2pyrribl)
MOryT BXOOMTb TOSbKO MOfb3oBaTeNM OOMEHa, NoSfib3oBaTenn OTAeSibHbIX KOMMNbITEPOB AOMEHA B
rpynnbl gOMeHa BXoauTb He MoryT. OgHako nokanbHble rpynnbl OTAEMbHbIX KOMMLIOTEPOB AOMEHA
MOrYT BKMO4aTb B cebs nonb3oBaTenen gOMeHa 1 gaxe rpynnbl, 3aperncTpmpoBaHHbIe B JOMEHE.

Ecnun nokanbHas rpynna, 3apermcTtpmpoBaHHas Ha HEKOTOPOM KOMMbOTEPE JOMEHA, BKMOYaeT B cebs
B Ka4yecTBe Moarpynnbl rnobanbHyto rpynny, 3aperMcTpMpoBaHHY0 B JOMEHEe, TO CYMTAETCs, YTO Ha
[aHHOM KOMMbIOTEPE BCE MOMb30BaTeENM AOMEHa, BXxogsilimMe B rnobanbHyto rpynny, TEM CaMbiM
BXOAAT U B COOTBETCTBYIOLLIYIO NTIOKANbHYO rpynny 4aHHOrO KOMMNbOTepa.

Cnncok nonb3oBaTenen, BXOOALWMX B JOKamnbHYH rpynny, COCTaBMNSAETCs 3aHOBO NPWU  Kaxaown
aBTOpM3auMM Nonb3oBaTens, 3TUM rapaHTUpyeTcs, 4YTO B Mapkep [OCTyna aBTOpPM3YeEMOro
nonb3oBartens OyaeT BHeceHa akTyanbHasi MHGopMauus O ero YNeHCTBE B NOKasbHbIX M rnobanbHbIX
rpynnax.
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pynnbl nonb3oBaTtesnen

Kor,qa nosib3oBaTterib  JOMEHa aBTOPU3YETCA Ha KOMMbKOTEPE, BXoAdAleM B COCTaB [OOMEHAa,
noJsib3oBaTerib NoJiy4aeT rnpasa n rnpusunernn, NnpeaocrtaBiieHHblEe eMY Kak:

®  1onb30BaTENo AOMEH3;

B UneHy NoKanbHbIX rPynn 4aHHOTO KOMMbIOTEPA;

®  uneHy rnoGanbHbIX rpynn JOMEHa;

®  uneHy rmoGanbHbIX Fpynn AOMeHa, SBNAIOLWMUXCS Nogrpynnammn nokanbHbIX rpynn AaHHOTO KOMMboTepa.

Ecnu nonb3oBaTtento Ha QaHHOM KOMMbITEPE HE Ha3HayeHbl HMKAKME MONTHOMOYMS, MONb30BaTelb
norny4yaeT NofIHOMouYUs, NpegocTaBneHHble rpynne Everyone.

OnucaHHaa cxemMa Ha3Ha4YeHWs MONMHOMOYUW MNO3BONSAET MMOKO M LEHTPanu3oBaHHO YNpaBnsTb
nonutukon 6e3onacHOCTM B paMmKax Bcero pAomMeHa. Hanpumep, ecnv BHECTM HEKOTOpPOro
nonb3oBatena B rpynny gomeHa Domain Admins, nonb3oBartenb TEM CaMbliM BKMKOYaeTcs B rpynny
Administrators Ha Bcex KomnbloTEpax AoMeHa, Ha KoTopbix rpyrnna Domain Admins saBnsieTcs
noarpynnon rpynnbl Administrators (gaHHoe BKMOYeHWE YCTaHaBMBAETCS MO YMOMYaHUKO Mpu
BKNtoveHnn paboden ctaHumm Windows B JOMEH).

C Opyroi CTOPOHbI, ECNN UMEETCA HEOOXOAUMOCTb peanu3oBaTb Ha HEKOTOPOM KOMMbOTEPE AOMEHa
NONMTUKY 6e30nacHOCTU, CYLLECTBEHHO OTNMYAOLLYHCS OT MONMUTMKM 6e30nacHOCTU OOMeHa, 3TO
Nerko MOXeT OblTb cAenaHo nyTeM W3MEHEHUs Mopsiaka BKMAYEHUS rnobanbHbiX  rpynn
nonb3oBaTenen JOMeHa B NOKarbHble rpynbl NONb3oBaTenen JaHHOrO KOMMbHTEpPA.

Haunnas ¢ Windows 2000, B rpynnbl MOryT BKIHO4ATbCS HE TOSMbKO MOSIb30BaTENN, HO Y KOMMbIOTEPDI
AoMeHa (dpakTuyeckn — ncesaononb3oBaTenn, COOTBETCTBYHOLLME KOMMNbIOTEPAM).



"
CKBO3Hafa ayTeHTUUKaUmA

pynnbl nonb3oBaTtesnen

[MoMMMO nokarnbHbIX FPynn Nonb30oBaTenein, 3aperncTpupoBaHHbIX Ha OTAENbHbIX KOMMbKOTEpPaXx, W
rmobanbHbIX rPynmn, 3aperMcTpPUpoBaHHbIX B OTAENbHbIX AOMeHaX, B necy gomeHoB Windows moryT
CYLLIECTBOBaTb Tak Ha3blBaeMble 8CeleHCKue rpynnbl. BceneHckne rpynnbl onpeaeneHbl B npegenax
BCEr0 flieca, OHM MOryT WCMONb30BaTbCA MNPW HACTpPoWKe MNONMUTUKM ©Ge3onacHOCTU Ha nobom
KOMMblOTEPE Nneca.

Takke BCeneHckue rpynnbl MOryT BbICTynaTb B ponu rnobanbHbIX CMMCKOB paccbinkn. BceneHckue
rpynnbl MOryT BKMOYaTb B cebs nonb3oBaTtenen, rnobanbHble rpynnbl U Apyrne BCENeHCKUe rpynnbl.
Bkntoyatbcs BceneHckue rpynmnbl MOryT TOMbKO B ApYrMe BCENeHCKMe rpynnbi.

Takum obpasom, cuctema rpynn Windows (nokanbHble, rnobanbHble W BCENeHckue rpynmnbl)
MNO3BOMSIET ONUChLIBaThb Jtobble Mepapxuyeckme OTHOLIEHUA MeXay Mornb3oBaTensmu Ha nobom um3

TPEexX ypoBHEW: KoMMbloTepa, JOMEHa U neca B LIENOM.



" JE
OTHOLWeHunA goBepus

Mexay nomeHamn Windows, QYHKUNMOHMPYOWMMN B OOHOM (OU3NYECKOW CeTU, MOoryT ObiTb
YyCTaHOBIEHbI omHoweHus 0osepus. Ecnn gomeH A gosepsieT AOMeHy B, 3TO 03HavaeT, YTO KaXKabli
nonb3oBatens gomeHa B wnmeroT goctyn kKo BceM pecypcaMm gomeHa A, 3a MUCKIYeHWeM Tex
pecypcoB, OOCTYN K KOTOPbIM ABHO 3arpeLleH JaHHOMY KOHKPETHOMY Monb30Barerto.

B Windows NT oTHoweHus gosepusa ObinmM ogHOCTOPOHHUMMU, T. €. U3 TOro, YTo AOMeH A goBepsieT
AaomMeHy B, He cneposano, 4to gomeH B gosepsieT gomeHy A. [Ans Toro 4tobbl YCTAaHOBUTL MexXay
AOMEHaMN [OBYCTOPOHHME OTHOLWIEHUA [OoBepud, TpeboBanocb co3gaTb napy OAHOCTOPOHHUX
OTHOLLUEHUIN JOBepusi, HanpaBneHHbIX HaBcTpedy apyr apyry. OTHoweHna aosepua B Windows NT He
Oblnn TPaH3UTUBHBLIMUK, T. €. ecnn goMeH A goBepsieT gomeHy B, a pomeH B goBepsieT gomeny C, 13
3TOro He cregoBarno, Yto AoMeH A goBepsieT gomeHy C.

HaunHaa ¢ Windows 2000, gomeHbl MoryT 6biTb 00beAnHEHBI B €ANHbIN NIEC, B KOTOPOM BCE AOMEHbI
posepsaT apyr gpyry. BaxHo 3ametutb, 4yto Windows 2000 cogepXuT pasBuTble cpencrtsa
ynpasneHnsa MofIHOMOYMSMU Morb3oBaTeNien B pasHblX JOMEHaxX M MNo3TOMy [LOBEPUE BCEX BCEM
BOBCE He O3Ha4yaeT BceoOLlen BCeO03BOMIEHHOCTU, a O3HAaYaeT Nullb, YTO Kaxdbl Monb3oBaTerb
MMEET BO3MOXHOCTb 0bpaLLaTbCAa KO BCEM pecypcam CETU, K KOTOPbIM eMy SIBHO paspeLleH AOCTY.

Mpn HeobxogumoctTn agmuHucTpatop neca pgomeHoB Windows 2000/2003/2008 moxeT
yCTaHaBnmBaTb M OTHOLEHUsS goBepusa «B ctune NT», HO Ha NpakTUKe 3Ta BO3MOXHOCTb MOYTU HEe
NCNonb3yeTcs.



" A
OTHOLWeHunA goBepus

Kaxxgomy [oMeHy B necy COOTBETCTBYET MCEBOOMNOMb30BATENb, MCMOMb3yeMbli Ansi B3aMMHOMN
ayTeHTMdUKALUUN  KOHTpONnepamMmn OOBEPSIOWNX Opyr Apyry QAomeHoB. Jlioboe obpallueHue
KOHTpOMnnepa OQHOrO [AOMeHa K KOHTPONSepy [Opyroro [AOMEeHa HayuMHaeTcsli C  B3auMHOW
ayTEHTMdUKALNN 3TUX KOMMbIOTEPOB, YTO AeNnaeT NpakTU4eCckn HEBO3MOXHONM NOAMEHY KOHTpornepa
[OMeHa 1 HaBsi3blBaHNE HEBEPHOW MHGOPMaLUKN KOHTpoiepam Apyrmx 4OMEHOB.

m B maneHbkoM rnecy Kaxablh KOHTponnep [AOMeHa XpaHuT Yy cebsa aTanoHHbin obpas
ayTEHTUMPUKALNOHHBIX JAaHHbIX BCEX OPYTMX KOHTPOMNEepPOB JOMEHA.

m B Oonbwom necy Kaxabli KOHTponnep AoMeHa XpaHuT y cebst nuwb ayTeHTUdUKaALMOHHbIE
AaHHble «bnuxanwmx cocegen», a B3auMHaa ayTeHTUMUKAUMSA C KOHTPOSSIEPOM «OaneKkoro»
AOMeHa OCYLLUEeCTBMAAEeTCA MyTeM BbICTPAMBAHUA UErOoYKU, COCTOALWEN U3 KOHTPOSSepoB
AOMEHOB, MpX 3TOM Kapas napa cocefHuUX B LIEMOYKe KOHTPONNepoB CnocobHa BbIMOMHUTL
B3aMMHYI0 ayTeHTUdumKauuio, He npuberasa K nocpegHUYecTBY OpYrMx KOMMNbIOTEPOB.



" A
OTHOLWeHunA goBepus

[MycTb nonb3oBaTenb gomMeHa A MblTaeTcs BOWTU B OMEPaALMOHHYI cUCTeMy pabodven cTaHuuu,
BXoAsiLLEeN B cocTaB gomMmeHa B, gosepsitowero gomeHy A. CkBo3Has ayTeHTUdMKauma B 3TOM cryyae
OCYLLECTBISETCS cregyowmnm obpasom.

1. Pabouvasi cTaHUMSA ycTaHaBNMBaET CETEBOE COeANHEHME C KOHTPONNEpPoM AomeHa B.

2. Pabouas ctaHuus nepegaet naeHTUMrKaUMOHHbIE N ayTEHTUUKALMOHHbBIE AaHHbIE NONb30BaTENS, BXOAALLErO B
cucTemy, KOHTponnepy gomeHa B. BsanmHasa ayTeHTudmkauma pabodven CTaHUUKM M KOHTpoOmnsfepa OOMeHa, a
Takke BbIOOp NpPOTOKONAa Nepeaayn aHHbIX NPOUCXOOAT TOYHO TaK Xe, Kak U B Criy4ae CKBO3HOM ayTeHTudukaumnm
B OAHOM [JOMEHE.

3. KoHTponnep pomeHa B nepepaer naoeHTUUKAUMOHHbIE U ayTEHTU(PUKALUMOHHbIE [aHHble MnoNnb3oBaTens
KOHTponnepy pAomeHa A (ecnu Heobxoaumo, neped 3TMM  BbINOMHSAETCA B3auMHas ayTeHTudurKaums
KOHTponnepos gomeHoB A u B).

4.  KoHTponnep pgomeHa A npoBOAUT ayTeHTUdUKauMo Monb3oBaTens C  WUCMNonb3oBaHWEM UMHGOpMauuu,
XpaHsiwencsa B ero 6ase y4eTHbIX 3anncen. Pesynbtathl ayTeHTUMUKaALUKN NepeaatoTcst KOHTponnepy goMmeHa B.

5.  KoHTponnep aomeHa B nepeHanpaBnsier pesynsraT ayTeHTUduKauum nonb3oBaTtens Ha paboudyo cTaHumio, C
KOTOPOW HENOCPEACTBEHHO paboTaeT Nonb3oBaTens.



" JE
OTHOLWeHunA goBepus

Ecnu gomeH A poBepsieT JoMeHy B, ToO Ha Kaxgom KOMMbloTepe OOMeHa A npaBa v npusuniernu
MOryT HasHa4yaTbCs creayLwmum cydbektam gocrtyna:

JIOKanbHbIM NoJsib3oBaTenam, 3apermcTpnpoBaHHbIM Ha JaHHOM KOMIMbOTEPE;

u NoKalbHbIM rpynnam, 3apermctpnpoBaHHbIM Ha JaHHOM KOMMbIOTEPE,

n nonb3oBartensam goMmeHa A;

n nonb3oBarensam gomeHa B;

m rpynnam gomeHa A;

m  rpynnam gomeHa B.



" A
AKTUBHbLIN KaTanor

HaunHaa ¢ Windows 2000, uepapxuyeckas ©6asa ydeTHbIX 3anucen SAM npeobpasoBaHa B

NONHOMYHKLUMOHANbHY pacnpegeneHHyto 6asy gaHHbIX, OCHOBaHHYH Ha mogenu gaHHbix X.500 u
Ha3blBaeMyo akmueHbIM KamasioaoM (active directory, AD).

B obwem cnyyae katanor — 310 6a3a gaHHbIX, ONTUMU3NPOBaHHAA ANA CUTyauuun, Koraa oOHOBNEHUS
6a3bl NpoUCXoaAaT MHOMO pexe, Yem nonyveHne nHgopmauum ns 6asel. AKTUBHbIN KaTanor Windows
npeacraensieT cobon YacTHbIM cryyan obuero NoOHATUA KaTanora.

Ha kaxxgom KOHTposnnepe AOMEHa XpPaHUTCA CBOS KOMWUSA aKTMBHOMO Kartanora, 3T KOMuu perynapHo
CUHXPOHU3MPYIOTCA Mexay cobon. Mecto dmsmyeckoro xpaHeHusi hannoB akTMBHOMO KaTanora
yKasblBaeTCs aAMUHUCTPATOPOM B XO4€ YCTAHOBKM CEPBUCOB aKTMBHOIO KaTasiora, B 60MblINHCTBE
KOH(purypaumin npegnaraetcs nyTb N0 yMonyaHuto %windirsSYSVOL.

NHdopmMaums, XxpaHsilasca B akTMBHOM KaTtanore, He OrpaHu4YMBaeTCs OOHWUMM TOMbKO YYETHbIMU
3anuncamMu nonb3oBartenen. B obulem crnyyae B akTMBHOM KaTtanore MoryT XpaHUTbCs Nodble AaHHbIE,
CTPYKTYPUPOBaHHbIE B COOTBETCTBUMN C TpeboBaHNAMU hopmMaTa 6asbl AaHHbIX.
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O61bekTbl AD

[laHHble, XpaHsWKnecs B akTUBHOM KaTanore, paccMaTpuBaloTCs KakK COBOKYMHOCTb OOBLEKTOB,
nmetowmx atpmbytbl (NogobbekTbl), Npu 3ToM Habop aTpmbyToB ObObekTa onpegensieTcss TUMNOM
obbekTa. NogobbekTbl 06beKTa MOryT cogepXaTb BOXEHHble NogobbekThl, BCEro nogaepxmBaeTcs
NATb YPOBHEWN BMOXEHHOCTU MNoA0OBLEKTOB (BKMOYad caM OObLEKT), OQHaKo B TEKyLMX Bepcusix
Windows 1cnonb3ytoTcs TOMNbKO TPU YPOBHS:

] 0ObEKT;

m  Habop cBoncTB (property set) — nogo6beKT NepBoro ypoBHs;
m  CBOWCTBO (property) — nogo6beKT BTOPOro YpOBHS.

Cpean oBbLEKTOB BbISENSATCA KOHMelUHepbl — 0bbeKThbl, cogepxawme apyrne obbekTbl. OObeKTbI
aKTUBHOro KaTanora o6pasyloT APEBOBUAHYI WepapXMYecKylo CTPYKTYpy, MOAOOGHYK CTpyKType
¢annoBoM CUCTEMbI, B POfMN KaTarloroB BbICTYNalT KOHTEWHeEpbl, a B ponu ¢annoB — O6bLEKThI
APYrux TUMNoB.

Kaxablh 0ObeKT aKTUMBHOMO Katanora YHUKanbHO uaeHTuduumpyetrcs 128-0UTHbIM  YUMCNOBbLIM
noeHtucpumkatopom GUID. Kpome TOro, kaxgbll OOBLEKT WMMEET YHUKanbHOEe TEKCTOBOE MMS B
cneunansHoMm ¢opmaTte DN (distinguished name). DN ogHo3HayHO waeHTUUUMPYET OOBLEKT, B
aKTUBHOM KaTasnore He MOryT CyLleCTBOBaTb [Ba pasHblx 06bekTa, nmerowmx ognHakosoe DN. [ns
Toro 4tobbl obpaTnuThca K 06beEKTy, Heobsi3aTenbHO 3HaTb ero DN, nouck obbekTa MOXET ObliTb
ocyulecTsrieH no Yyactn DN nnm no coBokynHocTn atpnbytoB obbekTa.
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O61bekTbl AD

DN unmeet BuA;

/aTpnbyT=3Ha4yeHne/aTpubyT=3Ha4yeHue...

HekoTopble KIMEeHTCKME nporpamMmbl UCNOSb3YIOT anbTepHaTUBHYO 3anucb DN:
aTpmby=3HayeHue, aTpubyT=3HaYeHHUe...
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UmeHOBaHUe Nonb3oBaTenen AoOMeHa

HaunHaa ¢ Windows 2000, yyeTHble 3anucu nonb3oBaTternien n ncesnornonb3oBaTenen XpaHAaTCca B
akTnBHoMm katanore. ms nonb3oBatens Windows MOXeT npeacraBnsiTbCs B OOAHOM U3 Cneaylowmx
dopmaTos:

m  BHyTpeHHUN (DN) — /OU = opraHusaums/DC = DNS-gomeH/CN = Users/CN=ums_nonb3oBaTtens;
OU (Organizational Unit) — yka3saTternb Ha opraHu3auuoHHoe nogpasaeneHue (Ol);
DC (Domain Component) — ykasaTterib Ha COCTaBHY YaCTb JOMEHHOIO MMEHMU;

CN (Common Name) — ykasaTenb Ha obLiee nms.
m  OcHoBHon (UPN - User Principal Name) — umsa_nons3osatena@DNS-gomen;
] coBmecTumMbI ¢ Windows NT — NetBIOS-gomeH\nms_nonb3oBartens;
B COKpalleHHbI — UMSA_Monb3oBaTens.

MocnegHne gBa cdopmata He obecneyvBaloT OAHO3HAYHYK MAEHTUUKaUMIO nonb3oBatens. [pu
MCNONb30BaHUN 3TUX (POPMATOB OCYLLIECTBIISIETCA NMOUCK B KaTanore y4eTHOW 3anvMcu nornb3oBaTtens,
MMeEIOLLIEro 3aaHHOe NMS, NPUYEM pe3ynbTaToM Noucka Becerfa aABnsgeTcs nepsas HaugeHHasa 3anuch
(nocne HaxoXxaeHusi NepBoOK 3anncu NOMCK NpekpaLlaeTcs).

HeTpyoHO BUAETb, 4TO OCHOBHOW dhopmaT mmMmeHn nosnb3doBatens Windows B TOMHOCTU coBnagaeT C
dopmatom, NPUHATOM B COBPEMEHHbIX CUCTEMAX NEKTPOHHOW NOYTbl. OTO HE ABMASETCH ClyYyanHbIM

coBnageHneM. Cnucok nonb3osatenen Windows BecbMa TECHO MHTENPUPOBAH C 3NIEKTPOHHOW MOYTON
N CUCTEMaMU SNEKTPOHHOIO JOKYMEeHTOobopoTa.



" A
AKTUBHbLIN KaTanor

MMmoGanbHbLIN KaTanor

N3 Bblle WU3NMOXEHHON0 MOXHO 3aMeTUTb, 4YTO CTpykTypa AD MoxeT 6biTb BecbMa CrOXHOW U
BMeLlaTb B cebsa DonbLLoe KONMYeCTBO 0OBbEKTOB. Yero CTOMT TONbKO TOT (hakT, 4To AoMeH AD mMoxeT
BKItoYaTh B cebs Ao 1,5 MnH. oO6bekToB.

Ho n3-3a 3TOro MoryT BO3HMKHYTb NPOGNeMbl C NPOU3BOANTENBHOCTBIO NMPW BbIMOMHEHUM OMNEpaLnii.
OTa npobrnema pellaeTca ¢ nomowbto enobanbHo2o kamarnoza (Global Catalog, GC). OH cogepXut
NHOPMaLMIO O Kakgom obbekTe (XoTa U He 060 Bcex aTpubyTax atnx obbektoB) Bcero neca AD, 4To
MOMOraeT YCKOPSATb MOMCK OOBHEKTOB.

[MmobanbHbI KaTanor aBTOMAaTU4YeCKM PennuuupyoTCa Ha BCe KOHTPOMNepbl BCEX AOBEPSEMbIX
AomMeHoB. [laHHble, nexawme B rnobanbHOM KaTanore, AOCTYMHbl M3 fobon TodkM nboro
AOBeEpSieMOro AgomMeHa B ntoboOM MOMEHT BpeMeHM (eCTeCTBEHHO, UcKMo4asi dpatanbHble cbon B
dyHKUMOHNPOBaHUK ceTn). Brnagenbuem rnobanbHOro katanora MOryT BbICTynaTb creumanbHO
Ha3Ha4YeHHbIe AN 3TOro KOHTPOsepbl JOMEHaA.



" A
AKTUBHbLIN KaTanor

Hoctyn k AD

Ana poctyna Kk aktuBHoMy katanory B Windows MOXeT wucnonb3oBaTbcs NMOO cheumnanbHO
paspaboTaHHbIn B Microsoft npotokon ADSI, nnbo npotokon LDAP, ncnonbsyowmnes ana goctyna K

Apyrum katanoram. Psg oyHKUMI aKTUBHOMO KaTariora JOCTYMHbl Takke no npotokonam MAPI-RPC v
X.500.

B 6onbliomM necy 3anpocbkbl nonb3oBaTenen ganekoro AoOMeHa MOryT nNpoxXoAuTb AONrMi nyTb. [Ons
onTMMM3auum nyTenm npoxoxaeHna 3anpocoB B Jiecax pagomeHoB Windows wucnonb3yerca
NOHATME calm, unu y3ern (site).

B kaxabln canT BXOOAT KOMMbKOTEPbI, COEANHEHHbIE MEXAYy COOON BbICOKOCKOPOCTHLIMU FNIMHUSIMU
cBa3n. KomnbloTepbl, Bxogdwme B O4HY noaceTb npoTtokona |P, Bcerga BxogaT B oguMH cauT. BHyTpun
OOHOro canTa pennukauus Bcerga OCyLLECTBASETCA C ucnonb3oBaHnem npotokona RPC. Pennukauns
Mexay cantamm MoxeT npoucxoautb nnbo no RPC, nnubo ¢ ucnonb3oBaHnem ogHoro m3 MAPI-
npotokonoB (SMTP, X.400 un 1. n.).

Kak npaBuno, cant o6beanHsieT BCe KOMNbIOTEPLI OAHOMO UMM HECKOMNbKNX AoMeHOB. CuTyauun, korga
OOMeEH pas3buBaeTca Ha AaBa unn bornee canMToB, peKOMeHOyeTCcs naberaTb, NOCKOMbKY 3TO 3aMETHO
yXyOLaeT pennukauuo BHYTPU JOMEHa.
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Hoctyn k AD

Ana waeHTUUKaumMm KOMMNbIOTEPOB B Jiecy wucnonb3yetcda npotokonn DNS, rapaHTupytowmnn
YHUKaNbHOCTb MMEH KOMMbOTEPOB B OTNuymne ot npoTtokona NetBIOS, npumeHsslwerocs gna atou
uenn B8 Windows NT. Hanpumep, DNS-umenam server.filial.xxx.ru n server.filial.xxx.ua cootsetctayet
obuwee NetBIOS-ums filial/server. Cepsep DNS Bxogut B coctaB auctpubytnsa Windows Server,
00bI4HO cepBep DNS ycTaHaBnmMBaeTcsl Ha BCeX KOHTporfepax 4OMEHOB.

JTtobon 06bEKT aKTUBHOIO KaTarora MOXET ObiTb 3allMLLEH OECKPUNTOPOM 3aLLMThl, UMEIOLLMM TaKon
Xe hopmart, Kak U 4eCKpUnTop 3awuTbl IokanbHoro obbekta Windows.

[eckpunTopbl 3aliMTbl OOLEKTOB aKTUBHOrO KaTanora HacreayrTcsl Mo TeM Xe npaBunam, 4To U
OECKPUNTOPbI 3aLlMTbl NoKanbHbIX OOBLEKTOB OMEpaLMOHHOM CUCTEMbI. NS OOBLEKTOB aKTUBHOMO
KaTanora nogaepXxvMBaeTcsa aTtpubyT «aBTOMaTU4YeCcKoe HacnegoBaHWe», MO3BOMNSALNA PEKYPCUBHO
pacnpoCcTpaHATb AenerMpoBaHne NnofiHOMOoYMIA Nonb3oBaTenen Ha AOMEHbI HU3LLIUX YPOBHEN.
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OgHuM 13  BaXHeMWwmx HoBwecTB B noacucteme 3awmtbl Windows saBnsietca epyrinosas
rnonumuka (group policy) — COBOKYNHOCTb OOBLEKTOB aKTUBHOrO KaTtariora, OnuCbiBalOWMX Te Unn
MHble acnekTbl KOHdUrypauum onepaumoHHOM CUCTEMbI, a TaKkKe uHAMBMAOYyalbHbIX HaCTpoeK
OTAEeNbHbIX Nonb3oBaTenen u rpynn. [pynnoBasa NonMTuka BKNOYaeT B ceba OONbLUMHCTBO 3f1EMEHTOB
nonutunkn 6esonacHoctn Windows, B YaCTHOCTMU:

®m  pacnpegenexHve npuBMUnernii Mexxay nonb3oBaTensiMmu;

®m  napameTpbl NOACMCTEMbI ayTeHTUdMKAL MK, BKNoYasi napameTpbl npotokona Kerberos;
®  MONUTUKY ayauTa;

®m  MNapameTpbl CUCTEMHBIX KYPHaNoB, BKIOYas XypHan ayauTa;

®m  rapameTpbl CEpBUCOB, BKITOYAsA PEXMM 3anycka (aBToMaTtuyeckuin/ pydHon/3anyck 3anpeLleH) u 4eckpunTtop
3aWmTbl CepBUCa;

n CMMCOK areHToB BoccTaHoBneHus EFS;

m  WabnoHbl HAaCTPOEK OTAENbHbIX NPUKNaAHbIX 1 cucTeMHbix nporpamm (Internet Explorer, Task Scheduler,
Windows Installer u T.n.).

B Tvnn4yHbIX kOHPuUrypaumsax Windows rpynnosas nonutuka cogepxmt okono 200-400 anemeHToB.
Ana ynobctBa agMUHUCTPUPOBAHUS OHM 06beMHEHbI B APEBOBUOHYIO MepPapXUYECKy0 CTPYKTYpPY
KOHTEWHEPOB.

Kaxxabih komnbtoTep, pabotatowmn nog ynpasneHnem Windows, MMeeT COOBCTBEHHYK FpynmnoByto
NONUTUKY. MICKNoYeHne COCTaBrsT KOHTpoOSifepbl AOMEHOB, KOTOpble pasgensitoT mMexay coboMn
o0LLYyI0 TPYNNOBYKO NOSIMTUKY, €AMNHYK N9 BCEX KOHTPOMNEepoB OAHOr0 AoMeHa. Takke cyulecTByeT
efvHasa rpynnosas nonuTuka asis BCero JOMeHa B LesioMm.
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OpraHVI3aL|MOHHbIe eaANHUNLUbI

B nomeHe wmoryT ObiTb BblgeneHbl 0cobble rpynnbl  MONb3oBaTeNem U KOMMbIOTEPOB,
Ha3blBaeMble op2aHu3ayUoHHbIMU eduHuUyamu (organizational units).

OpraHn3aumoHHble eguHULbI OTNNYalTCA OT OObIYHBLIX TPYNn TEM, YTO UM MOryT HasHa4yaTbCs
COOCTBEHHbIE TPYNMNOBLIE MOAUTUKKA. 3TO MNO3BONSIET OAHOMOMEHTHO Ha3HayaTb OAWHAaKOBbIE
HaCTPOMKN BCEM KOMMNbKOTEPAM, BXOOALIMM B COCTaB O4HOW OpraHn3auuoHHON eanHuLbl. TeM caMmbiM
OpraHmM3auMOHHbIE €ANHULbBI YNPOLLAKT agMUHUCTPUPOBaHME DOMbLLION CETMW.

OpFaHI/I3aLI,I/IOHHbIe €adHNLbI MOTYT BKIMOYATbLCA O4Ha B APYryto, rpynnoBble NOJIMTUKN BblLLESIEXKaLLNX
OopraHm3aunoHHbIX eanHUL HacneayrTcAa HuKenexawmnmmm opraHmn3aunmoHHbIMU edJUuHULiaMn. Takxke
rpynnosbie NMNojiIMTMKN MOryT Ha3Ha4yaTbCsl cavTam.

Kaxkgbli anemeHT rpynnoBOM MOMUTUKM MOXKET ObiTb NMOO He onpedeneH, NMbo UMEeTb HEKOTOpoe
3HayeHne. Tvn 1 gnanasoH BO3MOXHbIX 3HAYEHWU pasnMyaloTcsl AN pasHbIX 3IEMEHTOB rPynmnoBoWn
MONUTUKMN.

3HayeHne anemMeHTa rpynnoBoi NONMUTUKN, ONPedENneHHOe B HEKOTOPOW OpraHM3aLMOHHOW eauHuULE,
aBTOMAaTMYECKN HAcCNeayeTcsl BCEMU HMKeNeXallumMm opraHn3aUnoHHbIMU eaUHULaMMN.
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OpraHVI3aL|MOHHbIe eaANHUNLUbI

Ecnn 3HauyeHne anemeHTa prI'II'IOBOI7I noJyiInTukn, YyHacrnegoBaHHoOE OT prI'II'IOBOI7I NONMNTUKN
BblLLENEXaLlen OpFaHI/I3aLI,I/IOHHOI7I eanHnubl, BCTYyMNMaeT B TMpoTuBope4dyne C 3Ha4YeHnemMm TOro xe
arnemMeHTa, orpenerieHHoro B HUKenexallen OpFaHI/I3aLI,I/IOHHOI7I eaunHumue, 1o KOHCbJ'II/IKT pa3peLllaeTcA
no cnegyrwwnm npasuiiam.

B ecnv agMUHUCTpaTopbl 06enx opraHn3aunoHHbIX €ANHWL, HE yKa3ann HUKakMx 0CobbiX NpaBui paspeLleHns
AaHHOro KOHNUKTa, To 4eNCTByeT yHacnegoBaHHOE 3Ha4YeHue;

B eClnivM agMUHUCTPAaTOp HUXernexallen opraHM3aunoHHON eavHNLbI YCTaHOBWI Ha OaHHYH0 rPynnoBYyO NOMUTUKY
donar «He HacregoBaTb CBEPXY», @ aMUHUCTPATOP BbiLlenexalien opraHn3aLmMoHHON eauHULIbI He YCTaHOBUI
NOpsiAoK paspeLLeHns aHHOro KOHNuKTa, To 4enCTBYeT 3HaYeHne, onpeaeneHHoe agMUHNUCTPaTopoM
HUXenexaluen opraHM3auMoOHHON eanHULbI;

®m  eCNv aAMUHUCTPATOP BbILIENEXaLle OpraHM3aUNoHHON eANHMLbI YCTAHOBUIT Ha AaHHY0 rPpyNMnoByH NONUTUKY
donar «HacnenoBaTb BHW3 B NIOOGOM criy4ae», TO yHacneaoBaHHOe 3Ha4YeHne AaHHOro aremMeHTa rpynnoBoit
NONUTUKN OEUCTBYET B NOOOM Crnyyae, He3aBUCKMMO OT TOTO, YTO ONPeAEnuN B OTHOLLEHUM OAaHHOTO aremMeHTa
aOMVHUCTPATOP HKenexallen opraHn3auMoHHOM eanHULbI.
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OpraHVI3aL|MOHHbIe eaANHUNLUbI

[pynnoBasi MonuMTMKa MNO3BONSET aAMMHUCTPATOpaM OPraHM3aUMOHHbIX €OUHWUL, LIEHTPann3oBaHHO
ynpaenaTb MNONUTUKON 6e3onacHocTM Oonbluo cetu. Ecnn ectb HeobxoaMMOCTb W3MEHUTb
HEKOTOPbIN acnekT MonUTUKM ©Ge3onacHOCTU BCero [AepeBa, agMUHUCTPATOpPy KOPHSA Aepesa
[O0CTaTOYHO BCEro NULLIb HAaCcTPOUTb COOTBETCTBYHOLLMM 00pa3oM rpynnoByt MNOMUTUKY KOPHS AepeBa
N BHECEHHbIE UM U3MEHEHUs1 ByayT aBToOMaTUYECKM PENNMLMPOBAaHbLI HA BCE KOMMbIOTEPLI AepeBa.

MNpn 9TOM agMUHUCTPATOPbl HUXKENeXalluxX OopraHu3aLWOHHbIX €OMHWUL, HeCOrnacHble C pelLleHUeM
Oonee BbLICOKOrO agMWHUCTpaTopa, MOryT (€Cnum 3TO SIBHO He 3anpeLlleHo aaMUHUCTPaTOPOM
BblLLIENEXallled OpraHu3aLMOHHON eaMHMLbI) OTMEHUTb 3TO pelleHuMe B 4acTu, Kacatwollencs
NOABEAOMCTBEHHbBIX UM OPraHM3aLNOHHbIX eOUHUL, Nleca.

O6bIYHO agMUHUCTPATOPbl OPraHM3aUNOHHbBIX €OMHUL, BbICOKOrO YPOBHSI OCTaBNSKT OONbLUMHCTBO
nonen rpynnoBon MOMUTUMKM HE3anoSIHEHHbIMU. JOTO [aeT agMUHUCTPaTopaM OpraHM3auuOHHbIX
eOVHUL, Hu3Wwero YpoBHS cBoboay Bbibopa B HacTpomke MONUTMKM ©Be30nacHOCTU  CBOMX
OpraHmM3auMOHHbIX eauHnL,.
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OpraHVI3aL|MOHHbIe eaANHUNLUbI

OnemMeHTbl TrpynnoBOW MOMAUTUKU CrPYyNnNUPOBaHbl B OPEBOBUOHYIO MEPAPXUYECKYHD CTPYKTYpPY,
aHanorn4yHyro CTpyKType pannoBon cuctembl Unn peectpa. [pynnoBaa nonuvtuka, HasHavyeHHas
KOMNbIOTEPY, AOMEHY, OpraHM3auMOHHOM eAuHULUEe WnuM canTy, BKovaeT B cebsa gBa OonbLumx
pasgena:

m  Computer Configuration (koHurypauus KoMmnbloTepa) — COAEPXKUT NONUTUKKU, AENCTBYIOLLME HA BCHO
onepaumoHHYH CUCTEMY B LIENOM,;

m  User Configuration (koH(purypaums nonb3oBarternsi) — COAEPXXUT MONMUTUKA, OeNUCTBYOLWNE Ha MHANBUAYalNbHbIEe
HaCTPOWKM nonb3oBaTtenen, paboTaloLwmx ¢ AaHHbIM KOMMbIOTEPOM.

[Monb3oBaTensm n rpynnam, He ABNALWUMCS OpraHU3auuoHHbIMU €ANHULAMKW, MOXET HasHa4vyaTbCs
«HenonHoueHHasi» rpynnoeas MnonuTuka, cogepxawas Tonbko pasgen User Configuration. OT1a
rpynnosas nonuTuka cumtaeTcs 6onee BbICOKONPUOPUTETHOM, YEM IPynnoBas NoUTMKA KOMMNboTepPa.
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OpraHM3aL|MOHHbIe eanHunublI

Kaxgbin U3 gByx pasgenos rpynnoBon NOMMTUKU pacnagaeTcs Ha Tpu nogpasgena:

m  Software Settings — cogepXut NOAUTUKK, WCMNOMb3yeMble CTOPOHHUM MPOrpaMMHbIM obecnevyeHnem, He
BXO4sLWMM B cocTaB anctpmbytmea Windows. Yaule Bcero aToT nogpasgen nycr;

m  Windows Settings — cogepXuT nNONUTUKK, ONUCbIBaKOLWME HACTPOMKU pasfnnUYHbIX KOMMOHEHT Windows.
BonbWMHCTBO NONUTUK, codepXalmxcsa B AaHHOM nogpasgene, cBs3aHbl ¢ 6e30nacHOCTbIO OonepaumMoOHHON
CUCTEMBI;

m  Administrative Templates — cogepXvuT nOnuMTMKK, NO3BOMSAIOLWINE aBTOMaTU3MpPOBaTb ynpasneHve 60nbLion

CETbIO, NMPUMEHSASA OOHM U TE XE€ HACTPOWKM K pa3HbIM KOMMNbioTepam ceTu. B otnnume ot nogpasgena Windows
Settings, B nogpasgene Administrative Templates no ymonuaHuio Bce NnonuTuUKK He onpegerneHbl. AOMUHUCTPATOP
MOXET ONpeaensTb 3TW NOAUTUKMA NMOO BPYYHYHO, C NMOMOLLBbI KOHCONU agmuHuctpuposaHms Windows (MMC),
nmbo C ncnonb3oBaHNEM 3apaHee NOArOTOBMEHHbIX (hannoB agMUHUCTPaTUBHBIX WwWabnoHos (ADM-cannos).
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B 3akntoyeHnn otmeTum Te npenmMmyLllecTtBa, KOTOpble Mbl NnoJjlydaem, OTKa3blBaACb OT OJJ,HOpaHFOBOVI
CeTn C NcnoJjib3oBaHNEM p360‘-II/IX rpynn B norb3y AOMEHHOW Moaenu.

m  EauHasa Touka ayteHTudpmkauum. B paboyen rpynne Ha Kakgom KOMMNbIOTEPE UK cepBepe NPUOETCA BPYUHYHO
0o6aBnATb MOMHbLIN CMMCOK Monb3oBaTenen, KoTopblM Tpebyerca ceteBon poctyn. Ecnv Bgopyr oguH u3
COTPYAHMKOB 3aX04eT CMEHUTb CBOW Maposb, TO €ro Hy>HO BygeT NOMEeHsiTb Ha BCEX KOMMbOTepax MU cepBepax.
Xopouwo, ecnn cetb coctouT M3 10 KOMNbOTEPOB, HO ecnn ux Gonbwe? [Npu ncnonb3oBaHMn gomeHa Active
Directory Bce y4é€THble 3anucu nonb3oBaTernen XpaHATcs B ogHon 6ase JaHHbIX, 1 BCe KOMMbioTepbl obpaluarTcs
K Hel 3a aBTopu3auuven. Bce nonb3oBateny JOMeHa BKIHOYAKOTCHA B COOTBETCTBYIOLLUME Tpynmnbl, Harnpumep,
«Byxrantepus», «®nHaHcoBbIM oTaen». [loctaToyHO OAWH pa3 3adaThb paspeLleHus AN TeX UMW UHbIX rpynn, 1
BCE MONb30oBaTenu nony4yar COOTBETCTBYHOLUMM OOCTYM K AOKYMEHTam W npunoxeHusm. Ecnu B komnaHuio
NMPUXOANUT HOBbLIN COTPYAHWK, ANA HEro co3naéTcs yY4eTHas 3anucb, KOTOpas BKITHOYAETCH B COOTBETCTBYHOLLYIO
rpynny, — COTPYAHMK Nony4aeT AOCTYN KO BCEM pecypcaM CETU, K KOTOpbIM eMy AOrmkKeH 6biTb paspeluéH AocTyn.
Ecnu coTpygHuK yBomnbHAETCH, TO AOCTAaTOMHO 3abrnokupoBaTb — U OH cpa3sy NoTepsieT AOCTYN KO BCeM pecypcam
(koMnbloTEPaM, AOKYMEHTaM, NPUIOXEHUAM).

m  EaunHaa Touyka ynpaBneHus nonutukamu. B paboyen rpynne Bce KOMMNbKOTEPbI paBHOMpaBHbl. HM oguH un3
KOMMbIOTEPOB HE MOXET YNpaBnsTb APYrMM, HEBO3MOXHO MPOKOHTPONMpOBaThb COGMNoAeHNe eanHbIX NOMUTUK,
npasun 6esonacHoctn. [lpu wncnonb3oBaHun egmHoro katanora Active Directory, BCce nonb3oBatenn u
KOMNbIOTEPLI MepapXuUyeckn pacrnpesensaoTca Mo OpraHM3auMOHHbIM NnogpasferieHnsM, K KaXaoMy M3 KOTOpbIX
NPUMEHSIOTCHA eduHble TPynnoBble MONUTUKW. [1oNUTUKM NO3BONSAKT 3adaTb €4WHble HAaCTPOWKM U napameTpbl
BGe3onacHOCTM ANg rpynnbl KOMNBIOTEPOB U Nonb3oBaTtenen. Npu gobaBneHMn B JOMEH HOBOIMO KOMMbKOTEPA MU
nonb3oBaTend, OH aBTOMAaTU4YecKn nosiydaeT HaCTPOWKW, COOTBETCTBYIOLIME TMPUHATBIM  KOPNOpPaTUBHbLIM
ctaHgaptam. [py NOMOLWM NOSIUTUK MOXHO LIEHTParnM3oBaHHO Ha3Ha4MTb NOSb30BaTENsSM CeTeBble MPUHTEpHI,
yCTaHOBUTb HeobXxoauMble NPUNOXEHUd, 3adaTb napameTpbl 6e3onacHocTn Gpaysepa, HaCTPOUTb MPUNOXKEHNS
Microsoft Office.
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MoBbIWEHHbLIN YypOoBeHb WHMOpMauMoHHoM 6Ge3sonacHocTu. Vcnonb3oBaHne cnyx6 Active Directory
3HaYNTENbHO MOBbIWAET ypoBeHb He3onacHOoCTM ceTu. Bo-nepBbix — 3TO eAnHOe M 3aWULEHHOE XpaHWNuLLe
YY€THbIX 3anucen. B gomeHHOM cpege Bce Maponu OOMEHHbIX MOMb30BaTeNsX XPAHATCA Ha BblOeSNeHHbIX
cepBepax KOHTporrnepax OOMeHa, KOTopble, Kak MpaBuno, 3aliuillieHbl OT BHELWHero goctyna. Bo-BTopbix, npu
MCMONb30BaHUN [OOMEHHOW cpedbl Ond  ayTeHTuduKkaumm wucnonb3yetcs npoTtokon Kerberos, KoOTopbIN
3HaunTenbHO 6e3onacHee, Yem NTLM, ncnonesyowuinca B paboumnx rpynnax.

MHTerpauus ¢ KOpnopaTMBHbIMU NPUSIOXKEHUAMM U obopyaoBaHueM. BonblwyMm npenmyLiecTBoM cryxo
Active Directory aBngaetcsa cootBetrctBue ctaHgapty LDAP, koTopbii nogaepkuBaetcs OpyrMMm cuctemamu,
Hanpumep, novtoBbiMU cepBepamu (Exchange Server), npokcu-cepsepamu (ISA Server, TMG). lNpuyem 310 He
obsa3atenbHO ToNbkO npoaykTbl Microsoft. lNMpeMmylwlecTBO Takonm WHTErpaumMm 3akrndaeTca B TOM, YTO
nonb3oBaTento He TpebyeTcss NOMHUTL 60MbLUOE KONMMYECTBO NOrMHOB M Naporien ansa 4octyna K TOMy Ui MHoMy
NPUITOXEHNIO, BO BCEX NMPUNOXEHUAX NOMNb30BaTeNb MMEET OOHU U Te Xe YYETHbIe JaHHble — ero ayTeHTUugunkaums
npovcxoauT B eamHom kartanore Active Directory. Windows Server gna wuHTerpaumm c Active Directory
npegoctaenset npotokon RADIUS, koTopbii nogaepxmBaetca 60nbLUMM KONMYECTBOM CETEBOrO 000pya0BaHUS.
Takum obpasom, MOXHO, Hanpumep, obecnednTb ayTEHTUPUKALNIO AOMEHHbIX NONb30BaTENen Npu NOAKYEHNN
no VPN usBHe, ncnonssosanune Wi-Fi Touek goctyna B KOMnaHuu.

EavHoe xpaHunuuwe KoHdpurypaumm npunoxeHUn. Hekotopble NPUMOXKEHUs XpaHAT CBOK KOHdMrypauumio B
Active Directory, Hanpumep, Exchange Server. Pa3sépTbiBaHne cnyx6bl katanoroB Active Directory siBnsercs
obsa3atenbHbiM ycrioBmeM Ans paboTbl aTUX MPUMOXKEHWUA. XpaHeHMEe KOHUrypaumm npunoxeHnn B cnyxbe
KaTanoroB ABMSETCA BbIMOAHbIM C TOYKM 3peHMst TMOKOCTUM N HagéxHoCcTU. Hanpumep, B cnyyae NOmHOro oTtkasa
cepBepa Exchange, Bcs ero koHurypauusa octaHeTcs HETpPOHyTon. [ns BoccTaHoBneHus pabotocnocobHOCTU
KOprnopaTMBHOWM NOYTbI, 4OCTAaTOMHO ByaeT nepeyctaHoBuTb Exchange Server B pexxnme BOCCTaHOBMNEHMS.



