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" A
Oowume ceBeaeHus

I'Ipoue,u,ypa ayaunta npuMmeHuTeribHo K 3allnweHHbIM  KOMMbHTEPHbIM
cncreMmam 3akKkr4aeTcda B 2 perncrtpadmMn B cneunalsibHOM  XKypHare,

Ha3blBAaEMOM XXYpHarioM ayduma wnwn XxypHarnom 6e3onacHocmu, cObbITUN,
KOTOpbIE MOTYyT NPeacTaBnaTbe ONAacHOCTb AN CUCTEMBI.

[Monb3oBaTenn cuUCTeMbl, obnagawouwme MNpaBoOM YTEHUSI ITOr0 XKypHana,
Ha3blBalOTCA ayoumopamu.



"
Oowume ceBeaeHus

HeobxoaMMOCTbL BKMNIOYEHUST B  3alUULLEHHYHO cuUcTeMy QYHKUMW ayauTa
OVKTYeTCS crefyrowmmm obCcToaTeNlbCTBaMM.

m[logcmuctema 3awnThbl KOMI'IbI-OTGpHOVI cuctemsl, He obnagasa MHTENEeKTOM, HECNOCOOHa
OTIMINYNTDb cnyqathble OLLINOKM nonb3oBartenen oT 3JTIOHaMePEHHbIX ANENCTBUN.

mAQMUHUCTPATOPbI 3almLLaeMON CUCTEMbl AOSMKHbI MMETb BO3MOXHOCTb Mony4vaTb
NHpopMaLMIO HE TOSMbKO O TEKYLEM COCTOSIHUM CUCTEMbl, HO M O TOM, KaK OHa
JyHKUMOHMpPOBana B HedaBHeM npolusioM. XKypHan ayauta gaeT Takylo BO3MOXHOCTb,
Hakannueasa WHMOPMaALMIO O BaXHbIX COObITUAX, CBA3aHHbLIX C 6e30NacHOCTbLIO
onepaunoHHOW CUCTEMBI.

mEcnu AAMNHNCTPATOP 06Hapy>|<vu'|, 4YTO TrpoOTUB 3awmuaemMon CUCTEMBbI npoBegeHa
ycnewHada artaka, eMy BaXHO BbIACHUTb, KOrga OHa Oblna HayaTa U Kakum 06pa30M OHa
ocyuwecTtBiiAacb. I'IpM HalmiM4nn B cUMCtemMe rnogcnctemMbol ayanta He UCKITKOHYEHO, YTO BCA
Heobxogmmas I/IHCbOpMaLI,I/IFI COOEepPXKUTCA B XKypHalne ayauTta.



"
Oowume ceBeaeHus

HekoTopble aKcnepTbl MO KOMMbIOTEPHOW ©e3onacHOCTM nonaratT, YTO MNpUBUIIErUS
paboTtaTtb C noacucTeMon ayauTa He [OMmKHa NpeaocTaBnATbCA aaMUHUCTpaTopam
onepauluoHHoOW cucTembl. LOpyruMuM crioBamMu, MHOXECTBa aAMWUHUCTPATOPOB WU
MHOXECTBO ayaMTOPOB He JOMKHblI NepecekaTbCs.

[Mlp aTOM co3gaeTca cuTyauud, Korga aaMUHUCTPATOP HE MOXET  BbIMOSHATL
HEeCaHKUMOHNPOBAaHHbIE AencTBuA 6e3 Toro, 4TobObl 3TO TYT XEe cTano W3BECTHO
aygutopam, 4TO nMOBblWAET 3alUULLEHHOCTb CUCTEMbl OT HeCaHKLMOHMPOBAHHbIX
OencTBumM agMUHNCTPAaTOPOB.

OpgHako Ha NpaKTuKke otgeneHne ayamntopoB OoT adMUHNCTPATOPOB NMPUMEHAETCA PenKo,
4TO o6ycn03neHo cneagyrowmMmn npndnHamn.

mOGCNy)XMBaHWe ayauMTa Ha OQHOM KOMMbIOTEPE 3aHMMAaeT CYLIECTBEHHO MEHbLUE BPEMEHW, Yem
aAMUHUCTPUpPOBaHME OOHOro KoMmmbioTepa. Ecnv opraHusaums HeBenuka M B Hell npeaycMOTPEHbI
BCcero 1-2 LWTaTHble OOMKHOCTU CUCTEMHbIX aAMWHUCTPATOPOB, CO34aBaTb OTAEMbHYIO LUTATHYIO
[OMKHOCTb ayauTopa HellenecoobpasHo;

mOGCNy)XMBaHWe ayauMTa Ha OQHOM KOMMbIOTEPE 3aHMMAaeT CyLIECTBEHHO MEHbLUE BPEMEHW, Yem
aAMUHUCTPUpPOBaHME OOHOro KoMmmbioTepa. Ecnv opraHusaums HeBenuka v B Hell npeaycMOTPEHbI
BCcero 1-2 LWTaTHble OOMKHOCTU CUCTEMHbIX aAMWHUCTPATOPOB, CO34aBaTb OTAEMbHYIO LUTATHYIO
[OMKHOCTb ayaMTopa HellenecoobpasHo;



"
Oowume ceBeaeHus

aAMUHUCTPATOPbl U ayauMTOpbl YacTo BCTYNakT B NPUATENbCKME OTHOLLEHUSA, B pe3ynbraTe 4yero
ayauTop daneko He Bcerga AoknagbiBaeT HadarnbHUKY 00 OBHapyXXEeHHbIX 3noynoTpebneHmnsax
agMuHUcTpaTtopoB. bbiBaeT, 4TO ayauTopbl HE TOMNbKO MPUKPLIBAKOT  3rioynotpebneHus
adMUHUCTPATOpPOB, HO M CcaMM Yy4yacTBywoT B Hux. Ecnu otgeneHne ayautopoB OT
aAMUHNCTPATOPOB HE MOAKPENSIEHO OpraHM3auMOHHO-aAMUHUCTPATMBHBIMU MEPaMM, OHO MOXET
ocTaBaTbCsl YMCTO (bopManbHbIM — ayauTop 3HAET Naposfib agMUHUCTPaTopa, agMUHUCTPAaTop
3HaeT naponb ayautopa, M oba OHM MONb3yKTCA MNOMHOMOYUAMW OPYyr Apyra no Mmepe
HeobXxoaMMOCTWU;

NPy HanuuMM B OpraHvM3auuun BbIOENEHHOro ayauMTopa, HegoCTaTOMHO 3arpyXeHHoro paboTow,
ayauTop 4YacTo BBOAUT YPe3MEPHO CTPOrNn KOHTPOMb 3a AeNCTBMSIMU NONb3oBaTenen, HeraTBHO
CKasblBalLWMIACA Ha MOpanbHOM KnumaTe B KonnektuBe. [lpakTuka MokasbliBaeT, 4TO
BblAENEHHbIE ayauTopbl ©OOnee CKMOHHbI K peanu3aumMm  «napaHoU4Yeckom»  MONMUTUKM
Ge3onacHOCTK, YeM ayauTopbl, COBMELLaLWMEe CBON 00S3aHHOCTM C 00S13aHHOCTSIMM CUCTEMHOTO
agMuUHUCTpaTopa.

Ob6bI4yHO oTAeneHue ayanTopoB OT aAMUHNCTPATOPOB MPaKTUKYETCA TOJIbKO B KPYMHbIX

opraHn3aumnadax (KOpI'IOpaLI,I/IFlX, GaHkax n T. I'I.). I'Ip|/| 3TOM 06513aHHOCTH ayanTopa
4acCTo 6epeT Ha cebs OMKHOCTHOE NULO, KOTOpPOMY HenocpegCcrtBeHHO NOoAYNHAKTCA
CncteMHble agMUHUCTPAaTOopPblI, nnbo ero saamecTuUTensb.



" A
Oowume ceBeaeHus

TpeboBaHus K ayauTy

[Mogcuctema ayauTta onepaumoHHON CUCTEMbI AOMKHA YOOBNETBOPSATL CNeayroLWwmm
TpeboBaHUAM.

lﬂ,06aBJ'IF|Tb 3alrincn B XypHall aygnta MOryT TOJIbKO nceBaorornb3oBartesin, ot UMeHU KOTOPbIX
BbIMOJTHAKOTCA CUCTEMHbIE MPOLIECCHI. Ecnn npenoctaBUTb 3Ty BOSMOXHOCTb KaKOMY-TO cb|/|3mqe0|<omy
Nnonb30BaTento, AaHHbIWM NOMb30BaTENb NoJIly4nT BO3MOXXHOCTb KOMIMPOMETUPOBATb OAPYIrmnx
nonb3oBaTenen, no6aan=|;| B XXYpHall aygnTta COOTBETCTBYIOLLIME 3alNnNCK.

mHn oauH Cy6'beKT AocCTyna, B TOM 41crie n camMma onepaunoHHada cmctema, He MMeeT BO3SMOXHOCTU
penoakTnpoBaTb UMK yOandaTb OTAEl1bHbIE 3arncu B XypHalie ayauTta.

mToNbLKO Nonb3oBaTenu-ayanTopsl, obnagatowme COOTBETCTBYHOLLEN NPUBUNETMEN, MOTYT
npocMmaTpuBatbh XypHan aygura.

mTONbKO Nosb30BaTENM-ayaANTOPbI MOTYT OYULLIATL XKypHan ayauTa. [ocne o4ncTKM XKypHana B HEro
aBTOMAaTUYECKN BHOCUTCS 3anncb O TOM, YTO XKypHan ayguTa Obin O4MLLEH, C YKa3aHUEM BPEMEHMU
O4YMCTKU XKypHana v MMeHn Nonb3oBaTens, O4NCTUBLLETO XypHan. Cuctema ayanta AOmKHa
NnoaAepXKMBaTb BO3MOXHOCTb COXpPaHEHUS XXypHana ayanta nepen 04MCcTkor B apyrom channe.



"
Oowume ceBeaeHus

TpeboBaHus K ayauTy

[na orpaHn4yeHns OocTyna nonb3oBaTenen K >XypHany ayauta He Bceraa
[OCTaTOYHO OObIYHbIX CPEACTB pasrpaHNYeHuns gocTyna.

B nogasnswowem OONbLWMHCTBE CUCTEM aAMUHUCTPATOP JIOKarbHOW WNU
KOpnopaTUBHOM CETWU, WCMOSIb3ysd CBOW MNPUBUNErUA, MOXET npoynTtatb U
N3MEHNTb codepXXumoe nboro danna, XxpaHsweroca Ha ftobomM KoMnblTepe
ceTu.

MoaToMy, ecnn npuHATas B cucteMe  nonutuka  6esonacHocTu
npegycMmatpuBaeT pasgeneHve aaMMHUCTPAToOpOB W ayauTopoB, TO ANS
OrpaHUYeHNss O0CTyna K KypHany ayauta XenaTenbHO  MPUMEHNTb
AONOMHUTENbHbIE CPEeACTBa 3aLLUMTbl, Hanpumep, Kpuntorpaduyeckme.



" JE
Oowume ceBeaeHus

NonuTtuka ayauTa

lMonumuka ayOuma — 3TO COBOKYMHOCTb MpaBwun, onpeaensiowas To, Kakue
cOoObITUSI AOMKHbI PEMMCTPUPOBATLCA B XKypHane ayauTa.

Ona obecneyeHns HageXHOW 3alMTbl ONEepaLMOHHON CUCTEMbI B KypHarne
ayauTa AomkHbl 06a3aTenbHO PErMCTPMPOBaThCA CrieayoLlme coobITUS:

mMOMNbITKM BXOAa/BblXxoda nonb3oBaTtenen N3 CUCTEMBbI;
EIONbITKM N3BMEHEHUSA CMUCKa Norfb3oBaTenen;
BMOMNbITKN U3MEHEHUS NONMUTUKN 6€e30MacHOCTU, B TOM YMCIE U NONUTUKU ayguTta.

[Mpn onpegeneHnn nMNoONMUTUKA  ayamTa He cnegyeTr  OrpaHnYMBaTbhbCS
pernctpaumen cobbiTUM TONLKO M3 NepevncrieHHbIX knaccoB. OKoHYaTEeNbHbIN
BbIOOp TOro, Kakme coObITUS OOMKHbI PErMCTPUPOBATLCA B XypHane ayauTa,
BO3faraeTtca Ha camux aygutopoB. [lpym 3TOM nonmutuka ayguta B
3Ha4YUTENLHOW CTENeHu onpeaenderca crneumdumkon nHdopmaumm, XpaHMMoun n
obpabaTtbiBaeMon B OnNepaLyoOHHOWM CUCTEME, U He 3Hasa 3TOW cneuudgukn,
OaBaTb Kakne-nmbo pekomeHaaumm 6eccMblCNeHHO.



"
Oowume ceBeaeHus

NonuTtuka ayauTa

m[lpyn BbIOOpe oONTUManNbHOW MNOMUTUKM ayauTa cnegyeT  Y4YuTbiBaTb
OXWOAEMY CKOPOCTb 3arnofIHEHUS XXypHana ayauTa.

m[lonntuky ayamTta He criegyet paccMmaTpuBaTb KakK HEYTO HeU3MeHHoe,
3agaHHoe pa3 W Haecerga. [lonutnka ayamTta [OOMKHaA onepaTtuBHO
pearmpoBatb Ha W3MEHEHUSI B KOHUrypaumm onepaumoHHOM CUCTEMbI, B
Xapaktepe XpaHumonm n obpabaTbiBaeMon uMHPpopmaumm, N, OCobEHHO, Ha
BbISIBIIEHHbIE MOMNbITKM aTakoBaTb 3alUuLaeMyto onepaunoHHY0 CUCTEMY.

mB uenom nonutuka ayguta sBNAETCA CBOEro poda MCKYCCTBOM, M BbI6op
ONTUManbHOM MOMUTUKM B 3HAYUTESNIbHOW Mepe onpenenderca OonbIToM U
NHTYyWUMen aygurtopa.



" JE
Oowume ceBeaeHus

UHTepaKkTMBHOe onoBelleHue ayauTopa

B HekoTOpbIX KOH(Urypauusix onepaumoHHbLIX CUCTEM noacuctema ayouta
NOMMMO 3anucu WHMoOpMaunMM O 3aperucTpupoBaHHbIX COBObLITUSAX B
cneumanbHbIA  XKypHan npeaycMaTtpuBaeT BO3MOXHOCTb  MHTEPaKTUBHOIO
ornoBeLleHNs1 ayanTopoB 06 3aTUX COBLITUAX.

Koroma ayoutop HaduHaeT paboTy C ornepauuoHHOM CUCTEMOW OOHOro U3
KOMMNbIOTEPOB CETU, ONEPALIMOHHBIE CUCTEMbI OPYrMX KOMMNLIOTEPOB NOMy4vatoT
COOTBETCTBYIOLLNE COOOLLEHNSA, NOCSIE YEro Npu KaXXgon perncrpaumm cobbitns
B XXypHane ayamTa OOHOro M3 KOMIMbKTEPOB KONUSA MHGOpMaunm o6 3TOM
coObITUM NepenaeTcs Ha TepMUHarn, ¢ KOTopbiM paboTaeT ayauTop.

Kak npaBuno, ana peanusaumm nogoGHOro mexaHusama TpebyeTcs ycTaHoBKa
[IOTMOSTHUTENBHOIO NPOrpPaMMHOro obecneyeHus.



" JE
Oowume ceBeaeHus

UHTepaKkTMBHOe onoBelleHue ayauTopa

MHOXeCTBO COObITUIA, PEMNCTPUPYEMBIX B XXypHane ayamta, He obsi3aTenbHO
OOMKEeH coBnagaTb C MHOXECTBOM cOObITUA, MHAOPMaUUA O KOTOPbIX
nepegaeTcs ayamtopam MHTEPAKTUBHO.

LlennecoobpasHo Tak opraHu3oBaTb WMHTEPAKTUBHOE OrMOBELLEHME ayauTOpPOB,
yTOOblI ayauMTopbl MOflydyanu OnoBELLEHNE TONMbLKO O Hambonee BaXHbIX
cobbITUSAX — B NPOTUMBHOM cCryyae ayautopam OyaeTr TpyaHO BblOeNnTb B
CMJSIOLLIHOM MNOTOKE COOBLWEHNN NO-HACTOALEMY MONE3HY0 MHdOPMaLMIO.

NaHHasa gononHuTenbHaa MyHKUUSA NoACUCTEMBbI ayauTa NO3BONSAET ayauTopam
bonee onepaTtuBHO pearnpoBaTb Ha MOMbITKA npeoaoneHuns
3MOYMbILUNIEHHUKAMKX  3aLUUTbl  OMEpaLMOHHOM CUCTEMbI W TEM caMblM
NOBbILLIAET OOLLYIO 3aLLULLIEHHOCTb CUCTEMBI.



"
Cucrtembl OOHapyXeHNA BTOPXEHUN

INTornyecknm pasBUTMEM KOHUENUWUM ayauta SBNsieTCA cucmema O0bHapyXXeHUs
emopxeHut (COB), wnn intrusion detection system (IDS) — cneumannampoBaHHoe
nporpamMHoe WM  nNporpamMMmHo-annapaTtHoe CPeacTBo, NpeaHasHavyeHHoe AOns
BbISIBIEHUS YCMELUHbIX U HEeYCMNELLUHbIX NOMNbITOK OCYLLECTBNEHUS HECAHKLMOHNPOBAHHOIO
O0CTyna K pecypcam KOMMbOTEPHON CUCTEMbI UK CETM.

Cuctembl 06Hapy>|<eH|/|;| BTOp)KeHI/II7I obnapatoT ABYMA XapakKTepuctn4eCKnmMmm oTiindnaMmumn
OT ODbIYHbIX CUCTEM ayguTta.

mcYcTeEMa OBHapYXXEeHUs1 BTOPXKEHUN HE MPOCTO PErucTpupyeT oTaenbHble COObITUA, Npoucxogsiime B
CUcTeMe, HO M aHanuManpyeT UX B COBOKYMHOCTW, MblTadCb OOHapyXuTb B MOCregoBaTeNbHOCTH
3adMKCMPOBAHHbIX COBbITUI NPU3HAKK aTaKu;

ECUCTEMA OOHapyXeHUs1 BTOPXKEHMI MOXET OMepaTMBHO pearmpoBaTb Ha OOHapPYXXeHHble aTakw,
CaMOCTOATENbHO BNOKMpPYst COOTBETCTBYOLWME DYHKLUUN CUCTEMBI 0 TOro, Kak HapyLIMTemnb ycrnen nuv
BOCMONb30BaTLCS.

o cepeguHbl 2000-x rogoB cuUCTEMbl OBHapyXXEHUSI BTOPXKEHUW MPUMEHSNUCL Ha
npakTuke KpanvHe pegko. OpHako  COBPEMEHHble  TeHAeHUuMM B obrnactu
NHopMaUMOHHON ©e30MacHOCTU TakoBbl, YTO o00nacTtb MPUMEHEHUSI CUCTEM
OoBHapy>XeHUs1 BTOPXKEHU CTAaHOBUTCS BCE LUMPE N CUCTEMbI OBHAPYXXEHUSI BTOPXXEHUN
NOCTENEHHO NepecTaroT BObITb «3K30TUKOMY.



"
Cucrtembl OOHapyXeHNA BTOPXEHUN

TunnyHas dpPXUTEKTYpPa CUCTEMDI 06Hapy>|<eH|/|$| BTOp)KeHVIIZ BKITHO4aEeT B cebs
cneagywwmne OCHOBHbIE 3NTIEMEHTDI.

mCeHCcopbl, obecneynBatoLme coop MHopMaLmmn Ans NocneayroLLEero aHannsa;
maHaiu3amopbl, OCYLLIECTBMSIOLLIME aHaNM3 Nony4YeHHON ceHcopaMu MHopMaLuu;

mxpaHunuwe (Kak npasmno, 6a3y gaHHbIX), B KOTOPOE NOMeLLaTCsa pesdynbratbl padboThbl
aHanmsartopa;

WKOHCO/Ib yrpasrneHus, obecnevmBaroLLyo B3aMmogencTemne agMmHucTparopa 6e3onacHocT ¢
CUCTEMOMN OBHapPY>XEHUSI BTOPXXEHUM.

Mo Habopy ncnonb3yembix ceHCopoB (crnocoby cbopa nHdbopmaummn) cCUCTeMbI
oBHapy>XeHUs1 BTOPXXEHUN KrnaccupuumpyoTcs Ha:
my3s108bie, unn xocmossle (host IDS, HIDS) — 6epyT nHopmaumio oT noacMcTeMbl ayanta

3alLMLLIaeMON onepaLnoHHON CUCTEMbI UMW CUCTEMBI yNpaBrneHns 6asamMu AaHHbIX, a Takke
OOMNOMHUTENbHbIX 3aLLUMUTHBLIX NOACUCTEM (KOHTPOMS LIENTOCTHOCTU, aHTUBUPYCHONO MOHUTOPWUHIA U T.

n.);
mcemessie (network IDS, NIDS) — aHanusnpytoT ceTeBon Tpaduk;
mrnbpuaHbIEe UM CMELLaHHbIE.

Mo cnocoBHOCTU NpeanpuHMMaTb akTUBHbIE AENCTBUS B OTBET HA BbISIBIIEHHLIE YIPO3bl
6e30MacHOCTN CUCTEMbI OBHapPYXXEeHNSA BTOPXKEHUIN KNacCUmUUNpyTCa Ha:

maKTUBHbIE (cucmembl npedomepawieHus smopxxeHud, intrusion prevention systems, IPS);
EMACCHBHbIE.



"
Cucrtembl OOHapyXeHNA BTOPXEHUN

CeHcopbl
CeHcopbl HIDS gensatca Ha nsaTb OCHOBHbIX TUMNOB:

ECEHCOpPbI XXYypHarnos;
ECEHCOPbI MPU3HAKOB;

BCEHCOPbl CUCTEMHbIX BbI30OBOB;
ECEHCOPbI NOBEAEHUSA NPUNOXKEHWUN,
ECEHCOPbI LIENTIOCTHOCTM hausos.

CeHcopbl NIDS npeacrasnaioT cobon nporpamMmHble UMM NPOrpamMMHO-

annapaTtHble cHuddepbl (aHanu3aTopbl Tpaduka), OcyllecTBnsaowme
nepexsar CETEBOro Tpadumka OQHOro KOMIMbKOTEPA WM LENOro CermMeHTa

nokasnbHOW ceTw.



"
Cucrtembl OOHapyXeHNA BTOPXEHUN

AHanunsaTtopbl

BonbwuHctBo IDS MoryT aHanmaupoBaTb He TOMbKO WMHGOPMAaLMIO, MNOSYyYEHHYHO
HEeNnocCpeacTBEHHO C CEHCOPOB B peanilbHOM BPEMEHU, HO M paboTaTb C XypHanamu,
cogepXalwmnmmn paHee cobpaHHyio WHopMaunmio. IOTO MO3BOMSIET MNPOBOAUTL MpWU
HEeobX0aMMOCTN NOBTOPHLIN «pa3dbop NOMeToB» ANs pa3nuyHbIX MHUMOEHTOB, CBA3AHHbIX
C UWHdopMaunoHHOM  6e30nacHOCTbl, Hanpumep, NpoBepsiTb, CcnocobHa nu
nepeHacTpoeHHasi cuctemMa OOHapyXeHuUa BTOPXKEHUW OOHapyXXUTb aTaky, paHee
npoLueLlyo He3aMeyYeHHOMN.

AHanusartopbl IDS aHanu3aupytoT cobpaHHy ceHcopamu MHopMauuMio Ha npegmer
CXOACTBA C TUMUYHbIMK aTakamn Hapywmntenen. CoBpeMeHHbIE CUCTEMbI OBHapPYXEHUS
BTOPXXEHUA O0BOSIbHO HaOEXHO AETEKTUPYIOT CKaHMpPOBaHME MOPTOB, C KOTOPOro
Ha4yMHaeTcsl GONMbLUMHCTBO CETEBbLIX aTak, a Takke MNOMbITKU MporpaMMHbIX 3aknaaok,
NPOHUKLUNX BHYTPb 3allMLLAEMON CETU, CBA3bIBATbCA CO CBOMMM XO3sieBaMWU 4epes

NHTepHeT.

Mpn 3TOM, B OTNUYME OT TPAAULIMOHHBIX CUCTEM pasrpaHUYeHns OOoCTyna M ayauTa,
CUCTEMbl OOHapyXeHUsi BTOPXKEHWM pearnpyroT He Ha Kaxaoe 3aduKCMpoBaHHOE
coObITME B OTAENBHOCTU, @ Ha BCHO NOCNeaoBaTeNbHOCTb COObITUIA B COBOKYMHOCTH.



"
Cucrtembl OOHapyXeHNA BTOPXEHUN

AHanunsaropbl

B HEKOTOPbLIX CUCTEMaX 06Hapy>KeH|/|;| BTOp)KGHI/IVI NCnoJibdyetcd MHOroypoBHeBasd
MoAeEllb NOCTPOEHUA aHalNM3aTopoB, YTO MO3BOJIAET CUCTEME O6Hapy>KeHl/Iﬂ BTOp)I(eHI/IIZ

adhdheKkTUBHO OOHapyxuMBaTb yrpo3bl Ge3onacHoOCTW, 3aTparvsatolimMe cpasy HEeCKONbKo
KOMMOHEHT 3alLyLLaeMOi CUCTEMBI.

MpaBuna, peanuayemMble aHanusatopamu IDS, 6biBaloT ABYX BUOOB:
ECUTHATYpPHbIE;
m3BPUCTUYECKME.



"
Cucrtembl OOHapyXeHNA BTOPXEHUN

CurHaTypHble aHanM3aTopbl

CurHaTypHbIi aHanM3aTop MLWET B aHanmn3npyemMmom noToke nHpopmaumm Tak
Ha3blBaeMble cuaHamypbl UNA cUeHapuu amak — YeTKne n HeBYCMbICITEHHbIE
NPU3HaKn onpeaeneHHbIX aTak.

[prMepamu curHaTyp MOTyT CIYXXUTb:

ECUTHATYpPa nou6opa Nnapond — HEeCKOJ1IbKO HeyAa4HbIX NOMbITOK ayTeHTI/IdJI/IKaLI,VII/I C
OoaHOro pa60L|ero MeCTa,

BECUTHaTypa CKaHNpPOBaHNA NOPTOB — HECKOJIbKO MOMbITOK OTKPbITUA Pa3JTIM4HbIX NMOPTOB
3aujumiiaemMoro cepepa ogHUM U TEM XKe KITMEHTOM;,

ECUrHaTypa aKcnnyaraumm yasBuMoCcTu NporpaMmmMHoOro obecneyeHuns — nosiydeHmne
OAHOr0 NN HECKOSTbKNX ONpeaeneHHbIX CETEBbLIX NAKETOB, NpULLIEaLNX Ha
onpeaeneHHbIn NopT.



"
Cucrtembl OOHapyXeHNA BTOPXEHUN

CurHaTypHble aHanM3aTopbl

JlocTOMHCTBA N HEOOCTAaTKMU:

mOTHOCUTENbHAas NPOCToTa peanusauuni;
mbonee peakue noxHele cpabaTbiBaHUS;

Epearnpyert Jinb Ha aTakn, CUrHaTypbl KOTOPbIX MPUCYTCTBYHOT B base curHaTtyp,
EMOCTOAHHAA nogaepiKKka 6asbl CUrHaTtyp B akTyaJibHOM COCTOAHUNN.
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C-)Bpwcmqecxwe dHaINIn3aTopbl

OBpuCcTUYECKNe aHanmsaTopbl paboTaloT Ha OCHOBE 3BPUCTUYECKUX MpaBul,
NO3BOMSALMX BbIABMATb aHOMaIlbHYH aKTUBHOCTb B 3alLMLLAEMON CUCTEME.

Obbl4HO B Xope beHKLI,VIOHVIpOBaHI/IFI Cnctembl akTUBHOCTb OTAEJIbHbIX €€
KOMMNOHEHT MNPUMMEPHO OAMNHAKOBaA WU cnabo mMmeHseTcs co BpeMEHEM. Ecnun
KaKad-TO XapaKTepuctuka KaKOM-TO KOMIMOHEHTbI CUCTEMBI pe3KO N3MeHMIachb,
ITO BOCIMPUHUNMAETCA KaK CUIrHal TpeBorun, Haripumep:

EMECIIN HEKUN npouecc Ha4yarl ﬂOTpe6J'IFITb 3aMeTHO Oonblue annapartHbiX pecypcoB
KOMIMbKOTEPA, 4YeM paHblle, BO3IMOXHO, B aapecHo€ MpoCTpaHCTBO 3TONO rnpouecca
BHeEAPpWI1aCb nporpaMmMHasda 3aknagka,

EECIIN HEKNWN KOMMbIOTEP reHepupyeT HeobbldHO MHOro ucxogsuwero SMTP-tpadwuka,
BO3MOXHO, onepaunmoHHas cMctemMa 4aHHOro KoOMMbkoTepa nopaxeHa CeTeBbiM BUPYCOM,
OCYLLECTBMAKLLMM PaCCbISIKN CNam-noyThbl.
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C-)Bpwcmqecxwe dHaINIn3aTopbl

OCHOBHblEe JOCTONHCTBA N HEOOCTATKMU:

BOCHOBHbIM OOCTOMHCTBOM 3BPUCTUYHECKUX aHaAlNmM3aTopoB ABMNAETCA UX CNOCOBHOCTb
bonee-meHee afjeKkBaTHO pearmpoBartb Ha paHee HEN3BECTHbLIE daTaku
3JTIOYMbILLJTIEHHWUKOB,

EOCHOBHbIM HEOOCTAaTKOM J3BPUCTUYHECKNX aHAIMN3aToOpoOB ABJIAETCA WX CKINIOHHOCTb
reHepmnpoBaTtb JIOXKHbIE TPEBOIN.

OBPUCTUYECKMA aHann3aTop CUCTEMbl ODHapyXeHUs BTOPXEHUW B oOLiem
cnydae He rapaHTUpyeT obHapyXeHue aTtaku. borbLUMHCTBO aTak MoryT ObITb
Tak MoanduunpoBaHbl, YTO UX peanusaumsa He bydeT NPUBOAUTb K 3aMETHbLIM
BCMfieckamMm akKTUBHOCTM TeX WIN UHbIX KOMMOHEHT aTakyemMoW CUCTEMBI.
OgHako moandununpoBaHHbIE aTaku, Kak npaBuno, meHee addEKTUBHbI, YEM B
OpUrnHarbHOM UCMNOMHEHUN,
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B HacTosiwee BpeMA CUTHaATypHbIE U 3BPUCTUHECKNE aHalMM3aTOpPbl HaCTO UCMOJIb3YHOTCAH
B COBOKYINHOCTW. B 6yuyu.|,eM, C POCTOM «UHTEIMNEeKTyalibHOCT» CUCTEM 06Hapy>|<eH|/|ﬂ
BTOp)I(eHI/IIZ, IBpUCTNUHECKNE aHarim3atopbl, BEpOATHO, CTaHYT OCHOBHbIM BWOOM
aHannm3aTtopos, NPpUMEHAEMbIX B CUCTEMaAX 06Hapy>|<eH|/|;| BTOp)KGHI/IIZ.

[Mloka xe B I'IpaKTI/NeCKOIZ pa60Te OCHOBHaA Harpys3ka J1I0OXKNTCA Ha CUrHatypHble
aHalJin3aTtopbl, a 3BPUCTUYHECKNE WNCIOJIb3YHOTCA [T1aBHbIM o6pa30M B MNacCUBHOM
pexnme, Korga peweHme o ToM, Oblna nu BbISIBIEHA artaka unm umena MecTo NoXHasd
TpeBora, rMNpMHMMaeT 4YeJioBeEK.

ConpoBoxaeHne cuUcTeMbl ODHapy)XeHUs BTOPXKEHWA TpebOyeT OT aAMWHUCTPaTOpPOB
3alUMLLAEeMO CUCTEMbI [A0BOMbHO OONbLUMX YCUIMA U BbICOKOW KBanudukaummn.
ManokBannpuunpoBaHHbIA aaMUHUCTPATOP, OOCNYKMBAKLLNA CUCTEMY OBOHapYyXeHUS
BTOPXXEHWI, KaK MpaBuro, NOCTEMNEHHO OTKIoYaeT PYHKLMM CUCTEMbI, CMbICIT KOTOPbIX
eMy HesiceH, U co BpemeHeM |IDS npmxoauT B COCTOsIHME, KOraa aHanu3aTop UrHopupyet
OONbLUYI YacTb TPEBOXHbIX CUrHaAMNoB, MOCTYNalLUMX OT CEHCOPOB. Takas cuctema
OOHapyXeHUs1 BTOPXKEHUN He MPUHOCUT HUKAKOW MOonb3bl U Aaxe, HanpoTUB, NPUHOCUT
Bped, MOCKOMbKYy co3gaeT Yy nornb3oBaTtener M agMUHUCTPATOPOB CUCTEMbI NOXHOE
YYBCTBO 3aLLNLLIEHHOCTH.
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HecmoTps Ha CBO BbICOKYH 3(O(EKTUBHOCTb, CUCTEMbI OOHAPYXXEHUSI BTOPXKEHUN HE
SABMAOTCA MNaHaUeen, rapaHTUPOBAHHO MNpeceKkallen Bce aTaku 3r0yMbILUNIEHHNKOB.
OT0 0BYyCrnoBneHo crieayrwmmMm gakTopamu.

mCuctema obHapyXeHus BTOPXEHWW He obnagaeT NOMHOUEHHbIM MHTennektom. Jliobasa cucrtema
oBOHapyXeHss BTOPXKEHUN MOXET OblTb 0OMaHyTa OOCTaTOYHO KBanuMUUMPOBAHHBLIM U yAaunMBbLIM
3r10YMbILLNEHHNKOM.

mCucrteMa oBHapyXeHUs BTOPXKEHWUN HYXOAeTcsl B MOCTOSTHHOM COMPOBOXAEHUM aaMUHUCTpaTopa
6e3onacHocT. XKypHanbl, co3gaBaeMble CUCTEMON OOHapPYXXEHUSI BTOPXKEHWUWN, AOMKHbI PErynsipHo
NpocMaTpuBaTbCA W aHanu3npoBaTbCs 4YenoBeKkoMm, obnagawwum, B OTNMYME OT  CUCTEMBI
OOHapY>XeHNs1 BTOPXXEHUIN, NOMHOLEHHBIM UHTENIIEKTOM.

mBo3MOXHOCTM  cuCTeMbl  OOHapyXeHUs  BTOPXEHUW NO  aBTOMATUM4eCKOW  peakumnm  Ha
3aPMKCMpPOBaHHbIE YrpO3bl BECbMa OrpaHUYEHHbI.

mHun ogHa cuctema obHapyXeHUs BTOPXKEHUIN He crnocobHa obHapyxmBaTb abCOMOTHO Mobblie aTaku,
ans nobon cuctemMbl OOHapYXXeHUS BTOPXXEHWM CYLLECTBYHOT 00nacTu 3aluaeMon CUCTEMBbI,
HaxoasiWMecs BHe Npeaenos BUAMMOCTUN ee CEHCOPOB.

mKak n nbon NnporpaMMHbIN NPOAYKT, cUCTEMa OBHapPYXEeHUS BTOPXXEHUN MOXET UMETb YSI3BMMOCTMU,
NO3BONAIOLLME HAPYLLUMTENIO NOSy4aTb HECAHKLMOHUPOBAHHbLIN OOCTYN K pecypcaM KOMMNbioTepa, Ha
KOTOPOM YCTaHOBIIEHO AaHHOE NporpaMmMHoe obecneyeHune.
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B nobon Bepcum Windows ecTb cuctema ayamTa, B KOTOPOM €CTb BO3MOXHOCTb OTCIEXMBaATb M
3aHOCUTb B XXypHarn OdaHHble O TOM, KOrga, rae v npu Kakux obCcToATenbCTBax, a ele npyu noMoLum
KakoW WMMEHHO nporpaMmmbl MNPOM3OLWNM Te€ WU MHble COBbITUS, KOTOpbLIE MNOBMEKNM 3a coboMu
yaaneHue narku unm rno3Bosiunm CTePETb UMM U3MEHUTb BaXHbIW doann. Ho no ymonyaHuio ayguTt He
paboTaeT, Tak Kak Anga atoro TpebyeTcs 3agencrtBoBaTb OMPeAEeneHHyr MOLWHOCTb CUCTEMbI. A
Harpy3ka MOXeT ObITb CMIMLLKOM BbICOKOW, MOSTOMY MOMUTUKM ayauTa BeayT BblIOGOPOUHYO 3annch Tex
COBbLITMI, KOTOPLIE MO-HACTOSALLEMY BaXKHbI.

XypHan ayauTa

Ansa npocmotpa XxypHana ayauta B Windows wucnonb3yetca ocHactka Event Viewer koHconu
aAMUHUCTPUPOBAHUS, ITY XXe OCHACTKY MOXHO WUCMONb30BaTb M ANA NPOCMOTPa APYrMX CUCTEMHbIX
XypHanoB. OcHactka Event Viewer otobpaxaeT cobblTus, permcrtpupyemMmble CUCTEMOW nNpw
BbIMOMHEHNN Pa3nnyHbIX onepauui. Ee MoXHO 3anycTuUTb NyTeMm BBOAA KOMaHAbl eventvwr B CTPOKY
Run n Haxas OK.

Mo ymon4aHuio coObITUS 3anUCbIBAOTCA B OQHOM M3 TPEX XKypHaroB.:

mSystem (Cuctema): otobpaxkaet cuctemHble cobbitua Windows.
mApplication (MpunoxeHus): otobpaxaeT cobbiTMS, 3aNNCaHHbIE YCTAHOBMEHHbIMU NPUITOXKEHNSMM.

mSecurity (Be3sonacHocTb): oToOGpaXkaeT 3anucu perncTpaumm BXoga 1 Bbixoda B CUCTEMY, a TaKkke LENCTBUS,
CBfAi3aHHblE C AOCTYNOM K dpannam v nankam.

B kaxxgom 13 Hux npu nomowm Event Viewer MOXHO NpOCMOTPETb, KakMe OENCTBUS BbINOSTHANUCH B
cucteme. Hanpumep, B XypHane System 3anucbiBaetcsa MHgopmMauuss O 3anycke U OCTaHOBKE
CUCTEMHBIX CINVKO.
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XypHan ayauTa

[MpocmaTtpuBaTh XypHan ayauMta paspeLleHo TOMbKO norb3oBartensm, obnagarLwmm npmsmnernen
ayouTopa. 3T orpaHUYeHns OCTyna AeNCTBYIOT U B TOM Cinyyae, Korga CUCTEMHbIN pasgen »XeCTKoro
Aancka otdopmaTnpoBaH ¢ Ucnonb3oBaHnem dannoBon cuctemol, otrimyHon ot NTFS. Bee
NoNb3oBaTeNN, KOTOPbIe MOrYT YNTaTb XXYpHan ayauta, MOryT 1 ounLatb ero. PakT OYMCTKU XypHana
perucTpupyeTtcs cpasy rnocrie O4nCTKMU.

Pasmep XypHana ayamTa orpaHuyeH, MakCMMarsribHbl pa3Mep COCTaBfISIET MO yMosndaHuio ot 512K B
Windows NT 4 go 20M B Windows 7 un Bblwe. AOMUHUCTPATOP OnepauuoHHON CUCTEMbl MOXET
MEHATb 3TO 3Ha4YeHue.

Takke agMUHUCTPATOP MOXET OnpeaenuTb NoBeAeHME onepauyoHHON CUCTEMbI NMPU NEpPEnoIHEHNN
XypHana ayguta. 1o ymonyaHunio cobbiTMs nepesanucbiBaloTcs MO0 Mepe HeOBXOANMOCTH, HaYMHas c
cambIX CcTapbiX. B nonutnke 6e30nacHOCTU MOXET ObiTb BbICTaBeHa OMNuus «aBapyHO 3aBepLlaTb
paboTy onepauuoHHON CUCTEMbI MpPWU NEPENONHEHUN XypHana ayauTta». B aTtom cnydae nocne
nepesarpy3km onepaumoHHOM cucTemMbl paboTaTtb C HEM CMOXET TOMbKO aaMuHuUcTpatop. YToObl
BEPHYTb OMEpPaUNOHHYD CUCTEMY B OObIYHBLIN MHOMOMOSL30BATENLCKUA PEXUM, agMUHUCTPaTOpP

OOMMKEH OYMCTUTbL KYpHan ayauTa, cOpocUTb B peecTpe COOTBETCTBYHOLLMIA chnar u nepesarpysuTb
CUCTEMY.

[obGaBnaTb 3anucyM B KypHan ayamta MOryT TONMbKO CcybObekTbl goctyna, obnagawowme
cooTBeTCTBYlOLWEN npuBunernen. [lo ymonyaHuio 3Ta npuBUNErnA MPeaocTaBnAeTcsa  TONbKO
ncesgononb3oBaTtento SYSTEM, MeHATb AaHHYO YCTAHOBKY He crieayeT. Ecnv npeaoctaBmTb AaHHYHO
NPUBUNErUIO KakoMy-TO (U3NYECKOMY MOSib3oBaTeNto, OH TeM CaMbiM MOSTy4YUT BO3MOXHOCTb
3anucbiBaTb B XypHan ayguTta npous3BOSibHYH WMHAOPMaLNIo, B TOM YUCe U KOMMPOMETUPYHOLLLYIO
ApYyrux rnonb3oBareren.
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KaTeropum coobiTui

MHOXecTBO CObbITUN, MH(pOPMaUNA O KOTOPbIX 3anuCbiBAeTCA B XXypHan ayauTa, onpegensercs
NONUTUKOW  ayauTa, KOTOpyk  onpedenalT  nosib3oBaTtenu-ayamtopbl.  Windows  nossonser
peErMcTpMpoBaThb B XXypHarne ayamta cobblTUs CrieayroLmx KaTteropumn:

mBX0[/BbIX0[ MOnb30oBaTterns B/U3 CUCTEMBI;
mayTeHTUdMKaumsa nonb3osartensall;

mJOCTyn Cy6bEeKTOB K NokanbHbIM ob6bekTam;

mJoCTyn cy6bekToB K 06bekTam akTMBHOIO Katanora,
mUCNONb30BaHNe cybbekTamm JOCTyNa OnacHbIX NPUBUIETNN;
EN3MEHEHNS B CNMCKE NOnb3oBaTenewu;

mN3MEHEHNS B nonuTuke 6e3onacHocTy;

BCUCTEMHbIE CObbITUS;

m3anyck 1 3aBepLueHne NpoLEecCoB.

[ns kaxxgon kateropmm cobbITUA MOFYT peErMcTpupoBaThbes NMBO TONMbKO ycnewHble cobbiTus, NMdo
TONbKO HeycnelHble, NMbo n Te, 1 apyrne, NIMbO HUKaKKe.


https://ozlib.com/809568/informatika/audit_windows
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NMonuTtuka ayauta n anVIGYTbI 3alimThbl

Mo ymonyaHuio B Windows, HaunHaa c Windows Vista, peanusytoTcs crnegyrowime HacTPOUKU
NONUTUKN ayguTa:

mHa KOHTpOsepax JOMEHOB:

mBXO0[/BbIX0f, NONb30BaTENS B/U3 CUCTEMbI — TOSBKO YCMELUHbIE NOMbITKY;
mayTeHTUMKaUnsA NoNb30BaTENS — TOSNBbKO YCNELLHbIE MOMbITKY;

m JOCTYn CyObEKTOB K 06 bEKTAM aKTMBHOIO Katanora — TOSbKO YCMeLUHbIE NOMNbITKYK;
E/I3MEHEHUS B CMIUCKE MONb30BaTenen — TONMbKO YCMEeLUHbIE MNOMbITKK;

m/3MEHEHUS B NONUTMKE 6E30MacHOCTU — TONBbKO YCNELLHbIE MOMbITKY;

BCUCTEMHbIE COObITUSI — TONbKO YCMELUHbIE MOMNbITKY;

mHa paboynx CcTaHUmsX:

mBXO0[/BbIX0f, NONb30BaTENS B/U3 CUCTEMbI — TOSBKO YCMELUHbIE NOMbITKY;
mayTeHTUMKaUUSA NoNb30BaTENS — TOSBKO YCNELLHbIE MOMbITKN.

B gomeHax Windows nonutuka ayauTta uHTErpypoBaHa B TpynnoByk MONUTUKY U HacregyeTcs B
COOTBETCTBUM C NpaBuiaMn HacrnegoBaHuUs rpynnoBov NOSIUTUKNA.
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NMonuTtuka ayauta n anVIGYTbI 3allinThbI

[Mopsagok pernctpauum cobbiTM Npu OOCTyne CyObekToB K OObekTamM onpeaensietcsi He TOSbKO
NONUTUKOW ayamTa, HO M aTpubyTamu 3awmTbl oObekTa. Kak yxe ynomMumHanocb Bbllle, B COCTaB
AeckpunTtopa 3aluTbl 06beKkTa MOXET BXOOUTb CUCTEMHbIN CNKMCOK KoHTpons goctyna (SACL),
onpeaensirowmMn NoOpsaaoK permcTpaunmn cobblTu ayamta npu goctyne cyobekToB K JaHHOMY OOBLEKTY.
Tak xe, kak 1 DACL, SACL npeactaBnsetr cobon CNnUCoK NePEMEHHON ANUHbI, ANIEMEHTaMN KOTOPOro
asnsTca ACE, nmerowime TouHo Takom xe dopmart, kak n ACE, Bxogsawme B coctas DACL.

B otnuumne ot ACE n3 DACL, ACE B SACL Bcerga nmetot tvn «pernctpupytowmn ACE» (system audit
ACE). [Ina obbekToB aKTMBHOrO Kartanora Takke nogaepXuBaetca TUN «0O0bEKTHO-cneundUyHbIN
pernctpupytowmn ACE». Kpome Toro, onst Bcex o6bekToB nogaep>KmBaeTcs (XOTS 3Ta BO3MOXHOCTb
HegoKkymeHTupoBaHHa) system audit compound ACE, nos3Bonsawowuin OTAENbHO OnNUCbiBaTb
napamMeTpbl pernctpaumm goctyna kK obbekTaMm ANnd Kaxaon napbl «CyObekT-KIMEeHT + CyObekT-
cepsep».

OnemMeHTbl KOHTponsa goctyna, sxogswmn B SACL, moryT nmetb Bce narum, Kotopble MOXET UMETb
ACE, sxogsawumn B DACL. Kpome Toro, ACE 13 SACL moryT umeTb elle aea dnara:

msSUCCESSFUL_ACCESS_ACE_FLAG - ecnu aT10T ¢onar yctaHoBneH, byayT permctpupoBaTtbCs B XXypHane ayguTa
BCe ycnelHble obpalleHns kK 06bekTy cybbekTa, naeHtudmkaTop kotoporo 3anncaH B ACE, no ntobomy 13 metogos
AocTtyna, nepe4ymcrieHHblx B macke goctyna ACE;

mFAILED_ACCESS_ACE_FLAG - ecnu aT0T ¢onar yctaHoBneH, 6yayT permctpupoBaTtbCs B XypHarne ayguTa Bce
HeycnewHble obpalleHnst K 06bekTy cybbekTa, naeHtTudukaTop kotoporo 3anncaH B ACE, no niobomy 13 metogos
AocTtyna, nepe4ymcrieHHblx B macke goctyna ACE.
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NMonuTtuka ayauta n anVIGYTbI 3allinThbI

Ecnn B ACE yctaHoBneHbl oba ¢nara, permctpmpytotcs nobble obpalleHnsa cybbekta K 06bekTy no
NepeyYncneHHbIM MeTogamMm [OCTyna, Kak ycnelwHble, Tak U HeycnewHble. Ecnn B ACE ycTtaHoBneH
donar INHERIT_ONLY_ACE, npu goctyne cybbektoB Kk 06bekTy ACE nrHopupyetcs.

mlTockonbky Bce ACE B SACL ogHOTUMHLI, NOPSAOK UX B3AUMHOIO pPacrnosioKeHNsa He UMeeT
3Ha4YeHus.

mEcnu B geckpuntope 3awnTbl o6bekta SACL oTcyTcTBYET, 06paLleHnst Cy6beKkToB K 3TOMY OObEKTY
He perncTpupyoTcs.

m[1pn cosgaHnmn HoBoro obbekTa SACL HasHayaeTcs 06bekTy No Tem xe npasunam, 4yto n DACL.

m[1pn co3pgaHnmn Hoeoro obbekTa SACL HasHavyaeTca oObeKTy Mo TeM Xxe npasunam, 4to n DACL. Mpu
HacnegoBaHun ACE dnarm SUCCESSFUL_ACCESS_ACE_FLAG n FAILED _ACCESS_ACE_FLAG
OCTalTCA HEU3MEHHbIMMU.
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NMonuTtuka ayauta n anVIGYTbI 3allinThbI

[Ons Toro 4ytobbl cobbiTne, cBA3aHHble C OOCTYNOM cybbekTa K O06bekTy, Obifo 3aduKCUpoOBaHO B
XypHane ayguTta, HeobxoAnuMo O04HOBPEMEHHOE BbIMOMIHEHME CreaylLWwmxX ABYX YCINOBUMN:

s[lonuTrka ayamMTa onepaLmoHHON CUCTEMbI JOMYCKAET PErMCTPaLUMIO B XXypHane ayauta CoObITUIA, CBSA3AHHBIX C
ycnewHbIM (MK, COOTBETCTBEHHO, HEYCMNELLHbIM) AOCTYNOM CyObEKTOB K 06bekTaMm.

mSACL obbekta copepxut xota 66l ognH ACE, B kOTOpOM:
noeHTngukatop cybbekta OTHOCUTCS K CyObeKTY, OTKpbIBalOLLEMY OObEKT;

yctaHoBneH dpnar SUCCESSFUL_ACCESS_ACE_FLAG (unu, COOTBETCTBEHHO,
FAILED_ACCESS_ACE_FLAG ) n He yctaHoBneH c¢nar INHERIT_ONLY_ACE;

nocne otobpaxeHus oTobpakaemblx NpaB AocTyna nepecedveHne mackm gocrtyna ACE n macku goctyna,
cogepxawien npaea, 3anpalumBaemble Cy6bLeKTOM, HEMYCTO.

Takum obpasom, rrnobanbHble HaCTPOMKM MOMUTUKA ayauTa B OTHOLLUEHMM [OcTyna
cyObekToB K OObekTam urpatoT ponb unbTpa, MO3BOMSKLIEr0 BPEMEHHO 3anpeTUTb
PErncTpaumio ycneLHbIX Un HeycnellHbIX NOMbITOK A0CTyna BCeX CYyObEeKTOB KO BCEM
oObekTamM onepaLnoHHOM CUCTEMBI.
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CoObITnA 1 3agauu

HaunHaa ¢ Windows Vista, agMMHUCTpaTOp MOXET NpMBA3aTh K KaXXAOMY TUMy cobbiTU ayanTa ogHy
NN HECKONbKO 3aad crneaytowero snaa:

mBbIBECTU TEKCTOBOE COOGLLEHME B TEKYLLYIO TEPMUHATBHY CECCUIO;
mOTNPaBUTb 3MEKTPOHHOE MUCbMO Ha 3adaHHbIN afpec;
m3anyCcTUTb 3aJaHHyo Nporpammy.

K coxaneHuto, BO BCEX TpeX cnyyasix nogpobHble cBeaeHUs O 3aperncTpupoBaHHOM COBLITUM HE
nepegarwTcs 3agadye B KadecTBe napameTpoB. PakTUYeckun, OaHHbIA  MeXaHU3M MO3BOMSET
MHTEPAKTUBHO OMNOBeLWlaTb agMuUHUCTpaTopa 6e30nacHOCTU TONbKO O dhakTe HaCTYMnNeHUsa TOro Unu
NMHOro cobbITnsa (Hanpumep, HeyaadHoU MOMNbITKE BXoda Mofib3oBaTenst B CUCTEMY), HO NOAPOOHOCTM
COBbITMSA (C KaKOW YYETHOW 3aNMCbio U KakUM CETEBbIM aapeCcoOM OHO CBSI3aH) aAMUHUCTPATOP AOSMKEH
OyaeT BbISICHATb CAMOCTOSTENBHO, JIMYHO NPOCMOTPEB XypHan ayauTa.
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NMoanucku Ha coObITUNA ayaunTa

Haunnas c¢ Windows Vista, B nogcucteme ayauta Windows noogepXumBaeTcss MeXaHU3M,
NO3BONSAOLMA aBTOMATUYECKMN NepeHanpaenaTb 3annucu 0 cobbITUAX ONpPeaeneHHbIX BUOAOB C O4HUX
KOMMNbIOTEPOB Ha Apyrue.

[lepeHanpaBneHne 3anucen ayauTa peanusyeTcs nocpeacTsom Tak
Ha3blBaeMbIX [MOOMNUCOK, CO34aBaeMblX C NOMoOLWb ocHactkm Event Viewer koHconu
agMUHUCTpUpoBaHMAa. [Ons  ynpaeBneHust  nognuckamm  HeobxogMmMo  MMETb  MONTHOMOYUSA
agMMHUCTpaTopa Kak B CUCTEME-UCTOYHMKE, Tak U B cucteme-cbopumke. Kpome TOro, MOXet
noTpeboBaTbCs AOMNOMHUTENBbHAsSA HAaCTPOMKa NakeTHoro punesrpa.

Cpenctea aBTOMaTM4eCcKoro OOHapy)XeHUss BTOPXKEHUM B COBpPeMeHHbIX Bepcusx Windows
oTcyTcTBYOT. Microsoft ISA Server, cornacHo gOKYyMEHTaUuK, BKNOYAET B ceOs1 BCTPOEHHYIO CUCTEMY
oBOHapy>XeHUs1 BTOPXXEHUIW, HO OHa HACTOMbKO MPUMUTMBHA, YTO BPSAS NN €€ MOXHO BCEPbE3 OTHOCUTb
K AAQHHOMY Kraccy CpeAcTB 3awuTbl MHGopMauuu.
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B coBpemMeHHbIX onepaumoHHbIX cuctemax cemenctea UNIX peanusytotcs pOBa
NPUHUMNUANbHO pasfnyHbIX NoAX0o4a K opraHMsaumnn ayouTa.

[lepBbIN M3 HMX OCHOBaAH Ha npuMeHeHun TpaguuuoHHblx ana UNIX gemoHoB
pernctpaymm cobbitnn syslogd u klogd, u3HavanbHO pa3paboTaHHbIX HE CTOMNbKO Ans
nogaepxaHms 6e30nacHOCTM OnepauuoHHOW CUCTEMBI, CKOMbKO AN BbISIBNEHUS WY
yCTpaHeHns1  oWwKnBOK  KOHUIYpUpoBaHWUSl,  CETEBbIX  HEeNonagok, B3aMMHbIX
HECOBMECTUMOCTEN NakeToB NPOorpamMmMHOro obecneyeHunst n T. n.

BTopon, ansrepHaTUBHbLIA NO4AXO4 MOSBUIICA CPaBHUTESNNIbHO HeOaBHO, OH OCHOBaH Ha
nepeHoce B cpeay UNIX apxutektypbl n MHTEPENCOB NOACUCTEMbI ayauTa, n3Ha4varibHO
CBOWCTBEHHbIX orepauuoHHbiM cuctemam cemenctea Windows. Ecnn UNIX-cuctema
BKITIOYEHA B COCTaB reTeporeHHom ceTtu, 6OoMbLUMHCTBO Y3MnoB KOTOpoW paboTatoT nof
ynpasnennem Windows, eguHoobpasHoe MOCTpoeHMe MnOoACUCTEM ayauTa BeceX
ornepaunoHHbIX CUCTEM CTAaHOBUTCH CEPbE3HbIM MPEUMYLLECTBOM, NMOCKONbLKY NMO3BOMSET,
HanpuMep, pPacnpoCcTpPaHATb NOAUTUKN ayauTa Ha Oonblune NOAMHOXECTBA Y3r0B CETU
HEe3aBMCMMO OT TOro, Nog YynpasfeHMEM Kakon onepauuMoHHOM CUCTEMbI paboTtaet
KakObIW KOHKPETHbIN y3er TOro Unn MHOro nogmMHoXecTBaa.

B coctaB OonbwuHcTBa coBpeMeHHbIXx UNIX-cuctem moryt Bkno4vatbcst  obe

noacmncremMmbl ayanta, rnpm 3ToM OHU MOTyT pa60TaTb KakK He3aBNCMMO OAHa OT ,D,pyFOVI,
Tak U BO B3anMoaemncTtesun.
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syslogd, klogd

BHavyane mbl paccmMoTpum nepsbii, 6onee TpaguuUMOHHBIN KU Boree 4acTto NpUMMEHSEMbIA NOAX0o4 K
opraHusauum ayauta B UNIX, oCHOBaHHbIN Ha NCMNOSb30BaHUM AeMOHOB syslofd n klogd.

Pernctpauus cobbITUin, CBA3aHHbIX C 6€30NaCHOCTBLIO ONePaLNOHHON CUCTEMbI, HE OTAENSAETCA 3TUMU
AEMOHaMN OT perucTpaumm apyrmx CUCTEMHbIX COObITUIA, NO3TOMY MPU ONUCaHUMK AAHHOrO noaxoaa
Mbl Oyaem mucnonb3oBaTb TEPMUH «ayaAUT» pPacLUMPEHHO — Kak npoueaypy perncrpaumm nobbix
COObLITU, MMEBLUNX MECTO B XOAe (PYHKLMOHMPOBaAHUS ONepaumMoHHON CUCTEMbI U He 00si3aTenbHO
HenocpeacTBEHHO CBSA3aHHbIX C ee 6e30NacHOCTLIO.

[eMoH syslogd npenocTaBnsieT ycrnyrM NpuKNagHbiM U CUCTEMHbLIM Mporpammam, AeMoH klogd
peanu3yet ayauT onepauui, BbINOMHAEMbIX SAPOM  onepauuoHHon cuctembl. OCHOBHbLIM
HasHa4YeHNeM 3TUX OEMOHOB SIBNSIETCS MOAAEpKKa eanHoW B MacluTabax onepauyMoHHOW CUCTEMbI
NONUTUKM ayauTa, NPeAnuCcbiBaloLEeN BbINONMHEHWE OnpedeneHHbIX AEWCTBUA AN Kaxaoro Tuna
PErNCTPUPYEMbBIX CODBITUIA.

Kaxgbin pas, korga npuknagHas unn cucteMHasi nporpaMmmbl BbINOSTHAET NOTEHUWanbHO ayanpyemoe
aencrteune, nHgopmaunsa 06 3ToM ENCTBMN NepeaaeTcs AEMOHY syslogd, TOT CBEPSIETCH C TEKYLLEN

NONMUTUKOW ayauTa U NPMHMMAET peLleHne O NopsiAKe perncTpaumm AaHHOro cobbITus.

[MonyyeHne wvHdopmMauum OeMOHOM syslogd OObIMHO peannayeTcsa vepe3 CokeT /dev/log (ans
nokasnbHbIX kKnneHToB) unn UDP-nopt 514 (ana yaaneHHbIX KNMeHTOoB).
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[eMoH klogd nonyyaeT MHgopmauuio 4Yepes crneumanbHbll ann /proc/kmsg UM CUCTEMHBLIN

BbI30B s4pa sysjsyslog. NaoeHTudukatopbl NpoLeccoB AEMOHOB ayauTa XpaHATCA B AECATUYHOM
BnAe B TEKCTOBLIX pannax /var/run/syslogd.pid u /var/run/klogd.pid COOTBETCTBEHHO.

[encTBylowaa nonvtuka ayamTta OMUCbIBAaeTCsl TEKCTOBbIM (hannom /etc/syslog.conf. Kaxgas
CTpoKa aToro danna onucbiBaeT 0gHO AfIEMEHTapHOe NpaBuio NOMIMTUKN ayauTa U BKOYaeT B cebs
ABa OCHOBHbIX NONs:

ECeJ/IeKmop — ONncbiBaeT yCloBuUA NpuMeHNMOCTn OaHHOro npasuna,

mdelicmeue — ONUCbIBaeT AENCTBUE, KOTOPOE OOSMKHO ObiTh BbINOMHEHO B pe3yrnbraTe NpMMEHEHWst 4aHHOro npasuna.

MNone cenekmopa B 00LWEM cryvyae UMeeT CneayoLmii Bua;
<UCTOYHUK>. <MOoAUUKATOP> <NPUOPUTET>.

[Mognone <UCTOYHMK> ONMUCLIBAET NOACUCTEMY OMNEpPaLMOHHOM CUCTEMBI, KOTopasi obpallaeTca K
AeMOHY syslogd C HaMepeHMEM 3apernMcTpupoBaThb TO UNK MHOe cobbITne (Hanpmep, ftp, kern, mail n
T.4.). B ogHOM cenektope MOXHO yKasblBaTb HECKONbKO MCTOYHMKOB Yepes 3ansaTyio.

Monnone <moamndukaTop> oNUCbIBAET peakLuto Ha cobbITMEe B 3aBUCMMOCTU OT €ro CODbITUS.

[Moanone <npuopuTeT> onpeaendeT NPUOpUTET CobbITUS (NPUHMMAET HEYNCNOBOE 3HAYEHNE,
Hanpumep, alert, crit u T.4.).

B ogHom cTtpoke (parna syslogd.conf MOXHO ONUCLIBATb HECKOMNbLKO CENIEKTOPOB, OHU
pasaensatTcs TOYKOM C 3ansTon (;).
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Mone delicmeusi onUCbIBAET KOHKPETHOE AOeNCTBUE, KOTOPOEe AOIMKEeH NPeanpuHATb AeMOH syslogd

npu perncrpauum cobbiTa ayguta, COOTBETCTBYHOLLENO yKasaHHOMY cenektopy. [looaepxuBaroTcs
crnegyowme Tunbl 4ENCTBUMN:

m3anMcb UHopmauumn o cobbiTum B hann — ykasbiBaetrca uma danna. ObblMHO cpasy nocne 3anucu nHgopmauumn o
CcOObITMM BBINONHAETCA NPUHYAUTENbHBIA COPOC AMCKOBOrO Kawa And AaHHOro danna, 3TUM rapaHTupyertca
COXpaHeHMe WHopMauun B Crydae BHE3aNHOr0 aBapuUMHOIO 3aBeplueHus paboTbl OnepauuoHHOW CUCTEMBI.
MpuHyanTenbHbIA COPOC Kawa MOXHO OTMEHUTb Ans Noboro KOHKpeTHoro havna, ykasas nepeg MMmeHem dhanna
CUMBON - (MUHYC);

mBblda4ya MHoOpMauMm O COObITUM Ha TepMUHAN UMM KOHCOMNb — YyKasbiBaeTcs uUMsa pavna B gupektopum /dev,
COOTBETCTBYHOLLEE AaHHOMY TepPMUHANYy U KOHCOSU;

m3anMcb MHpopMaumm O COobObITUM B YKa3aHHbI MMEHOBAHHbIN KaHan — YKa3blBaeTCA WMS KaHana, KOTOpoMmy
npegwecTByeT CUMBON «|»;

mrepeHanpasneHne nHhopmauumn o cobbITuM AeMoHy syslogd apyroro komnbtoTepa (514 nopt UDP) — yka3sbiBaeTca
UMS KOMMbIOTEPA, KOTOPOMY MpeaLlecTByeT cumBon «@». MNMpy HeakkypaTHOM OnNucaHuMK nopsgka nepeHanpaBneHns
coobLeHnn ayamta ¢ OAHMX KOMMbIOTEPOB Ha ApYrne MOryT BO3HMKaTb LUKIbl, YTO MOXET NPUBOAUTL K Meperpyske
CETU 1 NepenornHeHnio hannos ayauTa;

EUHTEPAKTUBHOE OMOBELLUEHME O COObITUM OOHOrO WAW HECKONMbKMX MNONnb3oBaTenen — yKasblBalOTCA MMeEHa
nonb3oBaTens Yepes 3ansTyio;

m/HTEPAKTMBHOE OMoBeLleHNne 0 cobbITUM Bcex Mnornb3oBaTtenen, paboTallmx B AaHHbLIA MOMEHT C onepauyOoHHON
CUCTEMOW — YKa3blBaETCS OAMHOYHBIA CUMBOM «*».



" A
AyaunTt B UNIX

syslogd, klogd

PaccmoTpum pparMeHT dpanna syslog.conf kak NpumMmep onucaHus rnonuTuk ayamTa.

# Bce kpuTnyeckmne coobLueHns, KpoMe ncxogsawmnx ot sapa,

# 3anucbiBatb B pann /var/adm/critical

* ,crit;kern.none /var/adm/critical

# Bce coobuweHna ot agpa 3anucbiBaTtb B pann /var/adm/kernel
kern.* /var/adm/kernel

# Kputnuyeckume cooblueHuns oT sapa Takke BbIBOAUTb HA KOHCOSb U

# nepeHanpaenaTb Ha KOMMbOTEP netaud

kern.crit /dev/console

kern.crit ©netaud

# He OYeHb BaXHble COOOLLEHNS OT sapa 3anuncbiBaTb B doans

# /var/adm/kernel-info

kern.!err /var/adm/kernel-info

# WNHdopmaunoHHble coobLleHmst OT NOYTOBOIO cepBepa BbIBOAUTbL Ha
# OBeHaguaTbIn TepMUHan

mail.=info /dev/ttyl2

# Bce octanbHble coobLLeHMa OT MOYTOBOrO cepBepa 3anncbiBaTb B (hans
#/var/adm/mail

mail.*;mail.!=info/var/adm/mail

# WNHdopmaumnoHHble cooobLueHnst oT noyToBoro cepsepa u LUTP-cepeepa
# 3anucbiBaTtb B (hann /var/adm/info

mail,news.=info /var/adm/info
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Mpn obHoBneHun ana syslog.conf HOBas MonMuTUKa ayamTa BCTynaeT B CuUny
TONbKO Mocre nepesarpysky AeMoHa syslogd Unu nocne Toro, Kak 3ToT AEMOH MONy4YuT
curHan SIGHUP.

[MpuknagHble nporpammbl UNIX vHTepnpeTupytoT OaHHbI CUrHam Kak obpblB CBS3U

YOANeHHOro KnMeHTa C TepMUHANoM U obObl4HO, MOMYYMB €ro, aBapuiHO 3aBepluaroT
paboTy, HO AeMOH syslogd BOCNPUHUMAET curHan SIGHUP uMHaye — Kak TpeboBaHue

OBHOBUTbL NONMNTU Ky ayanTa.

B OonbwuHctBe UNIX-cuctem Oonbwasi 4acTtb coobuweHurn ayamTta TpaauumMoHHO
3anucbiBaetcs B dann /var/log/messages UM /var/adm/ log/messages. [ns
XpaHEHUs1 COOOLLEHMN O nonbiTKax ayTeHTudukaumm o6bIMHO WCnonb3yeTca dans
/var/log/auth.log.

KypHanel ayauta UNIX npegctaensawoT cobon o0ObluHble TekcToBble avnbl. WX
NPOCMOTP M aHanM3 MOXeT NPOBOAUTLCS Kak OObIYHLIMU YTUNIUTAMKN MPOCMOTPA TEKCTOB,
Tak n 6ornee npoaBMHYTbIMU MPOrPaMMHbIMK CpeacTBamMu, obrnerdarowmnmm padboTty ¢
ayouToMm.
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B otnuume ot Windows, B UNIX HeT BCTPOEHHbLIX CpeacTB, MO3BOMAKOLWMX XKECTKO OorpaHuynBaTthb
MakcumarbHble pasmepbl XypHanos ayauta. HeagekBaTHas nonutuka aygmta B UNIX noteHumansHO
MOXET NpUBOAUTL K WCHEpnaHU CBODOAHOrO MecCTa Ha XeCTKMX [ucKkax KomnbtoTepa. [Ons
npenoTBpaLleHns JaHHOW Yrpo3bl MOTYT NPUMEHATBLCA crnefyloLuime Mepbl:

morpaHuyeHue goctyna Kk 514 nopty UDP nakeTHbIM punstpom;
mpasmMeLleHne pannos ayamta Ha OTAeNbHOM pasfene XXeCTKOro AnCKa;
m3anyck JeMoHa syslogd OT MMeHM NceBaononb3oBaTens ¢ orpaHNYeHHbIMN NOSTHOMOYUAMMU.

YpaneHne w3 annoB aygurta ycTtapeslen UWHgopmauum TpaguuMoOHHO peanusyetca nyTem
perynsipHoro 3anycka OeMOHOM cron CreuuanbHOM YTUnuTbl logrotate, KOHUrypaums KOTOpoun
onucelBaeTcs annom /etc/logrotate.conf.

CepbesHbiM HegocTaTkoM noacuctemsl ayauta UNIX saBnsietca 1o, 4To JOCTYN K AEMOHY syslogd B
obuwem cnyyae npegocTtaBnsaerca nobbiM Nporpammam, Kak CUCTEMHbIM, Tak U npuknagHbiM. [MNpu
3TOM KNIMEHTCKada nporpamma He TOrbKO nepefaeT AEMOHY TEKCT COOBLEeHMs, HO U CaMOCTOSTENbHO
yKasblBaeT UCTOYHMK N NPUOPUTET perucTpupyemoro cobbiTnsa. bonee Toro, cywlecTsyeT cneunanbHas
yTUnuTa KoMaHOHOW CTPOKM logger, no3Bonisiowass O0OblMHOMY  HEenpuBUIErMPOBAHHOMY
nonb3oBaTento nepefatb AEMOHY syslogd MPOU3BOSIbHYIO MH(OpMaLM0 OT UMEHU MPOU3BOSTIbHOM
nogcucTemMbl OMepauMoHHOM CUCTEMbI UM MPUCBOUTL 3TOM WHGOPMAaUUM MNPOU3BOSIbHLIN YPOBEHbL
3Ha4YUMOCTN.
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MexaHn3m peructpauumn cobbiTuin, peanusyembln gemMoHamu syslogd U klogd, B OCHOBHOM
npedHasHavyeH He CTOMbKO ANs noggepXaHmsa 6e30nacHOCTU CUCTEMbI, CKOMbKO AOf1s1 BbISIBIIEHUS
NpoOrpaMMHbIX W annapaTHbIX HeUCnpaBHOCTEW, TECTUPOBAHMUA W OTMNafku HOBbIX KOMMOHEHT
ornepaunoHHOW CUCTEMbI U T. M.

[MpUMEHATb OAHHbLIM MEXaHMU3M ONs perncTpauum cobbiTU, CBA3aHHbLIX C 6€30MacHOCTLI0 CUCTEMBI,
He OYeHb YOOBHO, N B HEKOTOPbIX OMepaLMOHHbIX cucTeMax, npuHaanexawmx Kk cemenctay UNIX, ons

3TOM 3ajayv npegHasHavyeH OTAEenNbHbIWM, OOMOSHUTESbHbIN OEMOH ayauTa, KOTOPOMY Yalle BCero
Ha3HavyaeTcda umd auditd.

KoHuenTyanbHO peanu3auum gaHHoro aemoHa B pasHbix UNIX-cuctemax obblMHO OYeHb MOXOXM Ha
peanunsaumio nogcuctembl ayanta B Windows. OgHako TEXHMYECKMe OeTann pasHbiX peanusauumn
MOIYT O4YEHb CUITbHO OTNMYaTbCA 0gHa OT Apyron. PaccMoTpum napy npumepos.

B onepaunoHHon cucteme AIX pgeMoH auditd npegHasHayaeTcs rnaBHbiM obOpasoMm ans
pernctpaumnmn obpalleHnin nonb3osartenen Kk annam. KoHdurypauus gemoHa onucbiBaeTcs B hannax
config M objects, pasMellaeMblXx B OupekTopun J/etc/security/audit. [aHHble ayguTta
3anuceliBatoTca nMbo B ncesaodanmn /audit/trail, nMbo Ha normyeckoe yCcTponcTeo /dev/audit.
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Ona cuynTbiBaHUSA OaHHbIX ayguTa YNONHOMOYEHHbIM MONb30BaTeNeM WCMONb3YHTCS
crneumanbHble YyTUNUTbl auditptr N auditstream. Popmar AaHHbIX ayauTa Npyu 3TOM

BbIrMAANUT NPUMEPHO crneayrLwmmMm obpasom:

event login status time command
S_NOTAUTH.READ root OK Thu Nov 1 14:07:05 2012 cat
S_NOTAUTH_READ root OK Thu Nov 1 14:07:05 2012 cat
FILE Unlink root OK Thu Nov 1 14:07:09 2012 vi
S _NOTAUTH READ root OK Thu Nov 1 14:07:09 2012 vi
S_NOTAUTH_READ root OK Thu Nov 1 14:07:09 2012 vi
S_NOTAUTH_READ root OK Thu Nov 1 14:07:09 2012 vi
S _NOTAUTH WRITE root OK Thu Nov 1 14:07:13 2012 vi
FILE Unlink root OK Thu Nov 1 14:07:13 2012 vi
FILE Unlink root OK Thu Nov 1 14:07:20 2012 vi
S_NOTAUTH READ ash OK Thu Nov 1 14:09:39 2012 cat
S_NOTAUTH_READ ash OK Thu Nov 1 14:09:39 2012 cat
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B Mac OS X gemMoH audit 3anucbiBaeT pernctpmpyemMble gaHHble B OOMH UM HECKOSbKO hannos,
OObIYHO pPaCNOSIOXKEHHbIX B AupekTopun /var/audit. [lonutuka ayamta gna AaHHOro [eMoHa
onncbiBaeTcsl KOHMUrypauuoHHbIMM dpamnamm audit-class, audit-event, audit-control u
audit-user. [1ng kaxgoro nonb3oBaTens onepaunuoHHOM CUCTEMbI MOPSAOK pernctpaumm codbiTum,
CBA3aHHbIX C [OeATEeNbHOCTbI0 3TOro MNofb3oBaTtens, 3afjaeTcs MHAMBUAYaNbHO, Kpome Toro,
onpegerneH nopsaok pernctpaunm cobbITMn N0 YMONMYaHUIO.

MexaHuam permctpauum cobblTvin, peanusyemMbli JeMOHOM audit B Mac OS, BO MHOroM noxoXx Ha
peanunsaumnto aygmta B Windows. AHanormyHo kateropmsam cobbitun ayauta B Windows, B Mac OS
cobbITna ayamta OObeAUHSITCS B TakK HasblBaemble Kraccbl, NpU 3TOM MNOPSLOK perncrpaumm
cobbITUN OTAENbHO onpefensieTcs Ans ycnewHbiX U HeycnelwHbIX cobbITU Kaxgoro knacca. Ons
KaXK4oro nonb3oBaTens onpenenstoTcs Tak HasbiBaeMble doniarn ayguta — butosas macka, B KOTOPOW
Kaxablh OUT COOTBETCTBYET OAHOMY Kraccy noTeHuuanbHO pernctpypyemMblx cobbitun. 1o
ymorndanuio B Mac OS 3agaHo 19 knaccoB cobbiTnin ayauta, Npy 9TOM CUCTEMa MX Kraccudumkauum
3anytaHa 1 He CnULWKOM yaobHa Anga npakTU4eCcKoro NCnorb30BaHUS.

[Ana HekoTopbIX COObITUA BO3MOXHO WMHTEPAKTUBHOE OMOBELLUEeHWE aaMUHUCTpaTopa C MOMOLLbHO
aBTOMaTUYEeCKOro 3anycka cneuuanbHOro ckpunta audit.warn, KOTOpbIA B KavyecTBe MNapameTpa
norny4aeT TEeKCTOBYIO CTPOKY, COAepXallylo onucaHue 3apermctpupoBaHHoro cobbitnda. [lo
YMOSTHaHUIO CKPUNT audit.warn MNPOCTO 3anuUCbiBaeT Tekyllee BpeMs U NepedaHHbIn eMy TEeKCT B
KOHey dpanna /etc/security/audit.messages, HO aAMUHUCTPATOpP OMNepauuMoOHHON CUCTEMDI
MOXET MEHATb KOf CKpunTa Npon3BosfibHbIM 06pasoMm.



